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About this publication

This manual provides information about IBM Security zSecure Admin and Audit
for RACF including:

* A guide describing how to use the product features from ISPF panels.
+ RACF® administration and audit user documentation.

¢ Both general and advanced user reference material for the CARLa command
language, the CKGRACF command language, and the SELECT/LIST fields.

¢ Instructions for installing and using zSecure Collect.

Intended audience

This publication is intended for systems programmers and administrators
responsible for installing, configuring and monitoring security for RACE. Readers
must be familiar with RACF concepts and commands.

What this publication contains

This manual describes zSecure running on a z/OS® platform. For information on
running on the z/VM?® platform, see the IBM Tivoli zSecure Manager for RACF
z/VM: User Reference Manual.

This publication refers to the IBM® Security Server, RACF component as RACF.

In this publication, sections that include the word Guide in the title provide
detailed information about using the product through an ISPF interface. These
sections also provide some background information on RACEF. The other sections of
the manual contain reference material for more advanced users. The manual is
written with the assumption that readers have a working knowledge of ISPF and
RACEF . You can also refer to the IBM Security zSecure Admin and Audit for RACF:
Getting Started Guide for a tutorial and examples on the basic product functionality.

The following items are discussed in this manual:

* [Chapter 1, “Introduction,” on page 1| provides an overview of the product
architecture and introduces the main menu options and line commands available
through the zSecure ISPF interface.

* |Chapter 2, “RACF Administration Guide,” on page 51| introduces the functions
available from the RA RACF Administration menu as well as the help desk
functions.

Chapter 3, “RACF Audit Guide,” on page 255| explains how to use the zSecure
Audit functions available from the AU Audit menu. Information includes
instructions for migrating from the Data Security Monitor (DSMON) program to
zSecure, auditing RACF security options and tables, RACF user, resource
profiles, and CKGRACE, instructions on using zSecure to identify inconsistencies
in the RACF database and to resolve common RACF problems. The chapter also
provides an overview of sample audit reports that can be customized using
CARLa Auditing and Reporting Language (CARLa).

Chapter 4, “Resource reports,” on page 383 describes the display and reporting
options for RACF resources. There are dedicated options for reporting on
TCP/IP configurations, z/OS UNIX, CICS, IMS, and DB2.
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[Chapter 5, “System Audit Guide,” on page 425 explains the most important
standard system reports. Both ISPF and batch reports are covered in this chapter.

[Chapter 6, “Library Audit Guide,” on page 529| discusses the library update
report used to find and display changes to members of partitioned data sets.

[Chapter 7, “SMF and HTTP Reporting (Events menu),” on page 545| explains
how to use zSecure for SMF processing and describes the SMF reports, which
can be used to monitor user activity and MVS™ events. This chapter also
provides additional information on unloading and selecting security data sets.
[Chapter 8, “RACF Offline,” on page 593|describes how to use the RACF Offline
component to issue most RACF commands against an inactive RACF database.
Chapter 9, “Merge Usage Guide,” on page 623 explains how the MERGE
commands work and how to use them to compare and synchronize RACF
databases.

Chapter 10, “RACF Access Monitor,” on page 643|describes the Access Monitor
program and explains how RACF administrators can use it to cleanup the RACF
database. It also explains how the program can be used to evaluate the effects of
changes to the RACF database before putting them into production.

[Chapter 11, “Calling zSecure,” on page 689 provides a detailed reference on how
to use zSecure in batch mode. This section also provides information on
unloading and selecting security data sets in this chapter.

[Chapter 12, “CARLa Command Language,” on page 713|is the reference chapter
for the CARLa Auditing and Reporting Language (CARLa) for creating your
own reports, to customize standard reports, or to perform certain actions such as
making an unload file of the security databases.

[Chapter 13, “SELECT/LIST Fields,” on page 953|lists the fields you can use to
generate reports.

[Chapter 14, “CKGRACF Command Language,” on page 1499|is the reference
chapter for CKGRACF commands. CKGRACF allows a central security
administrator to provide specific access rights to a local administrator. This
ability means that local administrators do not need group special privileges
which would probably allow them too much control over the security database.
In addition, security administrators can make the divisions between authority
levels more flexible.

[Chapter 15, “Problem Determination Guide,” on page 1573 discusses the most
common problems and their solutions.

[Chapter 16, “zSecure Collect for z/OS,” on page 1591| discusses the zSecure
Collect program that collects data on the connections in your I/O subsystem, as
well as information on the way your z/OS system is configured.

[Chapter 17, “Setup and Library Commands,” on page 1641| describes how to set
up and customize zSecure.

For information on zSecure messages and return codes refer to IBM Security
zSecure: Messages Guide.

For information on product installation, security setup, and customization for all
users at the same time, refer to IBM Security zSecure CARLa-Driven Components:
Installation and Deployment Guide.

Publications

This section lists publications in the IBM Security zSecure library, prerequisite
publications, and related IBM publications. It also describes how to access and
order publications online.
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Note: You can find information about the zSecure products for z/OS systems at
http:/ /publib.boulder.ibm.com /infocenter/tivihelp /v2r1/topic/|
com.ibm.zsecure.doc_1.13/welcome.htm |

IBM Security zSecure library
The following documents are available in the IBM Security zSecure library:
e IBM Security zSecure: Release Information

For each product release, the Release Information topics provide information
about new features and enhancements, incompatibility warnings, and
documentation update information for the IBM Security zSecure products.
Access the current version of the release information from the IBM Security
zSecure Information Center at |http://publib.boulder.ibm.com/infocenter /| |
[tivihelp /v2r1/index jsp?topic=/com.ibm.zsecure.doc_1.13/welcome.html|

e IBM Security zSecure CARLa-Driven Components: Installation and Deployment Guide,
SC14-7662-00

Provides information about installing and configuring the following IBM
Security zSecure components:

— IBM Security zSecure Admin

— IBM Security zSecure Audit for RACE, ACF2 and Top Secret
— IBM Security zSecure Alert for RACF and ACF2

— IBM Security zSecure Visual for RACF

— IBM Tivoli Compliance Insight Manager Enabler for z/OS

* IBM Security zSecure Admin and Audit for RACF: Getting Started Guide,
GI11-9162-00

Provides a hands-on guide introducing IBM Security zSecure Admin and IBM
Security zSecure Audit product features and user instructions for performing
standard tasks and procedures. This manual is intended to help new users
develop both a working knowledge of the basic IBM Security zSecure Admin
and Audit for RACF system functionality and the ability to explore the other
product features that are available.

* IBM Security zSecure Admin and Audit for RACF: User Reference Manual,
LC14-7663-00

Describes the product features for IBM Security zSecure Admin and IBM
Security zSecure Audit. Includes user instructions to run the features from ISPF
panels, RACF administration and audit user documentation with both general
and advanced user reference material for the CARLa command language and
the SELECT/LIST fields. This manual also provides troubleshooting resources
and instructions for installing the zSecure Collect for z/OS component. This
publication is only available to licensed users.

* IBM Security zSecure Audit for ACF2: User Reference Manual, LC14-7664-00

Explains how to use IBM Security zSecure Audit for ACF2 for mainframe
security and monitoring. For new users, the guide provides an overview and
conceptual information about using ACF2 and accessing functionality from the
ISPF panels. For advanced users, the manual provides detailed reference
information including message and return code lists, troubleshooting tips,
information about using zSecure Collect for z/OS, and details about user
interface setup. This publication is only available to licensed users.

* IBM Security zSecure Audit for ACF2: Getting Started Guide, GI11-9163-00

Describes the IBM Security zSecure Audit for ACF2 product features and
provides user instructions for performing standard tasks and procedures such as
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analyzing Logon IDs, Rules, and Global System Options, and running reports.
The manual also includes a list of common terms for those not familiar with
ACF2 terminology.

* IBM Security zSecure Audit for Top Secret: User Reference Manual, LC14-7665-00

Describes the IBM Security zSecure Audit for Top Secret product features and
provides user instructions for performing standard tasks and procedures.

e IBM Security zSecure Alert: User Reference Manual, SC14-7666-00

Explains how to configure, use, and troubleshoot IBM Security zSecure Alert, a
real-time monitor for z/OS systems protected with the Security Server (RACF)
or CA-ACF2.

* IBM Security zSecure Visual: Client Manual, SC14-7669-00

Explains how to set up and use the IBM Security zSecure Visual Client to
perform RACF administrative tasks from the Windows-based GUI.

e IBM Security zSecure Command Verifier: User Guide, SC14-7670-00

Explains how to install and use IBM Security zSecure Command Verifier to
protect RACF mainframe security by enforcing RACF policies as RACF
commands are entered.

* IBM Security zSecure CICS Toolkit: User Guide, SC14-7671-00

Explains how to install and use IBM Security zSecure CICS Toolkit to provide
RACF administration capabilities from the CICS® environment.

* IBM Security zSecure: Messages Guide, SC14-7667-00

Provides a message reference for all IBM Security zSecure components. This
guide describes the message types associated with each product or feature, and
lists all IBM Security zSecure product messages and errors along with their
severity levels sorted by message type. This guide also provides an explanation
and any additional support information for each message.

* IBM Security zSecure: Quick Reference, SC14-7668-00

This booklet summarizes the commands and parameters for the following IBM
Security zSecure suite components: Admin, Audit, Alert, Collect, and Command
Verifier. Obsolete commands are omitted.

* IBM Security zSecure: Documentation CD, LCD7-1387-09

Supplies the IBM Security zSecure Information Center, which contains the
licensed and unlicensed product documentation. The IBM Security zSecure:
Documentation CD is only available to licensed users.

* Program Directory: IBM Security zSecure Suite CARLa-driven components

This program directory is intended for the system programmer responsible for
program installation and maintenance. It contains information concerning the
material and procedures associated with the installation of zSecure
CARLa-driven components: Admin, Audit, Visual, Alert, and the IBM Tivoli
Compliance Insight Manager Enabler for z/OS. Program directories are provided
with the product tapes. You can also download the latest copy from the IBM
Security zSecure Information center available at|http:// Dublib.boulder.ibm.com/|
infocenter/tivihelp /v2r1/index.jsp?topic=/com.ibm.zsecure.doc_1.13 /|

welcome.htm!l

* Program Directory: IBM Security zSecure CICS Toolkit

This program directory is intended for the system programmer responsible for
program installation and maintenance. It contains information concerning the
material and procedures associated with the installation of IBM Security zSecure
CICS Toolkit. Program directories are provided with the product tapes. You can
also download the latest copy from the IBM Security zSecure Information center
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available at |http:/ /publib.boulder.ibm.com/infocenter/tivihelp /v2r1/|
[index.jsp?topic=/com.ibm.zsecure.doc_1.13/welcome.html}

* Program Directory: IBM Security zSecure Command Verifier

This program directory is intended for the system programmer responsible for
program installation and maintenance. It contains information concerning the
material and procedures associated with the installation of IBM Security zSecure
Command Verifier. Program directories are provided with the product tapes. You
can also download the latest copy from the IBM Security zSecure Information
center available at|http:/ /publib.boulder.ibm.com /infocenter/ tivihelp /v2rl/ |
[index jsp?topic=/com.ibm.zsecure.doc_1.13/welcome.html|

* Program Directory: IBM Security zSecure Admin RACF Offline

This program directory is intended for the system programmer responsible for
program installation and maintenance. It contains information concerning the
material and procedures associated with the installation of the IBM Security
zSecure Admin RACF Offline component of IBM Security zSecure Admin.
Program directories are provided with the product tapes. You can also download
the latest copy from the IBM Security zSecure Information center available at
http:/ /publib.boulder.ibm.com/infocenter/ tivihelp /v2rl /index.jsp?topic=/|
com.ibm.zsecure.doc_1.13/welcome.html]
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xvi

Related z/OS documentation

More information about RACF and the types of events that can be reported using
zSecure Admin and Audit can be found in several IBM manuals. Information about
the various types of events that are recorded by RACF can be found in the RACF
Auditor’s Guide. To access manuals in the z/OS online library, enter order numbers
at the following URL: Ihttp: / /www-03.ibm.com /systems/z/0s/zos/bkserv/ l

Table 1. z/OS manuals in z/OS online library

Manual title Order number
z/0S Security Server RACF Command Language SA22-7687
Reference

z/0S Security Server RACF Security Administrator's SA22-7683
Guide

z/0S Security Server RACF Auditor's Guide SA22-7684

z/0OS Security Server RACF System Programmer's Guide |SA22-7681

z/0OS Communications Server IP Configuration Reference |SC31-8776

z/ Architecture® Principles of Operation SA22-7832

Accessing terminology online

The IBM Terminology website consolidates the terminology from IBM product
libraries in one convenient location. You can access the Terminology website at
lhttp:/ /www.ibm.com /software / globalization / terminologyl

Accessing publications online

The documentation CD contains the publications that are in the product library.
The format of the publications is PDF, HTML, or both.

IBM posts publications for this and all other Tivoli® products, as they become
available and whenever they are updated, to the Tivoli Information Center website
atfhttp:/ /www.ibm.com /tivoli/documentation}

Note: If you print PDF documents on paper that is not letter-size, set the print
option that Adobe Reader uses to print letter-size pages on paper that is not
letter-size.
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Ordering publications
You can order many Tivoli publications online at:

http:/ /www.elink.ibmlink.ibm.com /publications /servlet / pbi.wss,

You can also order by telephone by calling one of these numbers:
¢ In the United States: 800-879-2755
* In Canada: 800-426-4968

In other countries, contact your software account representative to order Tivoli
publications. To locate the telephone number of your local representative, perform
the following steps:

1. Select |http:/ /www.elink.ibmlink.ibm.com /publications /servlet/pbi.wss|

2. Select your country from the list and click Go.

3. Click About this site in the main panel to see an information page that
includes the telephone number of your local representative.

Licensed publications: IBM Security zSecure licensed publications have a
publication number that starts with an L , such as LC27-2781-00. To request a
licensed publication, send an email to:

tivzos@us.ibm.com
. In the email include your IBM customer number, list of publication numbers, and

your contact information. IBM contacts customers to complete orders. To contact
IBM, see|“Support for problem solving” on page xviii]
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Accessibility

Accessibility features help users who have a physical disability, such as restricted
mobility or limited vision, to use software products successfully. For keyboard
access in the zSecure products, standard shortcut and accelerator keys are used by
the product, where applicable, and are documented by the operating system. Refer
to the documentation provided by your operating system for more information.

Visit the IBM Accessibility Center at Ihttp:/ /www.ibm.com /alphaworks / topics /|
for more information about IBM's commitment to accessibility.

Tivoli technical training

For Tivoli technical training information, access the IBM Tivoli Education website
at|http:/ /www.ibm.com /software /tivoli/education|

Tivoli user groups

Tivoli user groups are independent, user-run membership organizations that
provide Tivoli users with information to assist them in the implementation of
Tivoli Software solutions. Through these groups, members can share information
and learn from experienced Tivoli users. Tivoli user groups include the following
members and groups:

e 23,000+ members
* 144+ groups

Access the Tivoli Users Group at lhttp:/ /www.tivoli-ug.org]

Support for problem solving

If you have a problem with your IBM software, you want to resolve it quickly. IBM
provides the following ways for you to obtain the support you need:

Online
Navigate to the IBM Software Support site at fhttp://www.ibm.com/software/|
[support/probsub.html}

IBM Support Assistant
The IBM Support Assistant (ISA) is a free local software serviceability
workbench that helps you resolve questions and problems with IBM software
products. The ISA provides quick access to support-related information and
serviceability tools for problem determination. To install the ISA software,
navigate to [http:/ /www.ibm.com/software /support/isal

Conventions used in this publication

This publication uses several conventions for special terms and actions, operating
system-dependent commands and paths, and margin graphics.

Typeface conventions

This publication uses the following typeface conventions:

Bold
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http://www.ibm.com/software/support/isa

Lowercase commands and mixed case commands that are otherwise difficult
to distinguish from surrounding text

Interface controls (check boxes, push buttons, radio buttons, spin buttons,
fields, folders, icons, list boxes, items inside list boxes, multicolumn lists,
containers, menu choices, menu names, tabs, property sheets), labels (such as
Tip: and Operating system considerations:).

Keywords and parameters in text

Italic

* Citations (examples: titles of publications, diskettes, and CDs

* Words defined in text (example: a nonswitched line is a point-to-point line)

* Emphasis of words and letters (words as words example: "Use the word that
to introduce a restrictive clause."; letters as letters example: "The LUN
address must start with the letter L.")

* New terms in text (except in a definition list): a view is a frame in a
workspace that contains data.

* Variables and values you must provide: ... where myname represents....

Monospace

Examples and code examples

File names, directory names, and path names
Message text and prompts addressed to the user
Text that the user must type

Values for arguments or command options

About this publication Xix
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Chapter 1. Introduction

zSecure provides cost-effective security administration, improves service by
detecting threats, and reduces risk with automated audit and compliance reporting.
The product does this by increasing the functionality of your security system and
reducing processing time. The clear structure and the possibility to make a more
granular division between administration authority levels enable you to distribute
the workload without compromising security.

zSecure runs on a z/OS or z/VM platform and uses RACF information and
functionality.

Note: For an overview of the User Reference Manual content and other zSecure
documentation, see [“What this publication contains” on page xi/

General information

To better understand the zSecure products, it helps to have an overview of the
program structure. The primary processing programs are large modules that can be
used in batch or interactive mode. Interactive mode is most common, although
batch mode can be useful for automated, periodic checks or for producing daily
reports.

zSecure provides an interactive user interface implemented in ISPF using the panel,
skeleton and message libraries supplied with zSecure. ISPF is the main program
running during an interactive session, calling the zSecure application program as
needed|Figure 1 on page 2|illustrates the general flow. The user completes tasks
through ISPF panels, which generate commands that are sent to zSecure. These
commands generate the RACF commands to alter the user ID as requested.
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Figure 1. Conceptual Data flow

This general design with separate interactive and noninteractive components

provides a number of practical advantages:

* It separates interactive interfaces from the application program. This separation
allows more flexibility in designing and using the interfaces and programs,
especially when customizing the ISPF interface.

* Any functions that can run interactively can also run in batch mode.

* An installation can create customized reports using the CARLa Auditing and
Reporting Language (CARLa) program and run these reports from the ISPF
panels or in batch.

zSecure is command driven using the CARLa program which is described in this
manual. A typical user who runs zSecure from the ISPF user interface does not
need to know the CARLa language because the code is automatically generated
from the settings and selections specified on the product panels.

Because the standard, predefined zSecure reports are comprehensive, customized
reports might not be required. However, you can customize the reports if
necessary. Using zSecure in batch provides advantages from a security monitoring
function. For example, you can set up a batch job to automatically run a set of
zSecure checks and reports every day or every week rather than having a user set
up and run the reports manually from the ISPF interface.

A comprehensive set of sample reports is available in a data set referred to as the
CARLa library (ddname CKRCARLA, data set SCKRCARL).

Tip: See [Chapter 11, “Calling zSecure,” on page 689|for a list of available CARLa
scripts.

Data Sources
zSecure uses the following types of data and sources of data:
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¢ Data from your security system which can be obtained from the local system
and remote systems.

* Data which describes your system configuration (control blocks and DASD)
* Data describing events on your system (SMF)

The following figure shows the zSecure data input sources and data flow.

CKFREEZE Sources
System
RACF Sources
D >
RACF RACF
Backup Primary
KFREEZH
2 ——— Data set
DFHSM
RACF RACF DMS
Copy Unload ABR
IBM Security zSecure Admin

IBM Security zSecure Audit

L

Event Sources

IBM Security zSecure Admin
IBM Security zSecure Audit

Reports

IFASMFDL

e
SMF log
stream
data

Figure 2. zSecure Input Sources

You define input sets that specify the data sources for zSecure from the
[Setup - Input files” on page 1645 menu option. For example, one input set might
only contain the live security database. Another set might contain the live security
database combined with a file containing system configuration data. Another set
might use unloaded security data, system configuration data, and several SMF
files. During a zSecure session, you can switch between input sets with the SETUP
functions.

Data from your security system
zSecure usually requires RACF data that can come from four sources:
* Primary live RACF database
* Backup live RACF database
* Unloaded RACF data
* A copy of a RACF database, or an active RACF database from another system.

Note: zSecure creates an unloaded copy of RACF data by reading the live RACF
database and creating a copy in a proprietary format suitable for high-speed
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searches. The zSecure process is much faster and uses much less space than
the RACF database unload program IRRDBUOO.

You can use zSecure for the administration and auditing of profiles, resources, and
settings from multiple systems. Beginning with zSecure release V1.12, you can
configure the input data sources for systems of interest to collect the information
directly from each system. The data sets can then be used through the ISPF
interface or in a CKRCARLa program.

In addition to multisystem reporting, the product also supports routing commands
to a remote system using zSecure services or existing RACF Remote Sharing
Facility (RRSF) services. zSecure provides the following command routing options:
Route to the local system, or route to a remote system using NJE batch jobs, RRSF
services, or zSecure services. For additional information about command routing
options, see ['Using remote data.”|

Note: Support for working with data obtained directly from remote systems and
remote command routing using either zSecure services or RRSF services is
available beginning with zSecure V1.12. To use these functions, the zSecure
Server component must be installed, configured, and activated. See IBM
Security zSecure CARLa-Driven Components: Installation and Deployment Guide.

If you are using zSecure V1.11 or earlier, you can still report on data from
multiple systems. However, you cannot obtain the information directly from
a remote system. Instead, you must transfer the data sets containing
information obtained from each system to a central system. Then, those
copied data sets can be used as input to the CKRCARLA program, or as
input files in the ISPF User Interface using the SETUP FILES function.

Using remote data

Beginning with V1.12, zSecure Admin and zSecure Audit support the use of
remote data sets as input for creating reports and displays. This functionality is
called multisystem support because it enables reporting and managing multiple
systems from a single session. This function is also integrated with zSecure Admin
support for routing RACF commands using zSecure services or RRSF services.
Access to this functionality requires that the zSecure Server is installed.

Using zSecure services for remote data access requires the zSecure Server which
runs in a separate server address space. The zSecure Server performs the necessary
functions for command routing and communicating with remote systems to access
RACEF databases, SMF input files, CKFREEZE data sets, and other defined data
sets. These functions only support input files from remote systems. Output files for
the generated report data must be allocated on the local system.

For more information, see the following topics:

* |“Reporting on data from remote systems”|

+ [“Command routing” on page 5|

Reporting on data from remote systems: Using remote data for creating reports
is useful for ad-hoc reporting about profiles or settings. Because accessing large
amounts of remote data is slower than accessing the same data locally, remote data
access is less suited for queries that require processing of the entire security
database or the entire CKFREEZE data set. If your query specifies a remote data
source but does not specify a CKFREEZE data set with the same remote
specification, a CKFREEZE data set describing the active configuration of the remote
system is added automatically.
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Using remote data for creating reports is useful for ad-hoc reporting about records
or settings. Because accessing large amounts of remote data is slower than
accessing the same data locally, remote data access is less suited for queries that
require processing of the large quantities of data like the entire CKFREEZE data set.
If your query specifies a remote data source but does not specify a CKFREEZE
data set with the same remote specification, a CKFREEZE data set describing the
active configuration of the remote system is added automatically.

You can specify the location of an input data source on a remote system using the
SETUP FILES interface in the ISPF environment or the CARLa ALLOCATE statement.
See [Chapter 17, “Setup and Library Commands,” on page 1641|and ["ALLOCATE”)

Ign page 718.|

Using remote data requires the following authorizations:

* Access to the remote destination.
* Access to the remote data set using the zSecure Server.

e For all data sets other than the live data sources, authorization to access the data
set.

These authorizations must be established before you can access the remote data.
The resources and profiles required for setting up these authorizations are
described in Setting up security for zSecure in the IBM Security zSecure CARLa-Driven
Components: Installation and Deployment Guide. Contact your system administrator
for additional information and assistance.

Command routing: When you are issuing commands that are generated by
CKRCARLA, you can select how the commands are routed:

* Routing to the local system.

* Routing using zSecure services.

* Routing using RRSF services.

* Routing through NJE batch jobs.

You can also select if you want to specify the command routing for each and every
command, or if you want to use default routing. If no explicit command routing is

specified, commands are sent to the local system. For more information about
command routing, see ["SE.4 Setup - Confirm” on page 1655,

The authorizations required for command routing depend on the routing method

specified:

* Routing using zSecure services requires authorization to the appropriate zSecure
resources.

* Routing using RRSF services requires an approved user association The required
RRSF authorizations are described in the RACF Security Administrator's Guide
and the RACF Command Language Reference

* Routing through NJE batch jobs requires authorization to route jobs to the
remote system.

These authorizations must be established before you can route commands to
remote systems. The resources and profiles required for setting up these
authorizations are described in Setting up security for zSecure in the IBM Security
zSecure CARLa-Driven Components: Installation and Deployment Guide. Contact your
system administrator for additional information and assistance.
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Data describing your system configuration (control blocks
and DASD)

zSecure uses z/0OS control block data and DASD data. These data are read from a
CKFREEZE data set, created by zSecure Collect. [“SE.2 Setup - New files” on page]
explains how to create a CKFREEZE data set. zSecure Collect uses
APF-authorized functions to retrieve data from other address spaces and from
read-protected common storage. zSecure Collect also reads all online VIOCs,
VVDSes, catalogs, selected PDS and PDSE directories, UNIX file systems, and
optionally calculates digital signatures at the member and data set level when
requested. Additionally, batch collection permits you to analyze a remote system
where the data was collected.

Data describing events on your system (SMF)

The SMF data can come from live SMF data sets, SMF log streams, or from
sequential SMF data sets produced with the [IFASMFDP or IFASMFDL programs.
The IFASMFDP or IFASMFDL programs are provided by IBM to unload SMF
records from the live SMF data sets and SMF log streams respectively. These
sequential files can be on disk or tape, although many installations might not
permit TSO users to mount tapes for interactive use. zSecure cannot process
pseudo-SMF files created by the RACF REPORT WRITER or by the IRRADU00
SMF unload program.

zSecure User roles

zSecure provides functionality for different types of users. In this documentation,
the following titles describe the different user roles. These descriptions are
provided to clarify the zSecure specification of these roles in case your organization
has different titles or descriptions for a task.

Central Security Administrators
The employees who are responsible for the system-wide administration of the
mainframe security systems. They have extensive knowledge of security
administration and of the mainframe environment. These people are
responsible for creating and, possibly, implementing the company standards.

System Programmers
People involved with the running of the mainframe environment. If they are
also involved with the security they probably have the same detail level of
knowledge as central security administrators.

Decentralized / local Administrators
Technical people on local or decentralized level with a fair knowledge about
the mainframe security systems. They are responsible for the proper running of
the security systems at their level or department. They work within the settings
made by the centralized administrator but might have great freedom within
these settings.

Auditors
People with a good knowledge about security matters but not necessarily about
the technical part of the security systems. They audit the system and report to
the administrators.

Local Security Administrators
Local Security Administrators such as help desk employees are responsible for
administrative task such as resetting passwords, copying users, and so on.
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The IBM Security zSecure products

IBM Security zSecure suite is a group of products that improves the efficiency and
maintainability of your mainframe security environment. The main products are
zSecure Admin and zSecure Audit. These products can be used separately or in
combination with the other zSecure products.

The following descriptions are intended to provide a brief overview of the
products. More detailed information about zSecure Admin and Audit is available
from other topics in this documentation. For additional information about any of
the other zSecure products, refer to the documentation for those products.

zSecure Admin
Provides a user-friendly layer in the form of an ISPF interface on top of RACF
and extends the functionality so users can enter and process administrative
commands more quickly, generate custom reports, and thoroughly clean up
security databases. zSecure Admin also provides administrative authority in a
more granular fashion so people only have the specific amount of
administrative authority required for their job.

zSecure Audit
Compliance and audit solution that enables you to automatically analyze and
report on security events and detect security exposures. It provides standard
and customized reports that warn of policy exceptions or violations. This
component is available for RACF, ACF2, and Top Secret.

zSecure Alert
Mainframe audit solution that enables you to detect and report security events
and exposures on z/0OS systems protected with RACF or ACF2 that issues
alerts for important events relevant for the security of the system at the time
they occur.

zSecure Visual
zSecure Visual is comprised of two components: a client and a server. zSecure
Visual client is a Windows-based graphical user interface for RACF
administration. zSecure Visual server establishes a secure connection directly
with RACF to enable decentralized administration from a Windows®
environment.

Tivoli Compliance Insight Manager Enabler for z/OS
IBM Tivoli Compliance Insight Manager Enabler for z/OS is an optional
component. You can use it to connect the mainframe to the cross-platform
auditing and compliance solution IBM Tivoli Compliance Insight Manager or
Tivoli Security Information and Event Manager. When this option is configured,
mainframe events and alerts can be managed centrally from an enterprise
compliance dashboard for reporting across applications, databases and
operating systems.

zSecure Command Verifier
Mainframe policy enforcement solution that adds granular controls for RACF to
help prevent errors and noncompliant commands. This product runs in the
background to verify your RACF commands against company policies and
procedures. If the command does not comply with the policy, it is blocked or
fixed. It can run independently from the other zSecure components.

zSecure CICS Toolkit
Enables most RACF administration activities from a CICS environment which
can be used instead of TSO.
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zSecure Manager for RACF z/VM
Simplifies the process of managing mainframe security and enables you to
quickly identify and fix problems in RACF on z/VM. zSecure Manager for
RACF z/VM automates recurring and time-consuming security tasks.

Note:
This manual only provides documentation for zSecure Admin and Audit

for RACF. For information about other zSecure products, see
[Security zSecure library” on page xiii.

zSecure key programs

The following descriptions are intended to provide a brief overview of programs
that provide key functionality within the IBM Security zSecure products. More
detailed information about programs for zSecure Admin and Audit is available
from other topics in this user documentation. For additional information about
zSecure Visual or any of the other zSecure products, see the documentation for
those products.

C2PACMON
The C2PACMON program is the main program for the Access Monitor for RACF
monitor which provides RACF administrators with the data required to remove
unused or obsolete resource profiles and authorizations defined within profiles.
This function is used for RACF database cleanup. The Access Monitor also
allows RACF administrators and analysts to run simulations against a
candidate RACF database to test resource profiles and the access rights defined
within them.

C2POLICE
This program is the main program of the zSecure Alert address space. It
intercepts SMF records and WTO messages to detect events that require alerts
to be sent out to system operators, security administrators and/or security
personnel via for instance EMAIL or SMS messages.

CKGRACF
The CKGRACF program is part of zSecure Admin. It is used for handling Queued
commands (like temporary access), revoke or resume schedules, User data
fields and various other functions that require updating RACF profiles. This
program is also used by zSecure Visual.

CKNSERVE
The CKNSERVE program is the main program for the zSecure Server which
performs the necessary functions for communicating with remote systems to
route commands and access RACF databases, SMF input files, CKFREEZE data

sets, and other defined data sets. For more information, see [“Using remote

[data” on page 4/

CKRCARLA
The CKRCARLA program is the main program used in zSecure products. Using
the special purpose CARLa Auditing and Reporting Language (CARLa), the
CKRCARLA program processes SMF, CKFREEZE data, and other types of
information. The program is used by the following zSecure products: Admin,
Audit, Alert, Visual, and the Tivoli Compliance Insight Manager Enabler for
z/OS.

zSecure RACF Exit Activator
The zSecure RACF Exit Activator, C2XACTV provides dynamic exit support for
some RACF exits. The main purpose of the RACF Exit Activator program is to
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install exits required by various zSecure products. This program supports the
following products: IBM Security zSecure Admin and Audit, and Alert and
Tivoli Compliance Insight Manager Enabler for z/OS. For additional
information about the program, see [Chapter 11, “Calling zSecure,” on page 689.|
For details on installing the zSecure RACF Exit Activator program, see the IBM
Security zSecure CARLa-Driven Components: Installation and Deployment Guide.

RACEF Offline
IBM Security zSecure Admin provides the RACF Offline function to allow you
to execute and test RACF commands on a RACF database that is not active in
the system. Using this program, you can test changes to RACF definitions
without impacting any other software executing on the system and without
using a dedicated test system.

zSecure Collect
The zSecure Collect program, CKFCOLL gathers information about your z/OS
system configuration. Designed to collect data quickly using minimal system
resources, this program does not provide any reporting functions other than
some messages and a summary report. Analysis of the collected data is done by
the CKRCARLA program. For more information, see [Chapter 16, “zSecure]
[Collect for z/0OS,” on page 1591

Starting the interactive component

Typically, users complete zSecure work from the zSecure user interface. The user
interface is implemented using an ISPF application available under TSO on z/OS.
Depending on how the system administrator has configured the product, you can
start zSecure by selecting the option from a menu or by entering a custom
command. Ask your system administrator for instructions.

If the zSecure was installed using the default configuration and settings, the
product can be started from TSO on z/OS under ISPF by using the implicit TSO
EXEC command. That is, you can start zSecure by typing the following command
on any ISPF command line:

TSO CKR
After this, the primary option menu is displayed.

Note: You can run multiple instances of zSecure in ISPF split-screen mode
provided that all zSecure instances are the same version.

Other methods to invoke zSecure, including in batch and through TSO line mode
commands, are described in |Chapter 11, “Calling zSecure,” on page 689)
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Panel structure

When you start an interactive zSecure session the main menu is shown. This main
menu contains an overview of the available options. Exactly which options are
displayed depends on several factors. Options that are disabled or not installed are
not shown. Options for which you do not have enough authorization are not
shown. Moreover, your system administrator can remove or rename some options.

The initial look of the Main menu is shown in the following figure.

Menu Options Info Commands Setup h
zSecure Admin+Audit - Main menu

Option ===>

SE  Setup Options and input data sets

RA  RACF RACF Administration

AU Audit Audit security and system resources

RE  Resource Resource reports

AM  Access RACF Access Monitor

EV  Events Event reporting from SMF and other logs

C0O  Commands Run commands from Tibrary

IN Information Information and documentation

L0  Local Locally defined options

X Exit Exit this panel

\}nput complex: Active primary RACF data base )

Figure 3. Security zSecure main menu on entry

The options on this panel are called primary options. Some options expand when
you select them. shows a sample of the expanded main menu. Notice that

the primary options are still available.

Menu Options Info Commands Setup h
zSecure Admin+Audit for RACF - Main menu
Option ===>
More: +
SE  Setup Options and input data sets
RA  RACF RACF Administration
U User User information
G Group Group information
D Data set Data set profiles
R Resource General resource profiles
S Settings Setropts and class settings
H Helpdesk One-panel helpdesk options
Q Quick admin Quick User Administration
1 Access Access Check
2 Queued Display and action on profiles with QUEUED commands
3 Reports Reports with profiles and resources
4 Mass update Specify mass copy/recreate/delete actions
5 DIGTCERT Work with digital certificates
C Custom Custom report
AU Audit Audit security and system resources
RE  Resource Resource reports
AM  Access RACF Access Monitor
\\EV Events Event reporting from SMF and other logs )

Figure 4. zSecure main menu after selecting option RA

Using the UP- and DOWN-keys shows the rest of the menu.

Security zSecure remembers the last menu option you expanded. When you start a
new session, the session starts with that menu option expanded.
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Additional information about using the panels is available in [‘A sample run” on|

page 17][Table 2| provides an index to the documentation for the Menu options. See
“IN INFORMATION - Information and documentation” on page 35 for additional
documentation overview information.

Table 2. Documentation references for zSecure Menu options

Menu option Documentation reference

SE Setup [Chapter 17, “Setup and Library Commands,” on page 1641|

RA RACF [Chapter 2, “RACF Administration Guide,” on page 51|

AU Audit [Chapter 5, “System Audit Guide,” on page 425

RE Resources [Chapter 4, “Resource reports,” on page 383

AM Access [Chapter 10, “RACF Access Monitor,” on page 643

EV Events [Chapter 7, “SMF and HTTP Reporting (Events menu),” on page 545
CO Commands [Chapter 17, “Setup and Library Commands,” on page 1641|

IN Information [“IN INFORMATION - Information and documentation” on page 35|
LO Local [“LO LOCAL - Locally defined options” on page 35|

Primary commands

Primary commands can be entered at the command prompt (===>) on panels.
Security zSecure supports the following primary commands.

ACCESS
The ACCESS command displays a panel to test the access of a third-party user or
oroup to a resource. For more information, see the CKGRACF ACCESS command in
[Chapter 14, “CKGRACF Command Language,” on page 1499

ACL
Use the ACL command to change the format and sort order of access lists
(ACLs). You can enter this command on any display panel that has an access
list. For RACF access lists, see [“Access list display modes - reference material”|

C2RIMENU

This command is only meant to be used for problem determination. It can be
used to display the results of the authority checks for the menu options to be
shown and the actions to be shown on the menus. It is only enabled when the
SETUP TRACE option Debug action commands is active. See|”SE.T Setup :|
Trace” on page 1673 and |[“Debugging menu option and action character|
problems” on page 1580

CARLA or COMM
Type CARLa commands.

CKXDEBUG
Display CKX diagnostic information. This command is only for problem
determination. It is enabled only when the SETUP TRACE option Collect CKX
diagnostic information is active. See ["SE.T Setup - Trace” on page 1673

CKNSERVE
Displays information about the zSecure Servers that are known to the zSecure
Server address space identified by the ServerToken parameter on the CARLa
OPTION command. See |“ServerToken” on page 866

COLS
Use the COLS command to show a ruler in the top of your screen. This ruler
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simplifies determining the start or end column number where certain
information can be found. These column numbers are frequently used on for
example FIND commands. Use the command COLS OFF to remove the ruler
when you no longer need it. The command abbreviation for COLS is COL.

FIELDS
Show all fields that can be used in CARLa queries, as described in ["FIELDS
[Show CARLa fields available” on page 35] The command abbreviation for
FIELDS is FIELD.

FIND
Use the FIND command to perform a character string search for text in a
display panel. The search includes all scrollable information in the report
portion of the panel. The search excludes information in panel headers. The
command abbreviation for FIND is F. To repeat the previous search, use RFIND
command (PF5 key).

The FIND command supports parameters to define the following search
characteristics: scan direction, starting point, column delimiters, and
case-sensitivity.

Specifying the search argument
The character string text is the first argument of the FIND command. For
example, to search for the string ADGRANT, at the panel command prompt,
enter FIND ADGRANT.

In the search results, the cursor is positioned on the first character of the
character string.

Strings that contain special characters, such as blanks, must be delimited
with quotation marks (") or apostrophes(') for example: 'AD GRANT'.
Delimiters are required for special characters, but can be used on any search
string.
Specifying parameters to indicate the start point and scan direction of the
search
s FIRST

Starts the search on the first line of the report and searches from top to
bottom. The RFIND command (PF5) starts from the previous occurrence
of the character and continues searching down.

 LAST

Starts from the last line of the report and searches from bottom to top.
The RFIND command (PF5) starts from the previous occurrence of the
character string and continues searching up.

* NEXT

Starts from the current cursor position and finds the next occurrence of
the search argument. The search direction is top to bottom and left to
right. The default setting is NEXT.

* PREVIOUS
Starts from the current cursor position and finds the previous occurrence
of the search argument. The search direction is bottom to top and right to
left.
Specifying parameters to limit the screen columns included in the search
¢ Use a column name

Limits the search to a single column. For example, to search for
AD GRANT in the Name column only:
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FIND 'AD GRANT' Name

* Use one numerical limit
Limits the search to search arguments starting only on that character
column. Note that the COLS primary command can be used to determine
the character column position. For example, to search for AD GRANT
only starting on character column 5:
FIND 'AD GRANT' 5

* Use a low and high numerical limit
Limits the search to search arguments occurring between two limits. Note
that the COLS primary command can be used to determine the character
column position. For example, to search for AD GRANT between
character columns 10 and 25:
FIND "AD GRANT' 10 25

Specifying search parameters for case-sensitivity

The CAPS and ASIS parameters in combination with a literal-string search
argument allow you to define case-sensitive and case-insensitive searches.

* CAPS
The CAPS parameter is the default. If this parameter is used, or the ASIS
parameter is not used, the search is case insensitive.

* ASIS

The ASIS parameter is used for upper case searches and case-sensitive
searches.

If the search argument is specified with quotes and prefixed by a C
character to indicate a literal string, the search is case sensitive. For example
to search for the string Ad Grant, enter:

FIND C'Ad Grant' ASIS

FORALL
Use the following procedure with the FORALL command to issue a command for
all or selected profiles on a record-level display. The command abbreviation for
FORALL is FOR.Use the following procedure with the FORALL command to
issue a command for all or selected records on a record-level display. The
command abbreviation for FORALL is FOR.

1.

On a profile overview panel, the User Profile Overview panel (RA.U) panel
for example, use the select (Z or ZZ) and exclude (X or XX) line commands
to select the set of profiles you want to run the command on. See["Z - Selecf]
fa profile” on page 74|and |“X - Exclude profile line command” on page 74/

If no selections are made, then all profiles are processed.
On command line, use one of the following methods to specify the
command to be run:

* Type the command directly behind the FORALL command as shown in the
following example. Use the substitution variables described in
page 14| to specify the command to run.

FORALL LISTUSER !KEY /* CLASS=!CLASS =/

* If the command is too long or if you want to reuse the command for
other selections, type FORALL on the command line. Then, press Enter to
open the FORALL Command Shell panel to specify the command.

This panel is like the ISPF option 6 (TSO command shell) for entering
commands that can be recalled for future use.
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Depending on the SETUP CONFIRM options specified for your environment, the
commands are either run immediately or queued in the CKRCMD file for
viewing and editing before you submit them for processing.

shows a sample FORALL command to list the user profile for selected
profiles on the User Profile Overview panel (RA.U).

zSecure Suite USER overview 1 s elapsed, 0.5 s CPU )
Command ===> FORALL LISTUSER !KEY /* CLASS=!CLASS =*/ Scroll===> PAGE
Users like PYRL* 2 Sep 2010 20:59
User Complex Name Df1tGrp Owner RIRP SOA gC LCX Grp
___ PYRLAA1 SYS1 ANTONE ANDER PYRL PYRL - 5
zz PYRLAA2 SYS1 ANTONE ANDER PYRL PYRL o 5
__ PYRLAHI SYS1 ANSEL HILLENBRA PYRL PYRL RT X 1
zz PYRLAH2 SYS1 ANSEL HILLENBRA PYRL PYRL RT X 1
= PYRLBM2 SYS1 BILL MCMASTER PYRL PYRL _ 6 )

Figure 5. FORALL command for listing user profiles

In this example, the following command is run for all profiles in the selection
block marked with the ZZ line command.

FORALL LISTUSER !KEY /* CLASS=!CLASS =*/

The !KEY variable is replaced by the profile key of each of these users. This
value is shown in the User column. The /* CLASS=!CLASS */ specification
generates a comment that is appended to the LISTUSER command generated for
each selected profile. For user profiles, !CLASS=USER for all profiles.

When this command is issued, it generates the following commands.

LISTUSER PYRLAA2 /+ CLASS=USER =*/
LISTUSER PYRLAHI /* CLASS=USER =*/
LISTUSER PYRLAH2 /+ CLASS=USER =/

These commands are processed based on the SETUP CONFIRM options specified
for your environment.

Table 3| shows the substitution variables available to specify the parameters for
FORALL command processing. In the FORALL command, the following symbols
have special meaning;:

* Substitution variables are indicated by an exclamation point (!) immediately
followed by a variable identifier that consists of letters, digits, national
characters, hyphens, and underscores.

* A period (.) immediately following an identifier is interpreted as a separator,
IKEY. for example.

If you want the actual exclamation point or period to be included in the
command string, repeat the symbol, for example: !!. A double symbol is not
interpreted as the beginning of a substitution variable or a separator. Other
than scanning for exclamation points, the command is run in the same form
specified in the FORALL parameter. It is not parsed in any way.

Table 3. FORALL command - Substitution Variables

Substitution

Variable Meaning

ICLASS Represents the profile class. For example, on the User Profile Overview
panel (RA.U) menu option, a FORALL command that includes !CLASS
always replaces that variable with USER.

!GENERIC Substitutes the word GENERIC for fully-qualified generic profiles only.
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Table 3. FORALL command - Substitution Variables (continued)

Substitution
Variable Meaning
'KEY Represents the profile key. For example, on the User Profile Overview

panel (RA.U), the following command for user profiles issues a
LISTUSER command for each profile.

"FORALL Tistuser !KEY"

For DATASET class profiles, quotes are added to comply with TSO
command syntax. The !KEY for DATASET class profiles is the data set
name.

For MEMBER and R_AC1, the !KEY is the member name, and for DSN and
SENSDSN, the !KEY is the data set name.

For TRUSTED, the !KEY can be a RACF profile.

'KEY_MODIFIERS

Modifiers to disambiguate the profile key. For example, on the Data
set overview panel (RA.D menu option), the following command
issues the LISTDSD command for each profile.

FORALL Tistdsd da(!key) !key modifiers

The !key_modifiers parameter provides the GENERIC keyword where
needed for fully-qualified generic profile as well as the VOL(...)
clause for discrete profiles.

'TYPE Indicates the profile type, GENERIC or NONVSAM for example.

I'VOLSER The volume serial disambiguates the key of a discrete profile. This
substitution variable does not include the VOL( and ) parts that are
present in !KEY_MODIFIERS.

HELP

The HELP command is equivalent to the PF1 key. You can ask for help at any
time. Most important screens have context-sensitive help. Other screens present
the application tutorial. To get help on a field, position the cursor on the field
or column and press PF1. To get help on a panel, position the cursor on the
command line in the ISPF panel. Then, press PF1.

MESSAGE, MSG, or MSGS
Show the message library, or look up a message. The explanatory text
displayed is documented in the IBM Security zSecure: Messages Guide.

Example:

The following command looks up message CKR0010 in the Security zSecure
message library.

MSG 10

The following command looks up message CKFO039I in the zSecure Collect
message library.

MSG CKFO391

The following command looks up message CKG100I in the zSecure Collect
message library.

MSG CKG100I
MODIFY

Use the MODIFY command to enable or disable the ability to change values of
modifiable fields. The MODIFY command accepts the parameters ON or OFF. The
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command abbreviation for MODIFY is M. If MODIFY is entered without a
parameter, it reverses the current MODIFY setting.

PRT, PRTLIST
Create a hardcopy of a display, written to the standard ISPF LIST data set. This
command is available only on display panels. You can print the LIST data set
from any ISPF panel by issuing the LIST primary command. The ISPF LIST
command can also be issued from outside Security zSecure.

RACF
Use the RACF command from zSecure display panels to open the RACF ISPF
panels. When you are done working in the RACF ISPF panels, enter the END
command or press PF3 to return to the zSecure display panel.

RESET
Use the RESET command to remove all pending updates from display panels
and cancel pending commands. One common use of this command is to
remove an incorrect entry in a modifiable field and reset the incorrect entry to
the original (valid) entry. The command abbreviation for RESET is RES.

RESULTS
Use the RESULTS command from menu and selection panels to open the Results
panel. On the Results panel, you can choose to view results from the last query,
any commands generated, the message output, and so on. The command
abbreviation for RESULTS is RESULT. For more information, see["RESULTS -]
[View output and results” on page 24

RFIND
Repeat the previous FIND command from the current cursor position. This
command is available only on display panels. Usually, you can also use F5 key
to run the RFIND command.

SET
Use the SET command as an alternative way to change some options on the
Setup - View and Setup - Confirm display panels. When you issue the SET
command on a display panel, the changed options are applied immediately. For
more information, see [’SE.5 Setup - View” on page 1659 and [‘SE.4 Setup -]
[Confirm” on page 1655

SETUP
Invoke the SETUP application, as described in Section [‘SE SETUP - Options|
[and input data sets used” on page 1641)Specify a number from the SETUP
option menu to go directly to that option, SETUP 1 for example to select a
different input source. The options are also available by name. For example,
type SETUP FILES to select a different input source.

SORT
Use the SORT command on record-level display panels to sort results. The
command abbreviation for SORT is SO. By default, result lines are sorted
alphabetically in ascending order starting with the left column, in this example:
Userid, then Name, More data, and Even more data.

Userid Name More data Even more data
KEY1 MY_NAME OTHER_VALUE BREAD

KEY2 HIS_NAME MORE_VALUES HALIBUT
KEY3 HIS_NAME NEW_VALUE SODA

To sort result lines using any other column, enter the column name followed by
the sort order: A or ASCENDING, or D or DESCENDING. For example, SORT "Name"
Ascending produces the following results:
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Userid Name More data Even more data

KEY2 HIS_NAME MORE_VALUES HALIBUT
KEY3 HIS_NAME NEW_VALUE SODA
KEY1 MY_NAME OTHER_VALUE BREAD

To sort result lines using multiple columns, for example, SORT "Name" A "More
data" D produces the following results:

Userid Name More data Even more data
KEY3 HIS_NAME NEW_VALUE SODA

KEY2 HIS_NAME MORE_VALUES HALIBUT
KEY1 MY_NAME OTHER_VALUE BREAD

The SORT command cannot be used on detail display panels; instead, use the
ACL SORT command. The SORT command cannot be used on static ISPF section
panels.

STARTPAN
Specify the panel that opens when zSecure starts. See Section |”Start Panel :|
[Setting your favorite menu as the entry panel” on page 1641| for more
information about start panels.

SYSPREV
Use the SYSPREV command to browse the SYSPRINT message file of a recursive
query. You can enter the SYSPREV command from any display panel if the last
task used a recursive query.

SYSPRINT
Use the SYSPRINT command to browse the message output file of the report
generated from the last query. Exit the generated report by using PF3 or END.
Issue the SYSPRINT command from a menu or selection panel. An error displays
if you enter SYSPRINT from the panel on which the generated report is
displayed.

TEMPLATE
Show the contents of the RACF database templates, as described in Section
[*TEMPLATE - Template field properties” on page 284)

A sample run

As a first introduction to Security zSecure, this section presents a sample run. You
can try running this sample on your system to see what happens. In this example,
you learn how to view the user profiles and change them. You also learn how to
use the commands generated by Security zSecure.

For additional information about a panel, press the PF1 key to access the online
help. To get information about a particular field or column, place the cursor on the
field or column, then press PF1.

First, set the Security zSecure options for this example, in order to prevent any
unwanted changes to the RACF database. Type SETUP CONFIRM or go to SE.4
and enter all options as displayed in the following figure. The meaning of these
options is explained later. When you exit the Security zSecure program, these
options are automatically saved for the next session.
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Menu Options Info Commands Setup

zSecure Suite - Setup - Confirm
Command ===>

Action on command . . 1 1. Queue 2. Execute 3. Not allowed
Confirmation . . . . 4 1. None 2. Deletes 3. Passwords 4. Al
Command Routing . . . 3 1. Ask 2. Normal 3. Local only

Command generation

Enter "/" to select option(s)

/ Overtype fields in panels

/ Change generated commands

/ Specify start/end date

/ Generate SETROPTS REFRESH commands
/ Issue prompt before generating SETROPTS REFRESH commands

Commands to generate

/ RACF commands

/  CKGRACF commands

/ CKGRACF ASK for Tlater execution

/ CKGRACF REQUEST for later execution
CKGRACF WITHDRAW queued commands

/ CKGRACF RDELETE commands
o %

Figure 6. Setup Confirm Menu

Press End when you are done to return to the main menu.

Select the RACF ADMIN selection menu by typing RA on the command line of the
main menu; then press ENTER. You see the RACF ADMIN selection menu; these

menus are used to select and display RACF profiles. Now type U. You see the
USER SELECTION panel, displayed in

~

Menu Options Info Commands Setup

zSecure Suite - RACF - User Selection
Command ===> start panel
Add new user or segment

Show userids that fit all of the following criteria
Userid . . . . . . * (user profile key or filter)
Name . . . . . .. (name/part of name, no filter)
Installation data . (data scan, no filter except =*)
Owned by . . . .. (group or userid, or filter)
Default group . . . (group or filter)
Connect group . . . (group or filter)
Additional selection criteria

Other fields _ Attributes _ Segment presence _ Absence
Output/run options

Show segments _ AN _ Specify scope
_ Print format _ Customize title _ Send as e-mail

Background run _ Full page form _ Sort differently _ Narrow print )

Figure 7. Display User Menu

This is the basic selection panel, additional selection panels are shown when you
select (/) any of the fields under "Additional selection criteria". The additional
selection criteria are used only when you select the fields, but the selections are
remembered as long as you are using the RA.U option.

The User Selection panel selects user IDs that match your search criteria. For now,

do not specify anything. Press ENTER. IBM Security zSecure prompts for
confirmation that you want to scan the whole database by putting an asterisk in
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the Userid field and displaying the message Default prompting. By pressing
ENTER a second time, the query starts, and presents a display with the results. A
sample display is shown in ‘Figure 8I

commands overtypable fields messages
Ty ———— 7\ C A
ivoli zSecure Suite USER overview 3 s elapsed, 1.2s CPU
line Command===> Schroll===> CSR
commands All users 23 Aug 2006 17:44
— Users Complex Name tGrp Owner RIRP SOA gC LCX Grp
\._irrrcerta DINO CERTAUTH Anchgr jrrcerta R__ _ CX 0
___irrrcmulti DINO Criteria Anchor irrmulti R__ _ X 0
___irrrsitec DINO SITE Anchor irrsitec R__ _ X 0
non—overtypable ____AB5200A DINO C##DTEST CH##DTEST __P __ 1
fields — | ___AB5201A DINO C##DTEST C##DTEST __ P __ 1
— 40A DINO C##DTEST C##DTEST __ P __ 1
___AB5241A DINO C##DTEST C##DTEST __ P __ 1
___AB5392A DINO C##DTEST C##DTEST __ P __ 1
___AB5393A DINO C##DTEST C##DTEST __P __ 1
____ABS5394A DINO C##DTEST CH##DTEST __ P ___ 1
___AB5396A DINO C##DTEST C##DTEST __P ___ 1
___ABS5397A DINO C##DTEST C##DTEST __ P ___ 1
___AB5398A DINO C##DTEST C##DTEST __P ___ 1
____ABS5399A DINO C##DTEST C##DTEST __P __ 1
____AB5399A DINO C##DTEST C##DTEST __P __ 1
___ACFSTCID DINO DO NOT LOGON SYs1 SYs1 P 1
___ADM1 Complex USER =QA OW=ADMIN ADMIN____ ADMIN____R__ X 1
__ADM2 DINO USER =QA OW=ADMIN ADMIN____ ADMIN____R__ X 1
___AOP DINO AOP SYSTEM DATA SYSAPPL___SYSAPPL__RI___ X 1
G J

Figure 8. Overview Display

This display is an overview or record display, in which each profile is displayed on a
single line. Scroll up and down, or left and right, to view more information. (A
detail display showing one profile in detail also exists; more about this later.)

In the line command position in front of each user ID, you can issue a one- or
two-character command. On the overview panel, a line command works on the
entire profile. Several line commands are available for use depending on your
authorization level, the installed and active Security zSecure product components,
and the profile type. To see the available line commands in a popup window, type
a slash (/) in front of the userid.

Also note the fields indicated as modifiable fields, for example the Name field.
Modifiable fields are highlighted or shown in a different color depending on your
CUA settings. You can change the settings with the ISPF primary command
CUAATTR. If you type a new value over a modifiable field and press Enter,
Security zSecure generates a command to change the profile to the new value.

To show command generation, change a user name (Name). Then, press Enter. A
command confirmation panel is displayed to accept or cancel the command. For
example, [Figure 9 on page 20| shows the configuration panel that shows if the
name for userid ADGRANT is changed to ARTHUR GRANT.
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4 N

zSecure Suite - Confirm command
Command ===>

Confirm or edit the following command
altuser ADGRANT name ('ARTHUR GRANT')

Press ENTER to continue or END to cancel the command

Figure 9. Confirmation Panel

Press Enter to accept the command. The command is not run because we specified
the Queue option in SETUP CONFIRM panel. On any confirmation panel, you can
cancel the command by pressing End, or accept it by pressing ENTER. You can
change the circumstances in which confirmation is requested on the

SETUP _CONFIRM panel. ALL, the current setting is the safest option. See also
[“SE.4 Setup - Confirm” on page 1655

After pressing Enter, the top right of the screen reads Queued in CKRCMD. This
message indicates that the command you just confirmed was not run. Instead, it
was stored in the CKRCMD command output file for later execution. The use of
the CKRCMD file instead of direct execution of the command is another safe
option set on the SETUP CONFIRM panel. If you set the Action parameter to
EXECUTE, the command is executed immediately and not queued. The EXECUTE
option is often more practical than QUEUE, but when you are learning to use
Security zSecure, it is safer to queue commands rather than run them immediately.

To copy the profile, type C in the entry field for a profile. The USER COPY panel
shown in [Figure 10 on page 21| opens so you can specify a new user ID for the

copy.
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Menu Options Info Commands Setup

zSecure Suite - RACF - User copy
Command ===>

From userid . . . . . : ADGRANT

Toid . . . . .. ... Name . . . . . . . .. QQLQ
Password . . . . . ..
Password phrase . . . .

(9-100 chars, in single quotes)

Name . . . . . . . .. ARTHUR GRANT
Owner . . . . . . . .. SYSUSER Default group . . . . . SYSUSER
Installation data . . .

Copy permits only (target id may be a group or a user)

Generate RACF commands when the target user exists

Copy USERDATA and CUSTOMDATA

Specify unique segment data

Revoke new userid _ Protected

Copy catalog aliases (only if CKFREEZE is present)

/ Issue ADDSD/RDEF for dataset and resource profiles related to the user
Copy RACFVARS profiles/members too

Figure 10. USER COPY Panel

On this panel, specify a new userid and password, and press ENTER. This results
in the generation of the necessary RACF commands for creating the new user.
These commands are added to the CKRCMD file. [Figure 7 on page 18|is shown, with
the message Commands queued, RC=rc. If you press END, you see the generated
commands. If you press END again, you see the RESULTS panel. Press the END
key again to return to the selection screen.

You are now back at the user selection screen, press ENTER to display all users
again.

Now put the cursor in front of a profile (at the first column of the line command
field) and press ENTER. This is equivalent to typing S in front of the profile. A
detail display is shown with information about the single user profile you selected
on the overview display. You can return to the overview display by pressing the
END key. A sample detail display is shown in[Figure 11 on page 22,
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zSecure Suite USER overview Line 1 of 39
Command ===> Scroll===> CSR
A1l users 26 Nov 1998 07:47

Identification of ADGRANT IPO1
User name AD GRANT
Installation data
Owner SYSUSER_
_ User's default group SYSUSER_

Group Auth R SOA AG Uacc Revokedt Resumedt InstData

_ SYSUSER_ USE__ ~  READ___

_SYS1_ USE___ READ

_ ADMGRP__ JOIN Y READ
System access Statistics
Revoked (may be by date) No_ Creation date 18Ju196
Inactive, revoked or pending No Last RACINIT current connects 20Jul00
Days of week user can logon SMTWTFS User's last use date 20Jul00
Time of day user can logon User's last use time 18:51
Date user will be revoked (ddmmmyyyy or NOREVOKE)
Date user will be resumed (ddmmmyyyy or NORESUME)
Password Password phrase
Has a password Yes Has a password phrase Yes
Expired password No Expired password phrase No
Password changed date 23Mar06 Password phrase change date 23Mar06
Password expiration date 21Aug06  Password phrase expiry date 21Aug06
01d passwords present # 1 01d pass phrases present # 2
Failed password attempts # 0
Password interval 90
Password interval in effect 90
Mixed case password Yes

Has a password envelope
Password disabled  PROTECTED No_

Mandatory Access Control Privileges

Security label Security admin SPECIAL No_
Security level DASD administrator OPERATIONS No_
Categories list Global audit set/1ist AUDITOR No_

Class authority

Safeguards

Ignore UACC/Glob/* RESTRICTED No_

Log all user actions  UAUDIT No_

Digital certificate labels Digital certificate names

Certificate filter label

Identity mapping label Identity mapping filter Identi
_ myFirstRACMAP UID=armeBert,0U=Tools Development,0=IBM,C=NL Tdaps.c
BOTTOM OF DATA
- J

Figure 11. Detail Display

The detail display (which is a scrollable panel) also supports line commands and
modifiable fields. On this panel, the line commands apply to fields within the
profile, not the profile itself.

On this panel, you can experiment with modifiable fields and line commands. As
long as you leave the CONFIRM settings so that you can cancel any changes, you
cannot do any harm to your security database. If you type an illegal value on a
field, the field is highlighted (usually in red); in this case, the RESET command can
be used to reset the field to its previous value. When you are done, press END on
the overview display (Figure 8 on page 19), or END twice from a detail display
. Now, let's go and see what became of the commands written to
CKRCMD.
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The display in shows the CKRCMD file. This file is shown in an editor
so you can modify, add, or delete the commands as required.

/EDIT GRPADM1.C2R1EF2A.CKRCMD Columns 00001 00072 )
Command ===> Scroll ===> CSR
* * * * Top of Data * *
000001 /* CKRCMD file CKR1CMD complex DINO generated 2 Feb 1999 12:36
000002 altuser ADGRANT name('ARTHUR GRANT')
000003 /* CKRCMD file CKR1CMD complex DINO generated 2 Feb 1999 12:37
000004 /* Commands generated by COPY USER/GROUP =/
000005 adduser ADGRANT1 password(SDGFDGSG) +
000006 name ('AD GRANT ")+
000007 owner (SYSUSER) +
000008 df1tgrp (SYSUSER)
000009 altuser ADGRANT1 revoke
000010 password user(ADGRANT1) interval(30)
000011 connect ADGRANT1 group(SYSUSER) owner(SYSUSER) auth(USE) uacc(
000012 connect ADGRANT1 group(SYS1) owner(SYS1) auth(USE) uacc(READ)
000013 connect ADGRANT1 group(ADMGRP) owner(ADMGRP) auth(JOIN) uacc(R
Bottom of Data
NG J/

Figure 12. CKRCMD Output File

Delete all commands in the CKRCMD file, then add a single LISTUSER command for
your userid. Start commands in column nine. Leave the first eight columns
because these are ignored when executing the command file (reserved for line

numbers). [Figure 13| shows an example of the CKRCMD file.

EDIT GRPADM1.C2R1EF2A.CKRCMD Columns 00001 00072
Command ===> Scroll ===> CSR
* * * * Top of Data * *

000001 listuser GRPADM1

Bottom of Data

Figure 13. Edited CKRCMD Output File

Make sure that the LISTUSER command is the only command left in the CKRCMD
file, then press END.

You then see the RESULTS display which contains all the results from the Security
zSecure run. The cursor is positioned in front of the CKRCMD line.

Chapter 1. Introduction 23



Menu Options Info Commands Setup

zSecure Suite - Results Enter R to run commands
Command ===>

The following selections are supported:

B Browse file S Default action (for each file)

E Edit file R Run commands

P Print file J Submit Job to execute commands

V View file W Write file into seq. or partitioned dataset

M E-mail report

Enter a selection in front of a highlighted line below:

_ SYSPRINT messages

_ REPORT printable reports

_ CKRTSPRT output from the Tast TSO command(s)

CKRCMD queued TSO commands

_ CKR2PASS queued commands for Security zSecure

COMMANDS Security zSecure input commands from last query
_ SPFLIST  printable output from PRT primary command

_ OPTIONS set print options

_ View files from recursive call (now on level 0)

Figure 14. Results Display

On the RESULTS display, any selectable option is highlighted. To run a command
for one of the listed files, enter the command abbreviation in the entry field for the
file. For example, to edit the CKRCMD file, type an E in the entry field for the
CKRCMD file again. Then, press Enter.

You can also run a command saved in the CKRCMD file. Make sure that the
CKRCMD file contains only the harmless LISTUSER command, type an R in the
entry field for the CKRCMD file and press Enter. The LISTUSER command is run,
and the result (a description of your userid) is displayed on the terminal.

If you press END on the Results panel, you return to the Security zSecure User
Selection panel (Figure 7 on page 18). To reopen the Results panel, type RESULTS on
the command line at the top of the screen.

This example shows the basic operation of Security zSecure. If you leave the
CONFIRM option to a safe setting, and do not execute the commands generated, you
can safely explore the other menu options. For more detailed examples and
explanations, see the IBM Security zSecure Admin and Audit for RACF: Getting
Started Guide.

To use the ISPF online help, place your cursor on the command line and press PF1
to open the help panel for that panel. If you press PF1 with the cursor in a field, a
help panel opens with a description of the current field.

RESULTS - View output and results

The Results panel is displayed after a run if any of the files CKREPORT,
CKRCMD, or CKR2PASS contains program output. It can be called up at any time
using the RESULTS primary command.

The options that can be used are highlighted on the menu. For example, to browse
the TSO commands, type a B in front of CKRCMD. If the program generated
second-pass commands, these are stored in CKR2PASS. Type R in the input field in
front of the CKR2PASS entry to run the commands.
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Use this panel to edit, browse, or run the indicated files.

Menu Options Info Commands Setup

zSecure - Results Enter R to run commands
Command ===>

The following selections are supported:

B Browse file S Default action (for each file)

E Edit file R Run commands

P Print file J Submit Job to execute commands

V View file W Write file into seq. or partitioned dataset
M E-mail report

Enter a selection in front of a highlighted line below:

_ SYSPRINT messages

REPORT printable reports

CKRTSPRT output from the Tast TSO command(s)

CKRCMD queued TSO commands

CKR2PASS queued commands for Security zSecure

COMMANDS Security zSecure input commands from Tast query
SPFLIST  printable output from PRT primary command
OPTIONS set print options

\Z J
Figure 15. Results Display - Available options

Valid selections are described in the following table.

Table 4. Results Display - commands available

Command Action

B Browse the file

E Edit the file

G Same as R

J Submit a batch job to run the commands in the file

M Email the file

P Print the file, using the print options determined by the OPTIONS
menu

R Run the commands in the file

S Default action. The default is different for each file.

A" View the file

W Write the file into a (sequential or partitioned) data set

SYSPRINT

This file contains messages describing the results, and any errors, from the last
program run. Messages generated by VERIFY commands, and output from the
SHOW command is also written to this file. Valid selections for this file are S, B, E,
P, V, M, and W. The default action is browse.

REPORT
This file contains output from queries in Print Format. Valid selections for this
file are S, B, E, P, V, M, and W. The default action is browse.

CKRTSPRT
This file contains output from the last TSO commands. Valid selections for this
file are S, B, E, P, V, M, and W. The default action is browse.

CKRCMD
If the command action is set to QUEUE, this file contains TSO commands

Chapter 1. Introduction 25



generated by , VERIFY, COPY, MOVE, and REMOVE commands, as well as commands
generated by line commands or modified fields. This can include RACE,
CKGRACEF, and IDCAMS commands. This release does not yet support
generating ACF2 commands. Valid selections for this file are S, B, E, P, V, M, W, R,
or G. The default action is edit.

All commands generated in one run are added only to the CKRCMD file. The
file is emptied only when a new initial query is performed.

You can edit and run only the commands from the lowest level of the query
not from recursive calls to Security zSecure. An error message is generated if
you try to run or edit the file from the wrong level.

If you selected multiple complexes, multiple CKRCMD files are used. When you
select the CKRCMD file, an extra selection panel opens like the one shown in
[Figure 14

~
Menu Options Info Commands Setup
zSecure Suite - Results Use END for other files
COMMAND ===> Scroll ===> CSR
The following selections are supported:
B Browse file S Default action (for each file)
E Edit file R Run commands
P Print file J Submit Job to execute commands
V View file W Write file into seq. or partitioned dataset
M E-mail report
CKRCMD for the specified environments:
Complex Njenode Rrsfnode System zSecNode #Lines
_ DINO JES2DINO DINO DINO ? 2
_ CNRLPROG C##4 C##4 C##4 ? 1
Bottom of data
o J

Figure 16. Results Display - CKRCMD file

All actions specified are performed only on the selected CKRCMD.

CKR2PASS
This file contains IBM Security zSecure commands generated by line commands
on profiles. These commands are always queued, and can be executed by
typing R or J in the selection field for CKR2PASS. Valid selections for this file
are S, B, E, P, V, M, W, R, or G. The default action is edit.

COMMANDS
This file contains the input commands from the last run of the program. Valid
selections for this file are E, S, M, and /. Use the E, S, and / actions to edit the
commands. You can change, run, or submit the commands or save them to a
private data set.

SPFLIST
The ISPF LIST data set contains printable output generated by the program
when the PRT command was issued on a display. Valid selections for this file
are M, S and /. The S and / actions lead to the ISPF List panel.

OPTIONS
Set print options. Valid selections for this file are S and /. Both actions lead to
the Print Options panel.
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Recursive calls

From a record display, it is often possible to invoke another, more detailed record
display. This action is known as a recursive call. Any commands queued by
recursive calls are saved in the same CKRCMD file. These commands can be
executed when you leave the initial display. You can view the SYSPRINT output
from a recursive call by issuing the SYSPREV primary command or through the
Results panel by selecting one of the files listed at the bottom of the panel.

Menu Options Info Commands  Setup

zSecure Suite - Results
Command ===>

The following selections are supported:

B Browse file S Default action (for each file)

E Edit file R Run commands

P Print file J Submit Job to execute commands

V View file W Write file into seq. or partitioned dataset

M E-mail report

Enter a selection in front of a highlighted line below:
SYSPRINT messages
REPORT printable reports
CKRTSPRT output from the last TSO command(s)
CKRCMD queued TSO commands
CKR2PASS queued commands for Security zSecure
COMMANDS Security zSecure input commands from last query
SPFLIST  printable output from PRT primary command
OPTIONS set print options

View files from recursive call (now on level 0)

\Z J
Figure 17. Results Display - Recursive calls

CKRCMD - Viewing and executing commands

When selecting a CKRCMD file you are presented with the standard ISPF editor,
with the file loaded.

/}11e Edit Edit_Settings Menu Utilities Compilers Test Help h
EDIT C##BDV2.C2R1EF2A.CKRCMD Columns 00001 00072
Command ===> Scroll ===> CSR
Top of Data
000001 /* CKRCMD file CKR1CMD complex DINO NJE JES2DINO generated 10 No
000002 listuser C##BDV2
000003 rdelete APPCTP  DBTOKEN1.LEVEL.JOE.MAIL.PGM.LONGQUALIFIER$AND$A
000004 rdelete SURROGAT MYUSER.SUBMIT
000005 altdsd 'C##QARUN.NOOWNER.*x' generic owner (C##QARUN)
000006 SETROPTS REFRESH RACLIST(SURROGAT) /+ POSIT 104 */
000007 SETROPTS REFRESH GENERIC(DATASET)
Khhkkkhkhkk khkkhkkkhkhkhkkhkhkhkkhkhhkkhhhkkhhhkkhhhkhkhhkhk Bottom of Data khhkkkhkhkkkhkhkkkhkhkhkkhkhkkhhkhkhhhkkhhhkhkkx /

Figure 18. CKRCMD file - editing

After verifying the commands generated and editing them where necessary, press
END. Then, enter the R (Run) line command to run the commands.

If Command Routing is set to Ask you will be asked to select command
destinations before the command is executed. For more information see
[“Command routing” on page 28
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A Results panel like the one shown in opens for reviewing the outcome
of the command operations.

s
BROWSE C##BDV2.C2R1EF2A.CKRTSPRT Line 00000000 Col 001 080
Command ===> Scroll ===> (CSR

* * Top of Data * * *

ultiple TSO command output file - scroll max down for overview ===
nput dataset C##BDV2.C2R1EF2A.CKRCMD ===

/* CKRCMD file CKR1CMD complex DINO NJE JES2DINO generated 10 Nov 1999 15:14 */

============ ]0ONov1999 16:30:23.88 start record 2 ============
Tistuser C##BDV2

USER=C##BDV2 NAME=DANIELLE VUKOVICH OWNER=C##B CREATED=98.358
DEFAULT-GROUP=C##B PASSDATE=99.263 PASS-INTERVAL= 90
ATTRIBUTES=NONE

REVOKE DATE=NONE RESUME DATE=NONE

LAST-ACCESS=99.314/10:27:19

CLASS AUTHORIZATIONS=NONE

NO-INSTALLATION-DATA

NO-MODEL-NAME

LOGON ALLOWED  (DAYS) (TIME)
ANYDAY ANYTIME
GROUP=C##B AUTH=USE CONNECT-OWNER=C##B CONNECT-DATE=98.358

CONNECTS= 545 UACC=NONE LAST-CONNECT=99.314/10:27:19
CONNECT ATTRIBUTES=NONE
REVOKE DATE=NONE  RESUME DATE=NONE
SECURITY-LEVEL=NONE SPECIFIED
CATEGORY-AUTHORIZATION
NONE SPECIFIED
SECURITY-LABEL=NONE SPECIFIED
============ [0QNov1999 16:30:23.93 start record 3 ============
rdelete APPCTP  DBTOKEN1.LEVEL.JOE.MAIL.PGM.LONGQUALIFIER$ANDSASKEYSWITHSASLENG
ICH121031 NOT AUTHORIZED TO DELETE DBTOKEN1.LEVEL.JOE.MAIL.PGM.LONGQUALIFIER$AND
CKX962F Command failed, return code 4 (decimal)

============ ]0ONov1999 16:30:23.99 start record 4 ============
rdelete SURROGAT MYUSER.SUBMIT

ICH121031 NOT AUTHORIZED TO DELETE MYUSER.SUBMIT.

CKX962F Command failed, return code 4 (decimal)

============ ]0Nov1999 16:30:24.04 start record 5 ============
altdsd 'C##QARUN.NOOWNER.*x' generic owner (C##QARUN)

ICH220051 NOT AUTHORIZED TO ALTER C##QARUN.NOOWNER.**

CKX962F Command failed, return code 4 (decimal)

============ 10Nov1999 16:30:24.24 start record 9 ============
SETROPTS REFRESH RACLIST(SURROGAT) /+ POSIT 104 x/

ICH140011 NOT AUTHORIZED TO ISSUE SETROPTS.

CKX962F Command failed, return code 8 (decimal)

============ 10Nov1999 16:30:24.28 start record 10 ============
SETROPTS REFRESH GENERIC (DATASET)

ICH140011 NOT AUTHORIZED TO ISSUE SETROPTS.

CKX962F Command failed, return code 8 (decimal)

Bottom of Data

Figure 19. CKRTSPRT - results of command execution

Command routing

If you set Command Routing to Ask on the panel [“SE.4 Setup - Confirm” on page|
1655} the following panel is displayed before a command is executed.
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zSecure AdmintAudit for RACF - Command Line 1 of 11
Command ===> Scroll ===> CSR
Normal destination is *LOCAL*
Enter L/A/0/Z/J to select one or more nodes to execute the commands.
S L Sysname SID RRSFNode zSecNode NJENode Userid A O yA J
DINOPLEX ZSEC
EZOS EZOS EZOS EZOSPLEX JES2EZOS C##BUR1 AT ONLYAT ZSEC NJE
EZOS EZOS EZOS EZOSFRGN JES2EZOS C##BUR1 AT ONLYAT ZSEC NJE
E1A0 E1AO E1AO E1AOPLEX JES2E1AO C##BUR1 AT ONLYAT ZSEC NJE
* NMPIPL87 IPO1 NMPIPL87 NMPIPL87 NMS87 C##BUR1 AT ONLYAT ZSEC NJE
OTHRSYS8 MAINOTHR C##BUR1 AT ONLYAT

DINO C##BURL AT ONLYAT
\ J

Figure 20. RACF command routing panel

displays the available command routing destinations or nodes. There are
three types of nodes:

RRSF
Nodes are defined by RACFE. RACF commands only are directed via the AT or
ONLYAT parameter.

ZSEC
Nodes are defined by zSecure Server. The local zSecure server will transmit the
commands to the remote system. On the remote system, commands are
executed by the remote zSecure server.

NJE
Nodes are defined by JES2. The commands are executed using a batch job
which is routed to the remote system.

Each row in represents a single system unless multiple nodes of the same
type exist for a single system. The system name and system ID are displayed in
columns Sysname and SID. The RRSF, ZSEC and NJE node names are displayed
in the RRSFNode, zSecNode, and NJENode columns.

One node can be chosen from each row using the L, A, O, Z or ] selection
characters.

Selection character Description

L Route command to the local system.

A Route command to the RRSFNode using the
RRSF AT() parameter.

O Route command to the RRSFNode using the
RRSF ONLAT() parameter.

Z Route command to the zSecNode.

] Route command to the NJENode.

RRSF routing is implemented by appending the AT() or ONLYAT() parameters to
the command. Only RACF commands will be able to be routed using RRSF. The
command is issued locally and RACF performs the routing. The Userid column
indicates the userid that is used for the RRSF AT() and ONLYAT() parameters.

The A, O, Z, and J columns in the preceding table indicate what particular routing
method is available.
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The L column displays a character to indicate when a row is considered to be the
local or normal node.

= This is the local node. The command is

directed here if you select Local only for the
Command Routing selection on the |SEZI
[Setup - Confirm” on page 1655 panel.

> This is the normal node. The command is
directed here if you select Normal for the
Command Routing selection on the |“SE.4-JI
[Setup - Confirm” on page 1655 panel.

This node is both local and normal.

Access list display modes - reference material

This section describes more advanced zSecure options that you might want to skip
until you have mastered basic operation of IBM Security zSecure.

When RACF shows an access list, it only shows the RACF IDs and access levels.
Finding out the access each user has can be difficult if the user is connected to
many groups. Security zSecure can display the access list in the following ways so
you can investigate each user access: exploded, resolved, effective, and trust. In
addition, you can further customize the access lists using the SCOPE and NOSCOPE
and the UNIVERSAL and NOUNIVERSAL commands.

The display mode can be changed interactively with the ACL command or specified
as an output modifier.

An exploded access list shows every way in which a user has access to a profile. All
group access list entries are expanded by entries for each user in the group. If a
user is connected to multiple groups on the access list, the userid is shown
multiple times. Access due to a group-operations or operations attribute is shown
as well. In addition, administrative access through group-special or ownership is
shown as OWNER and administrative access through a High-level qualifier is
displayed as QUALOWN. You can remove this access information from the view by
issuing a NOSCOPE. You can also sort the access list to view access by level, group,
or userid. An exploded access list is especially helpful if you want to remove a
user or group from an access list and you are unsure how many ways that access
is granted.

A resolved access list shows the actual access that a user has to a profile. If a user is
on the access list, that entry is displayed. If a user is not on the access list but
some of the connect groups for the user are on the access list, the highest access
that the user has through any of the connect groups is displayed. Administrative
authority can be taken into account by using the scope toggle. In that case,
administrative access is considered higher than normal access through the access
list.

An effective access lists shows the effective access that a user has to a profile. The
effective access list is the resolved access list extended with entries for users that
are not explicitly on the access list but have access due to a group operations or
operations attribute, these show the access level ALTER-O and the group
concerned, or - oper -, respectively. Administrative authority can be taken into
account by using the scope toggle. In that case, administrative access is considered
higher than normal access through the access list.
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A trust access list shows the actual access that a user has to a profile, as well as the
administrative access. It shows all ways in which the user currently has data
access. In addition to this data access, administrative authority through
group-special or ownership is displayed as OWNER and administrative access
through a High-level qualifier is displayed as QUALOWN. The trust access list shows
exactly the trust relations that are considered for the TRUSTED report types if the
profile protects a sensitive resource.

The effect of the SCOPE and NOSCOPE toggle is visible for all except normal access
lists. SCOPE shows administrative access through group-special or ownership as
OWNER and administrative access through a High-level qualifier as QUALOWN, NOSCOPE
eliminates the administrative access. The default effect is NOSCOPE for output
modifiers EXPLODE, RESOLVE, and EFFECTIVE, as well as for ISPF ACL commands ACL
NORMAL, ACL RESOLVE, and ACL EFFECTIVE. The default is SCOPE for the ISPF ACL
commands ACL EXPLODE and ACL TRUST.

The effect of the UNIVERSAL and NOUNIVERSAL toggle is the same for all types of
access list. If UNIVERSAL is specified default connections to universal groups—that is,
connections with USE authority and no group special, operations, or auditor
attributes—are taken into account, as well as the access granted by system-wide
operations, if applicable to the type of access list shown. If NOUNIVERSAL is specified
neither default connects to universal groups nor system-wide operations users are
included in the access list.

The following tables show examples of exploded and resolved access lists. It uses
five users (USER1, USER2, USER3, USER4, and USER5) and two groups. GROUP12 consists
of USER1 and USER2. GROUP234 consists of USER2, USER3, and USER4. The following
table shows the actual access list. All the following examples assume that the
UNIVERSAL and NOUNIVERSAL toggle is set to UNIVERSAL.

The normal access list as displayed after an ACL NORMAL command which sets the
scope attribute to NOSCOPE.

Table 5. Normal Access List

User Access Access List id
USER1 READ USER1

USER2 UPDATE USER2
USER3 NONE USER3
-group- CONTROL GROUP12
-group- READ GROUP234

The following table shows the exploded access list as it would be after an ACL
EXPLODE command. An ACL EXPLODE command turns on SCOPE automatically. It
shows every way the user might have access. Note that the groups are no longer
included in the leftmost column.

Table 6. Exploded Access List (EXPLODE, SCOPE modifiers or ACL EXPLODE)

User Access Access List id
USER1 OWNER USER1

USER1 CONTROL GROUP12
USER1 READ USER1

USER2 CONTROL GROUP12
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Table 6. Exploded Access List (EXPLODE, SCOPE modifiers or ACL

EXPLODE) (continued)

User Access Access List id
USER2 UPDATE USER2
USER2 READ GROUP234
USER3 READ GROUP234
USER3 NONE USER3
USER4 READ GROUP234
USER4 ALTER-O - oper -
USER5 ALTER-O - oper -

The Resolved Access List table shows the actual way the user has access when
using the RESOLVE modifier or the ISPF command ACL RESOLVE. A user ID on the
access list overrides any group access. If several group accesses are included, the

highest is used.

Table 7. Resolved Access List (RESOLVE modifier or ACL RESOLVE)

User Access Access List id
USER1 READ USER1

USER2 UPDATE USER2
USER3 NONE USER3
USER4 READ GROUP234

The Effective Access List table is like the Resolved access list with the exception
that system-wide operations and group-operations are taken into account.

Table 8. Effective Access List (EFFECTIVE modifier or ACL EFFECTIVE)

User Access Access List id
USER1 READ USER1
USER2 UPDATE USER2
USER3 NONE USER3
USER4 READ GROUP234
USER5 ALTER-O - oper -

shows the resolved access list with scope activated, as it would be when

changing from explode to resolve):

Table 9. Resolved Access List with scope (RESOLVE, SCOPE modifiers or ACL RESOLVE

SCOPE)

User Access Access List id
USER1 OWNER USER1

USER2 UPDATE USER2
USER3 NONE USER3
USER4 READ GROUP234
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Table 10. Effective Access List with scope (EFFECTIVE, SCOPE modifiers or ACL
EFFECTIVE SCOPE)

User Access Access List id
USER1 OWNER USER1
USER1 READ USER1
USER2 UPDATE USER2
USER3 NONE USER3
USER4 READ GROUP234
USER5 ALTER-O - oper -

Table 11. Exploded Access List without scope (EXPLODE modifier or ACL EXPLODE
NOSCOPE)

User Access Access List id
USER1 CONTROL GROUP12
USER1 READ USER1
USER2 CONTROL GROUP12
USER2 UPDATE USER2
USER2 READ GROUP234
USER3 READ GROUP234
USER3 NONE USER3
USER4 READ GROUP234
USER4 ALTER-O - oper -
USER5 ALTER-O - oper -

Table 12. Trust Access List (ACL TRUST)

User Access Access List id
USER1 OWNER USER1
USER1 CONTROL GROUP12
USER1 READ USER1
USER2 CONTROL GROUP12
USER2 UPDATE USER2
USER2 READ GROUP234
USER3 READ GROUP234
USER3 NONE USER3
USER4 READ GROUP234
USER5 ALTER-O - oper -

An access list can be sorted in three ways:
1. by access level (from ALTER to NONE
2. by userid

3. by access list id (that is, the id on the access list, not the resolved or exploded
userid).
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In the examples, the access list is sorted by user ID. The ACL display format
shown is determined by the combination of the sort order and the access list
format, which are independent settings.

The default access list layout can be set on the Setup View Panel (Figure 550 on
page 1660) and using the SET primary command. On a display like the User or

Data set overview display that has an access list or a connect overview, the layout
can also be changed using one of the following ACL primary commands.

ACL NORMAL, or ASIS
Shows the actual access list. That is, the list is not exploded, resolved, or
effective with no administrative authorities regardless of whether you add
SCOPE or NOSCOPE to the command.

ACL RESOLVE
Shows a resolved access list. It omits administrative authorities unless you add
SCOPE to the command.

ACL EXPLODE
Shows an exploded access list. It adds administrative authorities unless you
add NOSCOPE to the command.

ACL EFFECTIVE
Shows an effective access list. It omits administrative authorities unless you add
SCOPE to the command.

ACL TRUST
Shows the trust relations of the profile. This command shows all ways in which
the user currently has data access as well as administrative access. These access
entries are the same as the trust relations that are considered for the TRUSTED
report types if the profile protects a sensitive resource.

ACL SCOPE
Activates display of administrative authorities as part of the access list display.
This command includes group-special authority, and ownership authority
through owner and High-level qualifiers. The command is honored only if the
access list is not displayed in ACL NORMAL mode.

ACL NOSCOPE
Deactivates display of administrative authorities as part of the access list
display.

ACL SORT ID
Sort access list by id

ACL SORT USER
Sort access list by user (with resolve/explode)

ACL SORT ACCESS
Sort access list from OWNER to NONE

ACL UNIVERSAL
Takes system-wide operations and users with a default connection to a
universal group into consideration when building the access list. It has no effect
on the current SCOPE or NOSCOPE and NORMAL, EXPLODE, RESOLVE or EFFECTIVE
settings. The command is refused if only a part of the RACF database has been
read.

ACL NOUNIVERSAL
This deactivates the UNIVERSAL option. It has no effect on the current SCOPE or
NOSCOPE and NORMAL, EXPLODE, RESOLVE or EFFECTIVE settings.

34  Admin and Audit for RACF, Version 1.13.0: User Reference Manual



You can use abbreviations for the ACL commands. For example, you can issue the
command ACL S AC for ACL SORT ACCESS.

If you want to change an access list by typing over the values in the fields, the
access list must be in normal mode, ACL NORMAL , for example). It can be in any sort
order.

IN INFORMATION - Information and documentation

The INFORMATION menu option IN.M provides access to an online version of
the IBM Security zSecure: Messages Guide in IBM BookManager format. This guide
provides information about all the messages that can be issued by different IBM
Security zSecure products. You can also access the IBM Security zSecure: Messages
Guide and other zSecure documentation online. For more detailed information, see
[“Accessing publications online” on page xvi|

For more information about RACF administration and commands, you can refer to
the following IBM RACF manuals listed.

* z/0S Security Server (RACF) Command Language Reference (SA22-7687) This
manual describes all RACF commands, parameters, and options in detail.

* z/0S Security Server (RACF) Security Administrator's Guide (SA22-7683) This
manual is the primary reference for RACF system and group administrators.

LO LOCAL - Locally defined options

Use the LOCAL option to create customized versions of the IBM Security zSecure
panels or to add new functionality to the product. This option is designed to be
used by personnel who are experienced in writing ISPF dialogues. For details on
using this option see the section on locally defined functions in the IBM Security
zSecure CARLa-Driven Components: Installation and Deployment Guide.

FIELDS - Show CARLa fields available

The primary command FIELDS shows the field names defined in zSecure, as well
as those defined in the RACF templates, together with the default properties
assigned by zSecure.

You can use the first display that is shown to select either the built-in fields of the
product or the fields imported from RACE

zSecure Display Selection 1 s elapsed, 0.4 s CPU

Command ===> Scroll===> (SR
Name Summary Records Title

s BUILTIN 52 2490 Builtin field definitions by newlist type

_ TEMPLATE 1 451 RACF template definitions

* * Bottom of Data =* *

Figure 21. Display Selection panel

After selecting the built-in fields, a panel is displayed showing all NEWLIST types for
which built-in fields have been defined as shown in [Figure 22 on page 36| To view
the fields defined for a NEWLIST, type a / in the entry field for the NEWLIST type
entry, then press Enter. A detail panel opens with a listing of the fields defined for
the NEWLIST as shown in [Figure 22 on page 36|
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Command ===>

Type
AUDIT
AUTAB
CLASS
CONSOLE
CSM
DASDVOL
DSN
DSNT
EXIT

s_ FIELD
I0APP
JOBCLASS
MEMBER
MERGE
MOUNT
MSG
PC
PPT

\—

zSecure FIELD summary

Scroll===> CSR

25 Mar 2005 14:02
T2 Fields Rpt Mod Sub Tag

SA 9 33
AU 9 14
CL 64 1 9 12
Co 33 20
M 12 30
DV 18 9 3
DS 35 1 2
NT 26 15
EX 28 1 28
FL 21 2 59
IA 16 2 27
JC 21 23
MB 51 10 35
MR 12 1 37
MN 27 54
MS 14 21
PC 67 16 19
PP 14 24

Figure 22. FIELD summary panel

This display shows the following columns.

Table 13. Built-in fields available for NEWLIST type

Field name Description

Type The name of the NEWLIST type.

T2 The two character abbreviation used to identify the NEWLIST type
where a full name cannot be used.

Fields The number of fields defined for this NEWLIST type.

Rpt The number of fields with multiple values for one record defined
for this NEWLIST type.

Mod The number of modifiable fields defined for this NEWLIST type.

Sub The number of fields that can be used for subselect processing,
defined for this NEWLIST type.

Tag A number, identifying this NEWLIST type internally.
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zSecure FIELD summary
Command ===>

Line 1 of 21
Scroll===> (CSR

Field
ADVERTIZE
BASE
CASESENSITIVE
s DESCRIPTION
FIELD
FIELD_TAG
FORMAT
HEADER
HELP_PANEL
HORIZONTAL
LENGTH
LOOKUPONLY
MAXIMUM_LENGTH
MODIFIABLE
NEWLIST_ABBREV
NEWLIST_TAG
NEWLIST_TYPE
REPEATED
__ RESTRICT
SUBSELECT

~ WRAP

25 Mar 2005 14:02

Description Len Format
Advertize (do not deprecate) 3 YesNo
Based on field 8 Char
Field input case-sensitive 3 YesNo
Field prefix header 29 Char
Field name 24 Char
Internal field number (tag) 5 DEC
Default output format 16 Char
Default output header 48 Char
Field Tevel help panel 8 Char
Horizontal repeat group 3 YesNo
Default output length 6 NumVaries
Field only for ID Tookup 3 YesNo
Maximum Tength on input 6 Dec$blank
Field is modifiable 3 YesNo
newlist type 2-letter key 2 Char
Internal newlist type (tag) 5 DEC
newlist type 24 Char
Repeat-group flag 3 YesNo
Output and scope restrictions 9 Char
Part of subselect group 8 Char
Wrapped repeat group 3 YesNo

* * *

.

**x% Bottom of Data * *%

%

* *

Figure 23. Field summary - overview display

describes the columns available on the FIELD summary panel. You must
scroll the display to the right to view some of the fields.

Table 14. Field summary for NEWLIST type built-in field

Field name Description

Field The name of the field.

Description A short (29 char) description of the field function.

Len Default output length.

Format Default output format.

Rpt Indicates if this field can contain multiple values for one record.

Mod Indicates if this field can be modified on a display.

Id Numerical field identifier.

Help pnl The help panel associated with this field.

Hor Indicates if the field has the HORIZONTAL modifier by default.

Wrp Indicates if the field has the WRAP modifier by default.

Lwr For modifiable fields, this field indicates if mixed case input is
accepted. For non-modifiable fields, the field is empty. Modifiable
fields are only available with a zSecure Admin entitlement.

SubSelct Shows the names of the repeated fields that can be used with
this field in subselect processing.

Restrictions This shows the authority that a user needs to see this field when
running in restricted mode.

Header The default header.

When you select one of the fields on this display you are shown the following
detail panel. This panel contains the same information, but it is shown in a more

expansive format.
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zSecure FIELD summary Line 1 of 23
Command ===> Scroll===> CSR
25 Mar 2005 14:02

newlist type

newlist type FIELD
newlist type 2-letter key FL
Internal newlist type (tag) 59
Field definition

Field name DESCRIPTION

Field prefix header Field prefix header
Part of subselect group

Default output format Char

Default output length 29

Default output header Description

Maximum Tength on input
Based on field

Repeat-group flag No
Field is modifiable No
Horizontal repeat group No
Wrapped repeat group No

Field input case-sensitive No
Internal field number (tag) 7

Field Tevel help panel C2R3FLO7
Output and scope restrictions

Bottom of Data
Ao J

Figure 24. Field summary - detail display

XML support within IBM Security zSecure

XML has become the standard for cross-platform and intersystem communication.
IBM Security zSecure can transform your system data, security controls, and event
(SMF) reports to make the best use of XML for your applications.

First some definitions:

XML (eXtensible Markup Language)
A language composed of labels and values. The values are grouped in a context
and can be represented as a tree.

DTD (Document Type Definition)
The syntactic definition of the XML document, which is used to determine the
validity of the document. The DTD contains a basic description of each element
by describing its general format, identifying its possible attributes, and
detailing its repeatability. The DTD can be internal to the document or
externally referenced.

XSLT (eXtensible Stylesheet Language Transformations)
A standardized XML-based collection of commands, also called a vocabulary or
markup language, to transform the content and data stored within an XML
document into a different form. An XSLT is referenced within the document
that is to be transformed. zSecure provides a default stylesheet zSecure
provides a sample XSLT stylesheet available at |http://publib.boulder.ibm.com /|
[infocenter /tivihelp /v2r1/topic/com.ibm.zsecure.doc_1.13/c2rxsl01.xsl} For
details, see ["The XML_STYLESHEET parameter” on page 41|

An XML document is a file or data set with tags defining its content but not its
format. This separation between content and format means that the same
document can be processed with different XSLT styles sheets to produce different
output. For example, an XML document can be processed against one XSLT
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stylesheet and produce an HTML file for display by a browser. That same XML
document processed against a different XSLT stylesheet can produce a differently
formatted report suited for display on a wireless device, and a third stylesheet
might produce input appropriate for Microsoft Excel. There is no limit to the
number of layouts that can be produced by the same XML document by applying
different XSLT files. The real power of this becomes apparent with the realization
that, because the data (XML document) is independent of the format (XSLT file),
the input files can change, but as long as the document conforms to the DTD, it
can be transformed by any XSLT file utilizing the DTD for the document.

These three files (XML, DTD, and XSLT) work together to produce a
self-documenting database system readable by any platform or system recognizing
XML. There are no proprietary data formats, as there are with most contemporary
database systems. This means that any machine based (or human based) process
can read and understand the basics of the data.

There is a fourth piece of the report output which is specific to zSecure. It is a data
dictionary which, if requested, is embedded within the generated document and
assists the XSLT in formatting the XML document. The data dictionary is required
for any XML reports requesting the default XSLT be used to format the output. The
data dictionary is optional if the default XSLT is not used.

Although XML is generally used for B2B processes, it can also be used within an
enterprise. For example, an zSecure XML report can be routed to a browser for
display, or it can be viewed by other programs such as Microsoft Excel and other
XML services using the XSLT to transform the data.

Starting with IBM Security zSecure

zSecure produces XML output instead of the usual text output by changing a few
options in the zSecure program requesting the report.

The first step is specifying FILEOPTION FILEFORMAT=XML. By this specification,
several new rules come into play:

1. The NEWLIST statements must be named because these names are used as an
ELEMENT in the XML document. Names must conform to both zSecure and XML
standards.

2. There must be no duplication of field names in a LIST statement with the
ddname, NEWLIST, and MERGELIST names. This requirement makes each of these
entries unique and avoids confusion.

3. The implementation used for XML rules in zSecure also requires that field
names be unique within a LIST statement. Users cannot display or report the
same field more than once per LIST statement. However, if there is a need to
do so, users could use a DEFINE statement to provide the field with a different
name.

4. Ensure that the output file is not used by any other (non-XML) support
functions. Do not reference the file before the FILEOPTION command that
indicates its use as an XML file.

5. All field names, NEWLIST names, and ddnames must use the following
conventions:

a. Contain only alphabetic or numeric characters, underscores, or hyphens,
and no national characters (#3$@).

b. Begin with an alphabetic, but not the character string: XML.
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The ddnames have an additional limitation: The names must not contain
hyphens or underscores.

In its simplest form, the data report contains only one element per NEWLIST
statement. Without any additional parameters the output is the header and values,
as shown in Most applications generate more comprehensive reports
with many more entries. To display these reports, it is probably best to use XSLT to
transform the document.

By default, an inline DTD is included in the output. If NOXML_DTD or an imbedded
XSLT stylesheet is requested, the DTD is suppressed. Using a DTD provides a
self-documenting XML document and enables XML parsers to validate the
document.

Without an XSLT to tell the using program how to format the document, web
browsers, Excel and other programs are able to parse the XML document in a
simple layout, without any special formatting. You must allocate an output dataset
to MYXML before running this sample report in batch or ISPF.

fileoption dd=myxml fileformat=xml
newlist dd=myxml type=system name=SYS
sortlist system mvsivl
<?xml version="1.0" encoding="IBM1047"?>
<!DOCTYPE MYXML [
<IELEMENT MYXML (SYS)=*>
<IATTLIST MYXML

creation CDATA #REQUIRED

>

<!ELEMENT SYS (SYSTEM?, MVSLVL?)>
<!ELEMENT SYSTEM (#PCDATA)>
<!ELEMENT MVSLVL (#PCDATA)>

[>

<MYXML creation="2007-04-18T04:01:41.88+02:00">
<SYS>

<SYSTEM>DEMO</SYSTEM>
<MVSLVL>SP7.0.4</MVSLVL>

</SYS>

</MYXML>

Figure 25. Two cells in table: zSecure input - XML text output when browsed (via ISPF) on
the mainframe

Use XSLT and the data dictionary to format the output

The power of XML becomes more apparent with the zSecure option to generate a
processing instruction to use an XSLT stylesheet.

The XSLT supplied with zSecure produces a tabular report that can be used by
web browsers, Microsoft Excel, and other such programs. However, if you want
different formatting, you can define and apply your own XSLT.

After specifying two additional FILEOPTION parameters: XML_STYLESHEET and
XML_DATADICT, the example document grows to 309 lines. This is because the new
document includes the zSecure default XSLT stylesheet together with the data
dictionary. The data dictionary is required only when using the default stylesheet
provided with zSecure.

The data dictionary is valuable as it provides information about the report title, top
title, and subtitle as well as vital formatting information for each field in the
report. This information is used by the stylesheet to format the report as seen in
[Figure 26 on page 41|
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also illustrates how to output the XML document into an existing z/OS
data set using the XML_DATADICT parameter. This option is useful if the
document is to be used in a zSeries® processing environment.

alloc dd=myxml dsn=userl.output.xml type=output

fileoption dd=myxml encoding=EBCDIC fileformat=xml xml datadict,
xml_stylesheet=imbed (m=c2rxs101)

newlist dd=myxml type=system name=SYS

list system mvslvl

0001 <?xml version="1.0" encoding="IBM1047"?>

0002 <?xml-stylesheet type="text/xs1" href="#"?>

0003 <xsl:stylesheet id="C2RXSLO1" version="1.0"

0004 xmins:xs1="http://www.w3.0rg/1999/XSL/Transform">

0299 <field name="MVSLVL" format="" width="8" align="left">
0300 <header>MVS</header><description>MVS Tevel</description>
0301 </field>

0302 </report>

0303 </datadict>

0304 <SYS>

0305 <SYSTEM>DEMO</SYSTEM>

0306 <MVSLVL>SP7.0.4</MVSLVL>

0307 </SYS>

0308 </zAudit:MYXML>

0309 </xsl:stylesheet>

Figure 26. Two cells in table: zSecure input - XML text output. Note that lines 299-301 show
the result of specifying the XML_DATADICT parameter

If you change the dsn=userl.output.xml option to a fully qualified z/OS Unix
path, the output can be routed to a file in your HFS or zFS file system. The z/OS
UNIX file is created if it is not present when needed. However, the directory path
must exist. The code for this example is shown in

alloc dd=myxml type=output path='/u/userl/work.xml'

fileoption dd=myxml fileformat=xml xml_datadict,
xml_stylesheet=imbed(m=c2rxs101)

newlist dd=myxml type=system name=SYS

sortTist system mvslvl

Figure 27. Outputting XML to z/OS Unix file

The XML_STYLESHEET parameter

The XML_STYLESHEET parameter allows different style sheets to be specified,
providing maximum flexibility. You can request that it be included within the
document by specifying XML _STYLESHEET=IMBED (optional_ddname,membername). As
previously seen in this parameter increases the size of the document.
Instead, it can be preferable to specify the location of the stylesheet using the URI
parameter. The URI parameter accepts the standard Uniform Resource Identifier for
the stylesheet specification, for example http:/ /publib.boulder.ibm.com /|
finfocenter/ tivihelp /v2rl/topic/com.ibm.zsecure.doc_1.13/c2rxsl01.xsll When the
stylesheet is specified by URI parameter, the stylesheet is not embedded which
makes the document much smaller. However, the URI option does require that the
user have access to the resource referenced in the URIL

The IMBED option enables a local style sheet while the URI enables the installation
to use a centralized production stylesheet. The local option is useful to develop
and test the stylesheet in a test environment, and the URI option is useful for using
proven stylesheets in the production environment. You can also specify the URI
option for internal users that have access to the file or data set specified by the URI
file/data set), and use the IMBED option for shipping to external users where it is
not practical to provide public access to a URI file or data set. Alternatively, you
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might want to have test and production versions within the IMBED or URI
parameters as well.

alloc dd=myxml dsn=crmbmhl.output.xml type=output
fileoption dd=myxml fileformat=xml xml_datadict,
xml_stylesheet=URI('http://publib.boulder.ibm.com/infocenter/
tivihelp/v2rl/topic/com.ibm.zsecure.doc_1.12/c2rxs101.xs1")
newlist dd=myxml type=system name=SYS
sortlist system mvslvl

Figure 28. Use of the URI= parameter for the stylesheet specification

The power and flexibility provided by these parameters is important.

1. By having the DTD included within the document, validating the document is
easier, and changes to the report do not cause invalid documents to be created.
The document is also self documenting since it carries its own basic definitions.

2. Using the default stylesheet makes it effortless to produce tabular format
reports that can be viewed by programs that process HTML documents.

3. Total flexibility with regards to the stylesheet specification makes it simple for
an installation to tailor and use a customized stylesheet with minimal effort.
The only requirement is to change the URI value or specify the IMBED parameter.

Output Processing

Output preparation is also important. XML output lines can be longer than most
people expect. Ensure that your mainframe output file is defined with RECFM=VB
and a large LRECL. For example, LRECL=255 is an acceptable value for testing, but
for production use, a larger number, such as 1024 is preferable. As shown in
[Figure 27 on page 41} z/OS Unix files in your HFS or zFS file systems are also
appropriate destinations for your XML reports.

Optimal encoding of your output differs by the system on which it is processed.
By omitting the ENCODING parameter on the FILEOPTION statement, it defaults to
EBCDIC, which is appropriate for mainframe usage. However, if you plan to
display the output on a PC, we recommend that you specify ENCODING=UTF-8
(Unicode). If you transfer a mainframe formatted XML document to the PC, the
ENCODING parameter value can cause parsers to issue a diagnostic error. To prevent
this problem, remove or replace the encoding="1BM1047" with the proper encoding
value.

zSecure runs on zSeries mainframes, but there are many means of distributing the
resulting output. In addition to the traditional FTP mechanisms, zSecure offers a
few options within itself. The output can also be routed through the zSecure email
interface, once it has been set up, when coupled with the OUTPUTFORMAT=ATTACH
parameter.

fileoption dd=c2remail fileformat=xml xml datadict,
xml_stylesheet=imbed (m=c2rxs101) encoding=utf-8

option dd=c2remail mailto=userl@company.com,
from=user2@company.com outputformat=attach

newlist dd=c2remail type=system name=SYS

sortlist system mvslvl

Figure 29. Configuring the zSecure request to email the output as an attachment

After the zSecure program in runs (either batch or ISPF), the email is sent
with the attached file. Remember that other email options, such as REPLYTO0=, are
also available for your use.
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Attaching documents adds another powerful feature to the zSecure XML support:
You can email the report document from the mainframe to the recipients. Then,
they can review the file using the program of their choice, at their convenience.

If you decide to transfer the XML file from the mainframe to a PC using FTP or
another such transport mechanism, remember to consider the file encoding. If the
report was originally produced with no ENCODING or ENCODING=EBCDIC, it must be
transferred as a CHAR operation. However, if the report was produced with the
PC in mind, with ENCODING=UTF-8, it must be transferred as a BINARY operation.
Normally, UTF-8 data is not displayable on the mainframe without UNICODE
processing. One other caveat, converting EBCDIC to ASCII (as in a CHAR transfer)
cannot handle the '[' and ']’ characters in XML properly.

SUMMARY Reports and XML

When the default XSLT is applied to the zSecure SUMMARY reports they are
formatted just like the printed zSecure report. The SUMMARY report produces
rows of output, omitting the repeated values of the leftmost fields and providing
values for the fields on the rest of the row.

The sample program in [Figure 29 on page 42| runs on the mainframe and e-mails
the output to the specified user who then can review the output using Notepad, a
web browser, Microsoft Excel, or another XML formatting program. For samples of
the program and output, see the following figures.

fileoption dd=c2remail fileformat=xml xml_datadict,
xml_stylesheet=imbed(m=c2rxs101) encoding=utf-8
option dd=c2remail mailto=user2@company.com,
from=userl@company.com outputformat=attach
newlist dd=c2remail type=smf name=allomvs
select event=allomvs
summary userid * event

Figure 30. IBM Security zSecure program to email SUMMARY report information

Top of Data
SMF RECORD LISTING 24Apr07 17:41 to 26Apr07 15:01

User Event Count
C##AINT
INITOEDP
TERMOEDP
MNTFSYS
SETEGID
SETEUID
C##AROB
INITOEDP
TERMOEDP
MNTFSYS
SETEGID
SETEUID

[ENE NN S EENE )

Bottom of Data

Figure 31. SUMMARY report: Plain text output
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<zSecure:C2REMAIL creation="2007-05-02T17:24:59.49+02:00" xmlIns:zSecure="http://www.ibm.com/">
<datadict>

</datadict>

<ALLOMVS>
<USERID>C##AINT</USERID>
<Count>5</Count>
</ALLOMVS>

<ALLOMVS>
<EVENT>INITOEDP</EVENT>
<Count>1</Count>
</ALLOMVS>

<ALLOMVS>
<EVENT>TERMOEDP</EVENT>
<Count>1</Count>
</ALLOMVS>

<ALLOMVS>
<EVENT>MNTFSYS</EVENT>
<Count>1</Count>
</ALLOMVS>

<ALLOMVS>
<EVENT>SETEGID</EVENT>
<Count>1</Count>
</ALLOMVS>

Figure 32. SUMMARY report: Raw (unformatted) XML

3 C\Documents and Settings\Administrator\Desktop\work\xmil doc screens\ALLOMVS.xml - Microso
| Ae Edt Vew Fawries Toos Hep

J@Back - @- @ _ |ﬁm ‘i’t\?ﬁamigs @
J Mdress I@ C:\Doouments and Settings\Administrator \Desktop\work xml doc screens\ALLOMYS. xml

User Event Count

CH#RAINT 5
INITOEDP 1
TERMOEDP 1
MNTFSYS 1
SETEGID 1
SETEUID 1

C##AROB ]
INITOEDP 1
TEDMANEND 1

Figure 33. SUMMARY report: Microsoft Internet Explorer format
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Microsoft Excel - ALLOMVS.xml {Read-Only]

@ File Edit iew Insert Format Tools Data Window Help
NEEIgIBIB- - Z-Be B -2 +|B Z U
ALLOMVS B
A B [ ¢ [T b "€ T F T & | H
1
2 . o 0
3 |CH#AINT 5
4 INITOEDP 1
[ TERMOEDP 1
6 MNTFSYS 1
7 SETEGID 1
8 SETEUID 1
g |C#AROB 5

Figure 34. SUMMARY report: Excel format

XML-proofing zSecure reports

You can produce XML output from some of the existing (tabular output) sample
zSecure reports by adding the necessary XML parameters to the OPTION,
FILEOPTION, or NEWLIST commands before the INCLUDE command which
imbeds the report program. Other zSecure reports produce formatted reports with
inserted text or output which is not in tabular format, or they produce ISPF
displays. These reports do not work if an attempt is made to convert their output
to XML. The WRAP formatting option is also not available when the output is
going to XML.

Finally, as you adapt your existing zSecure reports to the XML capability,
remember to observe the requirements detailed in Section [“Starting with IBM|
Security zSecure” on page 39

Summary

XML output provides reports that can be utilized in multiple fashions using XSLT.
zSecure provides XML output when the proper output parameters are specified.
The DTD is generated by default, unless the XML_STYLESHEET=(IMBED (membername) )
option is specified. XML_DATADICT is required if the IBM-supplied default XSLT is
specified.

Names of fields, NEWLIST types, and ddnames have limitations and must contain
only alphabetic and numeric characters, underscores, or hyphens. National
characters (#$@)) are not supported. The value must begin with an alphabetic
character but not the string XML. The ddnames cannot contain hyphens and
underscores.

Ensure the z/OS output data set is allocated with VB record format and a large
LRECL (for example 1024). The default encoding is EBCDIC for mainframe usage
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and UTF-8 for PC usage. This default is used if the ENCODING= parameter is omitted.
Use of email services can simplify transfer to PCs by using the email operands and
OUTPUTFORMAT=ATTACH.

Output formatting can use the IBM-supplied default or an installation-defined
XSLT. The XSLT can be embedded or referenced by web address in the URI
parameter.

Conclusion

zSecure supports the generation of XML documents from system data. These
documents can be transformed to commonly used formats such as Microsoft Excel
and other formats to meet the needs of the organization and users. This
functionality is provided in addition to zSecure support for generate letters from
the information provided in SMF event reports and security database fields. With
the XML support, zSecure can use different style sheets to provide the security
administration and auditing information from a single XML report in multiple
output formats and for viewing on multiple output devices such as cell phone,
pagers, and email.

Compare processing

Use compare processing to detect and report on changes in selected fields by
comparing the values in a designated baseline CKFREEZE data set against another
CKFREEZE data set.

For an example of how the compare process is used, see the IBM Security zSecure
Alert: User Reference Manual for information about the zSecure Alert extended
monitoring function. This function performs a comparison that monitors system
settings and reports changes using the Alert messaging function.

You can set up your own compare process using the CARLa language statements
and options for compare processing. The comparison process is described in
[“Setting up and running a comparison.”|

Setting up and running a comparison

Use the COMPAREQOPT statement to define a set of comparison properties for any
NEWLIST that references it using the COMPAREOPT=name option.

[Figure 35 on page 47| provides an overview of setting up and processing a
comparison. To understand the process description that follows the diagram,
review the following terms.

COMPARE_CHANGES
Defined variable type for listing the differences in the fields that are compared.
See [“Defining variables for comparison results (COMPAREOPT)” on page 754/

COMPARE_RESULT
Defined variable type for returning a value that describes the outcome of the
compare process. For example, if the compare results show a new item, ADD is
returned. If a value has been modified, the value CHG+ is returned. See
[“Defining variables for comparison results (COMPAREOPT)” on page 754

COMPAREOPT
The CARLa statement that specifies the compare options which determine what
to compare.
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BY=
Specifies the value for the key used in the comparison process to determine the
set of records to be compared. This parameter is specified in the COMPAREOPT
statement.

BASE=
Specifies the condition that designates the baseline record in the set specified
using the BY= parameter.

COMPARE=
Determines the list of fields to be compared. This parameter is specified in the
COMPAREOPT statement.

SHOW=
Determines which of the compared records to include in the output based on
the COMPARE_RESULT value returned. This parameter is specified in the
COMPAREOPT statement.

BY=value1-set

| BY=value3-set

| BASE=value2-set |

...... -®r" base record |
record |
" S
..o o) .
Uhd :

[ Record Selection

All Selected -
records

R Display
BY=value2-set 7 — or

report

| SortlistSummary |

Figure 35. Compare processing conceptual diagram

When compare processing is activated, the CKRCARLA program uses the standard
select and exclude processing to read the required data from the applicable input
source. The read operation creates an in-memory data structure representing the
input data. In the process diagram, this structure is shown as All Selected records.
Conceptually, All Selected records is the population to be compared. The comparison
process works on subpopulations. All records that share the same BY values are
considered to be a subpopulation. Only records that have the same BY values are
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compared. Other records that have a disjunct set of BY values are part of other
subpopulations that are also compared internally.

Within the subpopulation, one or more records are identified by the BASE
specification. Ideally, this is a single record, but it can also be a set of several
records. If this is a single record, it is called the baseline record. If the BASE
specification does not identify a single record, one of the records from the BASE set
is selected to be the baseline record. For information about how a record is selected
as the baseline, see [“Selecting the baseline record.”]

Within the subpopulation, all records are compared against the baseline record.
The comparison is done only for the fields explicitly selected using the COMPAREOPT
specification. All other fields are ignored for the compare processing. The result of
the comparison operation is one of the COMPARE_RESULT values which provides
information about the type of change. For example, a COMPARE_RESULT value can be
ADD if the field was added, or CHG if the field value changed. The results can also
indicate whether a change resulted in an increase or decrease in the level of
security compliance. (See [“Defining variables for comparison results|
(COMPAREOPT)” on page 754]

If the COMPARE_RESULT matches the SHOW specification, the record is kept. If the
COMPARE_RESULT does not match the SHOW specification, the record is discarded,
which results in a reduced subpopulation.

If the output specification (SORTLIST or DISPLAY) for the record contains a variable
defined as COMPARE_CHANGES, the variable is updated to include the changed fields
that are selected by the SHOW specification.

The next stage of the compare process is the summary. This stage uses the
standard summary process that works on the reduced population (that is, the
combination of all reduced subpopulations). The summary processing uses the
summary variables as defined in the summary statement.

Selecting the baseline record

If the BASE specification does not result in a single record within the subpopulation,
an arbitrary record is selected to be the baseline record. This selection is based on
the fields specified on the sortlist and summary statements in this NEWLIST. The
record with the lowest field value in the sequence as defined by the sortlist and
summary fields is used. If multiple records have the same values for all listed
fields, an arbitrary record is chosen. The record selected is not important because
the difference is not visible.

No direct relationship exists between the record key that uniquely identifies the
record, the list of BY fields, or the list of fields used for summary processing.
However, if no list of BY fields has been specified, the program uses a default set of
BY fields that resembles the unique record key.

Creating the DEFAULT COMPAREOPT specification

zSecure includes a pre-defined COMPAREOPT specification with the name DEFAULT that
can be used to trigger default compare processing when the COMPAREOPT
specification is not explicitly defined using the COMPAREOPT statement. This default
specification is established using the ALLOC FUNCTION BASEname option without
specifying a complex name.
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The DEFAULT COMPAREOPT specification is equivalent to specifying the following
COMPAREOPT statement:

COMPAREOPT NAME=DEFAULT TYPE=<anything> BASE=(COMPLEX=complex) SHOW=DIFF

Note: Because the DEFAULT specification applies to multiple NEWLIST types, this
COMPAREOPT specification cannot be entered as a valid CARLa statement.
It is only shown here to illustrate what is specified by the default.

The default COMPAREOPT specification does not specify values for BY and
COMPARE. The default specifications are used for these parameters. (See
[“Selecting the baseline record” on page 48

Use of the FUNCTION=BASE specification is not required. It is used to trigger default
compare processing. Explicit compare processing using the COMPAREOPT
parameter on the NEWLIST statement is possible without any FUNCTION=BASE
specification.

For more information, on the syntax and processing considerations, see the
FUNCTION=BASE parameter in [“Explicit allocation mode” on page 720
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Setting up the CARLa language input for compare processing

provides a summary of the statements and formatting options that you
can use to setup a compare process. For more detailed information about any of
the resources, see the links included in the process description fields.

Table 15. CARLa commands, options and output formats for compare processing

CARLa command, option, or
output format

Description

COMPAREOPT statement

This CARLa statement specifies what is to be compared in
a comparison process. After the COMPAREOPT
specification has been created, the compare process it
defines can be run for supported NEWLIST types. See
[“"COMPAREOPT” on page 739,

ALLOCATE FUNCTION=BASE

Use this option to specify a default baseline data set to be
used for compare processing. If no explicit COMPAREOPT
statements are defined, this baseline data set is used. The
FUNCTION=BASE specification is not required for compare
processing. However, it can be used to trigger default
compare processing when no explicit COMPAREOPT
statement has been defined. See the FUNCTION=BASE

parameter description in [“Explicit allocation mode” onl

NEWLIST
COMPAREOPT=compareopt

The COMPAREOPT keyword on the NEWLIST statement
specifies the name of the COMPAREOPT statement to be
used for the NEWLIST. See[“NEWLIST” on page 846

OPTION
COMPAREOPT=compareopt

The COMPAREOPT=compareopt parameter for the Option
command designates a default COMPAREOPT statement to
be used for all newlists that do not explicitly specify a
COMPAREOPT name. You can specify DEFAULT for the
compareopt value to use a system-defined default
COMPAREOPT specification. See[“OPTION” on page 856,

DEFINE COMPARE_RESULT
COMPARE_CHANGES

These defined variable fields are used to output the results
of a compare operation that includes information about
changed fields and a security compliance status indicator
that indicates how the change impacted the level of
security compliance. The field values included in the
output depend on the options specified in the
COMPAREOPT statement. See [“Defining variables for]
[comparison results (COMPAREOPT)” on page 754/

Output formats

For information about formatting options for the results of
a compare operation (COMPARE_RESULT), see
“COMPARE processing output formats: Formatting|
COMPARE_CHANGES results” on page 829.|

50 Admin and Audit for RACF, Version 1.13.0: User Reference Manual




Chapter 2. RACF Administration Guide

Alert

Insight Enabler

Visual

Admin

Audit for RACF

Audit for ACF2

Audit for TSS

General information

The interactive component of Security zSecure is an ISPF application available
under MVS/TSO.

For details on how to start this component, see [“Starting the interactive|
component” on page 9] For information about the ISPF panels in the product, see
“Panel structure” on page 10.]

Use the RA RACF option from the main menu to open the RACF administration

menu shown in

~
Menu Options Info Commands Setup
zSecure Admin+Audit for RACF - Main menu
Option ===>
More it
SE  Setup Options and input data sets
RA~ RACF RACF Administration
U User User information
G Group Group information
D Data set Data set profiles
R Resource General resource profiles
S Settings Setropts, RRSF, and class settings
H Helpdesk One-panel helpdesk options
Q Quick admin Quick User Administration
1 Access Access Check
2 Queued Display and action on profiles with QUEUED commands
3 Reports Reports with profiles and resources
4 Mass update Specify mass copy/recreate/delete actions
5 DIGTCERT Work with digital certificates
C Custom Custom report
AU Audit Audit security and system resources
RE  Resource Resource reports
AM  Access RACF Access Monitor
EV  Events Event reporting from SMF and other logs
C0O  Commands Run commands from Tibrary
IN Information Information and documentation
L0  Local Locally defined options
X Exit Exit this panel
- J
Figure 36. The RACF administration menu
For more information, see the following topics:
» |“Performing RACF Administration tasks from the menu” on page 52|
+ [“Using the RACF administration panels” on page 52|
* |“Line commands” on page 54
* |“Managing the Access List display panel” on page 81|
* |"REFRESH - Automatic refreshes for RACLIST, GENERIC checking, GLOBAL]
access checking, and WHEN(PROGRAM)” on page 86|
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Performing RACF Administration tasks from the menu
describes the options available for RACF administration.

Table 16. RACF Administration Menu option descriptions

Option Description

[“'RA.U USER - User information” on page 87|| Creates general ISPF display panels showing
information about all or selected user

profiles.
[“'RA.G GROUP - Group information” on| Creates general ISPF display panels showing
[page 117 information about all or selected group
profiles.

“RA.D DATASET - Dataset profiles” on page| | Create general ISPF display panels showing
132 information about all or selected DATASET
profiles. This option is only applicable to
auditing RACF databases on a z/OS system.

“RA.R RESOURCE - General Resource] Creates general ISPF display panels showing
[profiles” on page 147 information about all or selected general
resource profiles.

“RA.S SETTINGS - SETROPTS and clasg| Creates display panels showing information
settinegs” on page 172 about the SETROPTS settings and the Class
Descriptor Table.

[“RA.H HELPDESK - One-panel help desk Opens the one-panel Help desk interface for
loptions” on page 177 administrative tasks like resetting
passwords, resuming users and using
CKGRACEF scoping.

“RA.Q QUICK ADMIN - Quick User| Opens the three-panel Quick Admin
[Administration” on page 179 interface for administrative tasks like
resetting passwords, resuming users and
using CKGRACF scoping.

[“RA.1 ACCESS - Access Check” on page 184] | Research user and group access level to data
sets or resources.

[“'RA.2 QUEUED - Queued commands” on| | Work with queued commands

|Eage 185|

[“RA.3 Reports - Reports with profiles and| Create printed or online, interactive reports
[resources” on page 193] for day-to-day maintenance tasks. zSecure
provides sample reports that you can use to
design and create custom reports for your
site. For information, see f’Predefinea]

|CARLa scripts” on page 251

['RA.4 MASS UPDATE - Specify mass| Perform day-to-day maintenance on groups
|copy /recreate/delete actions” on page 233 | of profiles.
[“RA.5 DIGTCERT - Work with digital| Manage digital certificates.

|certificates” on page 244|

["'RA.C CUSTOM - User Defined Display] Use a template to design your own query
[(Custom Display)” on page 249| panel in ISPE

Using the RACF administration panels

When you perform RACF administrative tasks using zSecure, you use several
different types of ISPF panels. The options available on the panels and the
methods for using fields and running commands can be different depending on
the type of panel you are viewing. Review the following information to learn
about the panels, fields, and the selection and viewing options.
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Panel types. Depending on the suboption you select from the menu, the resulting
ISPF display panel can be a standard display panel or a report display panel. The
type of display panel determines the available operations. For example, the line
commands available on a report display panel are different from the commands
available on a standard display. For more information, see[“Line commands” on|

When multiple complexes are selected with the SETUP files and SETUP VIEW option,
the option Add summary to RA displays for multiple complexes is selected. As a
result of this selection, a summary showing the profile differences is added to the
RA.U, RA.G, RA.D, and RA.R display panels.

* For text fields, the text is shown when it is identical for the selected profiles.
When the profiles are different, the text is shown with a common prefix
followed by >, the text <more>, or + * depending on the column width.

* For flag fields, the percentage of true conditions is shown.

* For date fields, depending on the field, the newest or oldest date is displayed.
For example, the oldest date is shown for the profile creation date while the
newest date is shown for the password change date.

Another type of panel in the product is a selection panel. Use selection panels for
specifying the criteria to select information from a data source for review and
analysis in zSecure. Only profiles that match all criteria are selected. That is, the
effect of a query is to combine the conditions with AND logic before selecting data.

Field processing and filters. If you leave a field in a panel blank, the field is not
tested. Fields on selection panels can contain literals or filters, although not all
fields accept filters. The following special characters are supported in filters:

Table 17. Filter characteristics

Filter Code Description

% Matches any one non-blank character.

* Matches up to eight characters in the key of a DATASET profile, or any
number of characters in one qualifier in other places.

e Matches any numbers of qualifiers at the end of a profile name.

Searches for the specified substring anywhere in the field. This function is
not supported in profile keys, class names, and data set qualifiers.

Viewing details and printing information. In an ISPF display panel, you can
generally select rows from the table to display additional information. You can use
the primary command PRT or PRTLIST to create a hardcopy of the tables
displayed, written to the standard ISPF LIST data set; you can print the ISPF LIST
data set from any ISPF panel by issuing the LIST primary command.

Changing field values. If you use zSecure Admin or IBM Security zSecure Admin
and Audit for RACEF, you can use modifiable fields. This functionality is not
available if you only use zSecure Audit. Modifiable fields are fields that you can
update. These fields are also referred to as overtypeable fields. Profile display fields
that you can type over are shown padded with underline characters. You can
specify a different character indicator from the ISPF primary menu (option 0
Settings). The ability to modify fields is a system-defined setting. Use the MODIFY
command to turn this function on and off. Additional display options like
confirmation level for commands generated, can be set using the SET command.
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Line commands

Commands can be generated by typing over a field or by issuing a line command
at the start of a line. The line commands available on an ISPF panel depend on the
information shown (NEWLIST type) and the profile type such as user profile or
DATASET profile (ENTITY type). In addition, the commands specific to zSecure
Admin are only supported if that product is installed and active along with
zSecure Audit.

For more information, see the following topics:

» |“Determining which line commands are available”|

+ [“Standard line commands’]

» |“Line commands on profile displays” on page 55|

* [“Line commands on detail displays” on page 74

* |"Line commands on non-profile displays” on page 80|

* |“Line command status messages” on page 80|

Determining which line commands are available
In any profile level display, type / in the input entry field. Then, press Enter to
view a list of the available line commands and their associated functions.

Standard line commands

Documentation for the line commands available on specific RACF profile display
panels for user, group, DATASET, and general resource profiles are listed in the
documentation for each profile type. To access this information, see the
[“Performing RACF Administration tasks from the menu” on page 52.|Most other

profile level displays, such as specific reports, provide the standard line commands
Table 18

listed in

Table 18. Standard line commands

Line command |Meaning

/ Type / in an input entry field and press Enter to view a list of the line
commands available in the current program context.

B Browse a data set. This command is only valid for non-VSAM data set
objects.

C Copy the profile. The processing for the copy operation depends on the

profile type:
* If the copy action is for a data set, connect, or general resource profile,
running the C line command issues a RACF COPY command.

* For user and group profiles, running the C line command issues a
Security zSecure command.

These commands are always queued in the CKR2PASS file for later
execution. Before the command is run or queued, you are prompted
with a panel to edit the profile name.

D Delete the profile. Depending on the profile type, this issues a RACF
command (data set, connect, and general resource profiles) or a Security
zSecure command (user and group profiles). Security zSecure commands
are always queued in the CKR2PASS file for later execution.

L Issue a LIST command for a DATASET profile, LISTDSD for example.
Use this command for reviewing profile status in the active RACF
database.

S Show detail information for the selected profile.
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Line commands on profile displays
The following line commands are available on profile displays.

A - Authorizations of a user or group

Use the A line command to find the authorizations defined for a user or group.
It can only be issued on user or group profiles on profile displays.

This command starts option RA.3.4 PERMIT/SCOPE for the user or group it is
issued for. See |“RA.3.4 Permit/Scope - Report access of a user or group” on|

|Eage 207.|

AC - Access

Use the AC line command to find the access defined for a user or group on a
specified profile. It can be issued on any profile on profile displays.

It opens option RA.1 ACCESS for the profile it is issued for. For details, see
['RA.1 ACCESS - Access Check” on page 184)

This command is only supported if zSecure Admin is installed and active.
C - Copy

Use the C line command to copy a profile through a recursive query. For users
and groups, you can also use this command for copying ID-specific DATASET,
resource profiles, and catalog aliases if a CKFREEZE data set with a master catalog
dump is provided. For more information, see the IBM Security zSecure
CARLa-Driven Components: Installation and Deployment Guide

This command is only supported if zSecure Admin is installed and active.

For DATASET or resource profiles you can also issue a RACF command to copy
from a profile directly or create a temporary profile. If you have an active RACF
database allocated, the latter two options open the newly created profile
immediately. For temporary profiles, specify either the date of removal, or a
number of days after which the profile is to be removed by the daily CKGRACF
job. (See the IBM Security zSecure CARLa-Driven Components: Installation and
Deployment Guide.) An optional reason for the temporary profile can be specified
as well.

Apart from creating new profiles you can also use this function to copy connect
definitions and permits to an existing user or group.

The panel it starts for a group is shown in [Figure 37 on page 56
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Menu Options Info Commands Setup

zSecure Suite - RACF - Group Copy
Command ===>

From group . . . . C##BDOC
Toid . . . . . ..

OMVS gid . . . . . (numeric id(suffix S for SHARED) or AUTO)

Copy permits only (target id may be a group or a user)
_ Generate RACF commands even when the target group exists
_ Copy CUSTOMDATA

Specify options for new group

/ Copy catalog aliases (only if CKFREEZE is present)

/ Issue ADDSD/RDEF for user resources

_ Copy RACFVARS profiles/members too (if option above selected)

Figure 37. GROUP COPY panel

The profile used as a model is shown at the top of the panel. In the To id field,
specify the user or group to copy to. The Generate RACF commands even
when the target group exists option forces the program to generate commands
even when the user exists. A similar option is available on the User Copy panel.

When you copy a group, you can specify an OMVS GID to add an OMVS
segment and assign the specified GID. When suffixed with an S (1001S, for
example), the SHARED command keyword is added. You can also specify AUTO,
which results in addition of the AUTOGID command keyword. The SHARED and
AUTOGID command keywords are available in z/OS 1.4 or with APAR OW52135.
On the User Copy panel, the option Specify unique segment data can be
selected. This option opens a panel for specifying unique segment data. That is,
the fields which normally are different for every segment type.

You must specify the Copy permits only option to permit copy operations from
a group to a user or vice versa. The exact differences between a COPY
USER/GROUP and a COPY PERMIT are detailed in |[“COPY” on page 740

Use the options at the bottom of the panel to suppress the following actions:
* Cloning of catalog aliases.

* Cloning group-specific data set and general resource profiles along with
catalog aliases.

* Only cloning of RACFVARS general resource profiles.
By default, the occurrence of a valid group ID as a member or key of a RACFVARS

profile is considered meaningful, although RACEF itself assigns no specific
meaning to these occurrences.

For digital certificates some restrictions apply to the copying of profiles, due to

the nature of the RACDCERT commands:

* Profiles in the DIGTCERT and DIGTNMAP classes cannot be copied directly.

* When copying a user profile with connected digital certificates, the latter
cannot be copied.

To copy one or more model profiles, use option RA.4 Mass update - see ['RA 4]
IMASS UPDATE - Specify mass copy/recreate/delete actions” on page 233

CC - Copy to a different class

Use the CC line command for copying a general resource profile to a different
class. It starts an equivalent to option RA.4.3 Copy resource for the profile it is

56 Admin and Audit for RACF, Version 1.13.0: User Reference Manual



issued for.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Resource Copy-Class
Command ===>
Copy general profile:
Class name . . . . ACCTNUM
Profile pattern . . DUMMY
To class . . . . . NEWCLASS
N\ %
Figure 38. RESOURCE COPY-CLASS panel
To copy the profile, specify the class in the To class, then press Enter.
This command is only supported if zSecure Admin is installed and active.
CO - Add connect
Use the CO line command to add a connection to the group the command is
issued for.
The panel it starts for a user is shown in
. N
Menu Options Info Commands Setup
zSecure Suite - RACF - Add connect
Command ===>
Create new connect
Userid . . . . . . .. AUDIT (user profile key)
Group . . . . . ... SYS* (group or filter)
Optional connect attributes
Authority . . . . . . . USE (USE ,CREATE ,JOIN or CONNECT)
Default UACC . . . . . NONE (N/R/U/C/A)
Connect owner . . . . .
Future revoke date . . (MM/DD/YY)
Future resume date . . (MM/DD/YY)
_ Revoke
Special _ Operations _ Auditor
Enter a group for a single connect.
Leave the field blank or enter a filter (e.g. SYSx) to get a selection list. Y

Figure 39. USER CONNECT panel

This command is only supported if zSecure Admin is installed and active.

When the CO command is issued for a GROUP, you can specify up to 10 IDs
for connects.

When a group is entered in the group field, the connect command is generated.
When the group field is left blank or a filter is used, a connect list is shown.
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4 . ™\

Add connects for userid AUDIT

Command ===> Scroll===> (SR
Type CO in front of a group to add connect
group Complex InstData

__ SYSAPPL DINO APPLICATION DATA

__ SYSAUTH DINO AUTHORIZATION GROUPS

__ SYSCTLG DINO CATALOG MANAGEMENT

Bottom of Data

o J

Figure 40. Connecting via group filter

On this list, the CO action command generates a connect command with the
parameters as specified in [Figure 39 on page 57

D or DD - Delete

Use the D line command to delete a profile and all references to it. The
profile-related information that you can delete depends on the type of profile
you are deleting.

* For users and groups, you can delete ID-specific profiles.

* For groups, you can also delete all related users when you delete the group
profile.

* For DATASET profiles, you can also delete the covered data sets if you have
specified a CKFREEZE data set as a data source. For more information, see the
IBM Security zSecure CARLa-Driven Components: Installation and Deployment
Guide.

You can also use the DD block line command to delete multiple profiles. Block
commands must always be used in pairs. To mark the profiles, type a DD line
command in the selection field for the first and last profile in the set of profiles
to delete.

This command is only supported if zSecure Admin is installed and enabled.

When you run the D command for a group profile, the panel shown in
is displayed.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Group Delete
Option ===>
Group . . . . . . . C##BDOC
Specify action to perform
1. Delete group
2. Remove group from resource profiles (remove permit)
Options for delete group Options for connected users
Enter "/" to select option(s) Delete all USERs ...
/ Dataset and id-specific profiles _ owned by GROUP
Only if previous is selected: _connected to GROUP
_ RACFVARS profiles and members _ with defaultgrp GROUP
/ Data sets and their catalog entries Or move USERs to holding
/ Incl. catalog entries without data sets group
/ Incl. uncataloged data sets
Change USERID in Notify fields to (default is NONOTIFY)
\Pew Owner for non-dataset profiles (default is SYS1) )

Figure 41. GROUP DELETE panel

The profile being deleted is shown at the top of the panel.

58 Admin and Audit for RACF, Version 1.13.0: User Reference Manual



Select option 2 to only delete permits. To delete the group profile and all
associated references, selection option 1. When deleting a user profile, you can
specify the following additional options for the delete action like moving the
user to a holding group or only deleting occurrences in NOTIFY fields.

Dataset and id-specific profiles
Delete DATASET profiles and profiles where the ID occurs in a functional
position. For more information, see ['REMOVE” on page 870

Options for connected users
Specifying users in a particular relation to the group that must be deleted or
moved to a holding group.

Options for other id references
Specify replacement NOTIFY user IDs and owner IDs to replace those IDs that
are deleted.

Any RACF and TSO commands created as a result of the query are sent to the
CKRCMD file where you can review them. You can submit the commands from the
CKRCMD file when you are ready.

For more information, refer to|“RA.4 MASS UPDATE - Specify mass|
opy /recreate /delete actions” on page 233.|

E - Event

Use the E line command to search for SMF events associated with the current or
selected profile. You can issue this command on user, group, DATASET, and
general resource profiles on profile displays.

This line command opens the Event panel for user, group, resource, or
DATASET profiles depending on the profile type currently being viewed, which
is equivalent to selecting the EV.U, G, R, or D, option from the Events menu.
See [“Interactive SMF processing for RACF” on page 550

This command is only available if zSecure Audit is installed and active.
K - Manage APPCLU and PTKDATA keys

Use the K line command for changing, setting, or deleting the APPCLU session
key or the PTKTDATA key value. This command is only permitted when the
command is issued for an APPCLU SESSION segment or PTKTDATA SSIGNON
segment.

When you run the K line command, the APPCLU session key panel opens, as
shown in the following figure:

Menu Options Info Commands Setup

Command ===>

Class . . . . . . . . : APPCLU
Profile key . . . . . : NETWORK.LUOOL.LUGO2

Select the command you want to execute
1. Change or add session key (hex x'hhhhhhhhhhhhhhhh'
or character ccccccecc)
2. Delete session key

When option 1 (Change or add session key) is selected, you are required to
specify the new session key. You can specify the key as a 1-8 character string or
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a 1-16-digit hexadecimal number. Specify hexadecimal values as
x"'hhhhhhhhhhhhhhhh'. Use option 2 to delete the session key.

When you enter the K line command for the SSIGNON segment, the PTKTDATA

key panel opens as shown in

~
Menu Options Info Commands Setup
zSecure Suite - PTKTDATA key value
Command ===>
Class . . . . . . . . : PTKTDATA
Profile key . . . . . : MVSDINO.CRMRBYT
Select the method you want to use to protect the key value
1 1. Mask the key value using the masking algorithm
2. Encrypt the key value (requires active cryptographic product)
Key value . . . . . . . (16 hexadecimal characters)
o J

Figure 42. PTKTDATA key value panel

From this panel, you can define the application key or a secured signon key and
indicate the method for protecting the key value within the RACF database on
the host. When defining the profile, you can either mask or encrypt the key. The
key-value represents a 64-bit (8-byte) key that must be represented as 16
hexadecimal characters. The valid characters are 0-9 and A-F.

L - List

Use the L List line command for listing the current or selected profile. This
command issues the appropriate RACF commands to list the profile. This
behavior can be different depending on the profile class. It can be issued on any
profile on profile displays.

The results of a Tistuser, listgrp, 1istdsd, rlist, or racdcert list command is
presented in a browse panel.

To see the data sets covered by a DATASET profile, use either the LD (Listdsd
DSNS) or the LR (List data sets covered via the Report line command).

LD - Listdsd DSNS

Use the LD (Listdsd DSNS) line command for listing the current or selected
DATASET profile including the data sets covered by the profile. When this
command runs, it issues a RACF Tistsdsd command with the DSNS keyword
parameter.

Note: The LD line command only lists the data sets where the volume is online.
The results are shown in a browse panel.
LR - List data sets covered via Report

Use the LR (List via Report) line command for listing the data sets covered by
the current or selected DATASET profile. When you run this command, it issues
a recursive Security zSecure query.

Issuing a REPORT PROFILES type query has certain advantages over a RACF
LISTDSD DSNS command apart from presentation. For more information, see
['RA.3.1 Profiles - Profiles with their data sets” on page 196, Tape data sets on
scratch tapes are not included in this standard query.

Also, CKGRACF permission is taken into account for the scope that determines
what results you can see.
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M - Move a user to another group

Use the M line command to move a user to a different department.

This command is only supported if zSecure Admin is installed and active.

The panel shown in opens when you run the M command.

Menu Options Info Commands Setup

zSecure Suite - RACF - User Move

Userid . . . . .. C##BAHI
Move userid from or between groups

Group(s) from which user is to be moved:

Group(s) to which user is to be moved:

\C

Figure 43. MOVE USER panel

The user you are moving is shown at the top.

You can specify one or more groups to remove the user from, and you can also

specify one or more groups to connect the user to.

Connects are removed and created in accordance, and permits to group data set

profiles of the old groups are removed as well.

MI - Manage information

Use the MI line command for viewing or modifying certain information

contained in the profile it is issued for. The modify function is only available if

the zSecure Admin product is active.

The panel it starts for a user is shown in

~
Menu Options Info Commands Setup
zSecure Suite - RACF - User Information
Command ===>
Userid . . . . .. USR0001
Owner . . . . . . . C##B
Default group . . . C##B
Programmer name . . USER 0001
Installation data . TESTUSER FOR 2000-TEST, ESPECIALLY TO TEST THE RACF DATA
BASE
Installation data  TESTUSER FOR 2000-TEST, ESPECIALLY TO TEST THE
(as formatted by RACF DATABASE
RACF LISTUSER
command output)
J
Figure 44. MANAGE USER INFORMATION panel
ML - Manage logon information
Use the ML line command for the following tasks:
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* Revoke or resume a user either now or at a future date using a RACF
function. To work with CKGRACF revoke/resume schedules, use the MS
(CKGRACF Schedule) line command instead of this one.

* Change the password interval for a user ID.
* Set or delete the CKGRACF default password for a user ID.

The user you are working with is shown at the top. The installation data as
formatted by the RACF 1listuser command is shown at the bottom.

The user information fields for User, DATASET, Group, and General resource
profiles are listed in the following sections. You can modify the information in
these fields. When you change the data, an appropriate command is generated.

User profile information fields
Table 19| list the information fields for user profiles.

Table 19. User profiles: User information fields

Field name Description

Owner The profile owner field

Default group The user default group

Programmer name The name associated with the user ID.
Installation data The installation data

Group profile user information fields
Table 20| list the information fields for group profiles.

Table 20. Group profiles: User information fields

Field name Description

Superior group The supgroup field of the group
Owner The profile owner field
Installation data The installation data

DATASET profile user information fields
The only user information field for DATASET profiles is the Installation
data field.

General resource profile user information fields
Table 21| list the information fields for group profiles. You can modify the
information in these fields.

Table 21. General resource profiles: User information fields

Field Description
Application data The APPLDATA of the resource profile.
Installation data The installation data.

This command is only supported if zSecure Admin is installed and active.

When you issue the ML line command, the panel shown in [Figure 45 on page|
opens.
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Menu Options Info Commands Setup

zSecure Suite - RACF - User Manage logon-data
Command ===>

Userid . . . . . . . : USROOO1

Revoke date . . . . (dd mmm yyyy, ddmmmyyyy, yyyy-mm-dd, or NOW)
Resume date . . . . (dd mmm yyyy, ddmmmyyyy, yyyy-mm-dd, or NOW)
Password interval 30_  (NO or number)

Default password
1. Set password ==> ==>
2. Delete password

Figure 45. LOGON DATA panel

The user you are working with is shown at the top.

To revoke or resume the user immediately, type NOW in the revoke date or
resume date field. To perform the action at a later date, enter the date instead in
one of the following date formats:

* ddmmmyyyy, 01jan2002 for example.
e dd mmm yyyy, 01 jan 2002 for example.
> yyyy-mm-dd, 2002-01-01 for example.

To set up a password that does not require the user to change it, specify NO for
the password interval. To specify a password interval, enter the number of days
up to a maximum of 254.

To set a CKGRACF default password, select 1 Default password. Then, enter the
password twice. To delete a CKGRACF default password, select 2 Delete. Do not
select a default password action if you want empty if you want To retain the
CKGRACF default password, do not select a default password action.

If you set a CKGRACF default password for a user, it does not change the current
password. To change the current password to this value, run the P (Password)
line command.

MR - CKGRACF multiple authority requirement

Use the MR line command to show or change the CKGRACF multiple-authority
requirement for a profile. This command can be issued on any profile in a
profile display panel.

The CKGRACF multiple authority requirement specifies the number of
administrators required to approve a CKGRACF command that targets the profile.
This requirement only applies to commands that are subject to multiple
authority. See ['RA.2 QUEUED - Queued commands” on page 185]

This command is only supported if zSecure Admin is installed and active.

The MR line command starts the panel shown in [Figure 46 on page 64
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Menu Options Info Commands Setup
zSecure Suite - RACF - Authority requirement

Command ===>
Class . . . . . . .: DATASET
Profile . . . . . . : C##QAU3.**
List or set authority requirement for profile:
5 1. List

2. Single

3. Dual

4. Triple

5. Default
o J

Figure 46. MULTIPLE AUTHORITY panel

The class and name of the profile you are now working with are shown at the
top.

Use the List or set authority requirement for profile to specify the multiple
authority setting for profiles.

In each case, a CKGRACF AUTHORITY command is generated.

Menu Utilities Compilers Help
BROWSE C##QAUS . C2R32AE . CKRTSPRT Line 00000000 Col 001 080
Command ===> Scroll ===> CSR
Top of Data
CKGRACF  AUTHORITY DATASET 'C##QAU3.**' LIST
CKG101I 00 Authority requirement for DATASET C##QAU3.** is DUAL
Bottom of Data *x*

Figure 47. Multiple authority list result

MS - CKGRACF revoke/resume schedules

Use the MS line command to show or modify the revoke and resume schedules
for a user.

This command is only supported if zSecure Admin is installed and enabled.

Revoke and resume schedules are the way that Security zSecure supports
scheduling several revoked or resumed periods for a user. Refer to
[‘Revoke/resume schedules” on page 1543|for an explanation.

This command is only supported if zSecure Admin is installed and enabled.

The MS line command starts the panel shown in [Figure 48 on page 65
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Menu Options Info Commands Setup

zSecure Suite - Manage User Schedules

Option ===>

1 List List schedules for this userid

2 Enable Specify date(s) when user should be able to Togon

3 Disable Specify date(s) when user should not be able to Tog on
4 Wipe Remove scheduled events at specified date(s)

Userid . . . . .. C##MBTJ2

Schedule . . . .. HOLIDAY_

Start date . . . . 13FEB1999 End date . . . . . 1999-02-22

Number of days

Enter Reason below
\'We'll, he planned a holiday for when the tape would be ready... /A1’

Figure 48. MANAGE SCHEDULE panel

The user ID you are working with is listed after the Option selection field.

describes the fields of interest.
Table 22. MANAGE SCHEDULE panel - field descriptions

Field Description

Option Specifies the action for the schedule. The following actions
are available:

* 1 List shows the separate scheduled events for the user
along with the overall schedule.

* 2 Enable or 3 Disable, opens a panel for defining a time
period during which the user can or cannot logon. Option

* 4 Wipe removes scheduled events from a period.

Schedule Specifies the start date. Valid date formats are ddmmmyyyy and
1999-02-22. You can also specify TODAY. This field is required
for all actions except 1 List.

Start date The name of the schedule to change. This field is required
for all actions except 1 List.

End date Specifies that the period to which the action applies extends
up to and including this date. This field is optional and
mutually exclusive with Number of days.

Number of days The number of days the action is to last. This field is
optional and mutually exclusive with End date.

Enter reason below Optional specification of a reason for the action.

Each action results in a CKGRACF command. The result is typically shown in a
browse panel.
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/,COMMAND OUTPUT BROWSE ---==--mmmmmmmmmmmmmmmm oo LINE 00000 Command failed
COMMAND ===> SCROLL ===> CSR
Top of Data
CKGRACF USER C##BJT2 SCHEDULE HOLIDAY DISABLE (13FEB1999:1999-02-22) REQUEST R

ould be ready... /AT")

CKG633I 08 Access to schedule 'HOLIDAY' denied for command in PARM string
CKG107I 08 Command ended with result code 8

CKG111I 08 Highest result code was 8

CKR962F Command failed, return code 8 (decimal)

Bottom of Data
o J

Figure 49. Schedule disable result

In this case, the administrator issuing the command was not authorized to
update the HOLIDAY schedule.

shows sample results from a LIST command.

/EKGRACF LIST USER C##CX01 SCHEDULE
CKG132I 00 No CKGRACF queued command entries found
CKG116I 00 Scheduled revoke for HARD on 120ct1999 by C##SYST 120ct98 14:38
CKG116I 00 Scheduled resume for HOLIDAY on 01Marl1999 by C##DPT1 4Nov98 13:03
CKG116I 00 Scheduled resume for HOLIDAY on 10Marl1999 by C##DPT1 4Nov98 13:08
CKG116I 00 Scheduled resume for HARD on 12Aug2000 by C##SYST 120ct98 14:38
Deleted by C##SYST at 12 Oct 1998 14:39
CKG117I 00 --- Overall revoke/resume status ---
Resumed from 1 Mar 1999

\Fevoked from 12 Oct 1999

Figure 50. Schedule list result

After combining the separate schedules used, the overall revoke and resume
status schedule, is shown in the lines preceding the CKG1171 message. See

The separate scheduled events are listed before the schedule it. In this
example, no were specified. Message CKG1321 indicates that no requests for
scheduled events are queued for approval. See [“'RA.2 QUEUED - Queued|
ffommands” on page 185

Because the MS line command is a command on the profile level, no scheduled
event characteristics are passed. To work with a particular scheduled event,
issue a line command for that event from the detail display.

The following line commands are available on a scheduled event:
D (Delete) generates an appropriate wipe command

C (Copy) reissues the command. Depending on your SETUP CONFIRM settings,
you might have permission to change the command on the confirmation panel.
If you do, you can use the panel as a template.

S (Select) shows the scheduled event in a more readable way, being split into
items as must be specified on a request panel.

R (Repeat) opens a panel like the one shown in[’RA.2 QUEUED - Queued|
fommands” on page 185|with the characteristics of the event included so you
can easily repeat it but without the LIST option.

I (Insert) opens the same panel without any data so you can add an event.
MT - Manage TSO information

Use the MT line command for the following tasks:
* Create a DATASET profile.

* Define a catalog alias in the master catalog.
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* Create an ISPF profile data set for the current or selected user ID.

The MT command requires sufficient authorization for creating the specified
profiles or catalog alias.

Menu Options Info Commands Setup

zSecure Suite - RACF - User Manage TSO
Command ===>

Userid for setup . : USRO0O1
Enter "/" to select option(s):
Create dataset profile for user

: Define ALIAS in the Master Catalog
\- Create ISPF Profile Dataset

Figure 51. MANAGE TSO panel

Userid for setup
The user you are working with. This field is non-modifiable.

Create dataset profile for user
If this field is selected (with a /), an ADDSD userid.** owner(userid)

command is generated, followed by a SETROPTS REFRESH GENERIC (DATASET).
Member C2RSMUMH in the CKRPARM configuration data set can be used to
customize the generated commands.

Define ALIAS in the Master Catalog
If this field is selected, an IDCAMS DEFINE ALIAS command is generated.

Member C2RSMUMA, located in the CKRPARM configuration data set must be
customized to incorporate the User catalog name.

Create ISPF Profile Dataset

If this field is selected, a TSO ALLOC command is generated to create an
ISPF profile data set. The data set name userid.ISPPROF can be changed by

customizing member C2RSMUMP (located in the CKRPARM configuration data
set).

MU - Manage installation-defined USRDATA

Use the MU line command for working with USERDATA. . It can be issued on any
profile on profile displays.

For more information, see ['RA.3.9 USERDATA - User data management” on|

P - Change password and resume user

Use the P (Password) line command for managing password and password
hrases and resuming user IDs. When you issue this command, the shown in

Figure 52 on page 68 opens. The available actions are described in [Table 23 o
age 68 This command is only supported if zSecure Admin is installed and

active.
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Comma

Useri
Name

Instd
Last

Passw
Revok
Revok
Prote
Selec

ONOoOTUITRE WN =

-

Options Info Commands Setup
zSecure Suite - RACF - User Password

nd ===>
d . .. ... : USRO001

.« « « . . . : USER 0001
ata . . . . . : TESTUSER FOR 2000-TEST, ESPECIALLY TO TEST THE RACF DAT
use date . . . : 09Sep2009 Last use time . . . : 03:45
ord changed . : 04Aug2009 Phrase changed
ed......:No Revoke inactive . . : No
e date . . . . : Resume date . . . . :
cted . . . .. :No
t action: Options
New password ==> ==> / Password expired
DEFAULT password / Resume userid
PREVIOUS password _ Ignore pw history
RANDOM password _ Bypass pw rules
Resume only _ Bypass pw exits
Current password
Make Protected
New password phrase

Figure 52. PASSWORD panel

describes the fields of interest on the RACF User password panel.
Table 23. RACF User password panel - field descriptions

Field

Description

Userid

Displays the currently selected user ID and the following
related information:

* User name.

¢ Installation data.

* Last date and time the user ID was used.

 Date of the last password and password phrase change.
* A flag indicating whether the user ID has been revoked.

e If the user ID has been revoked and resumed, the revoke
and resume dates are listed.

* A flag indicating whether the user ID is protected.

¢ Current® setting for the Revoke inactive attribute that
indicates whether the user is effectively revoked due to the
SETROPTS INACTIVE() setting.
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Table 23. RACF User password panel - field descriptions (continued)

Field

Description

Select action

Specifies the action to perform when managing passwords

and password phrases. You can select from the following
actions.
* 1 New password Specify a new password.

You must enter the new password twice.

* 2 DEFAULT password Set the password to the default
password.

* 3 PREVIOUS password Set the user password back to its
previous value.

* 4 RANDOM password Set the user password to some
unknown value to ensure that the user ID cannot be used
to logon.

* 5 Resume only Resume the user without changing the
password.

* 6 Current password Resume the user ID and set the
password to expired.

* 7 Make Protected Protect the user ID so that it does not
have any password and cannot be used to logon.

* 8 New password phrase Add or remove a password
phrase.

Actions 2, 3, and 4 generate CKGRACF commands. Actions
following actions 1, 5, 7, and 8 generate either RACF or
CKGRACF commands, depending on the SETUP CONFIRM settings.

Notes:

1. Setting a non-expired password might require more authorization than
setting an expired one.

2. You can set the CKGRACF default password through the ML Manage Logon
information line command.

PE - Add or delete permit

Use the PE line command for adding or deleting a permit for any profile type.
This command is available for all profiles. This command is only supported if
zSecure Admin is installed and active.

When you issue the PE command for a user or group, you can specify the
DATASET or general resource profile for which you want to add or remove the
permit. When issued for a DATASET or general resource profile, you can add
permits for up to 10 users or groups. You can use a pseudo-access level DELETE
to delete a permit.

[Figure 53 on page 70| shows the panel that opens when you issue a PE
command.
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Menu Options Info Commands Setup

zSecure Suite - RACF - Add or delete permit
Command ===>

Add or delete permit

Id ... ... 0. AUDIT (user profile key)
Access Tevel . . . .. (N/E/R/U/C/A/D)

Class « v v v v v v . . DATASET_  (class name or filter)
Profile key . . . . . . SYSL.* %%

/ EGN mask

Profile type . . . . .

Optional conditions for the permit
When class . . . . . .
When resource/profile

\C %
Figure 53. USER PERMIT panel

If the EGN mask is not selected when you run the PE command, a permit
command is ienerated. Otherwise, a panel opens with the PE selection list

shown in [Figure 54

Add permits for id AUDIT Line 1 of 4 h
Command ===> Scroll===> CSR_
Type PE in front of an entry to Add permit 6 Dec 2006 00:07
Class Profile Type InstData
_ DATASET  SYS1.*.*x* GENERIC
__ DATASET  SYSI.*.MAN*.#*x* GENERIC
__ DATASET SYS1.ACDS GENERIC
_ DATASET SYS1.BRODCAST GENERIC
Bottom of Data
- J

Figure 54. Adding permits using a mask

If you select a DATASET or general resource profile, you can specify up to 10
user IDs.

On this list, the PE action command generates a Permit command with the
parameters as specified on the previous panel.

R or RR- Recreate a profile

Use the R line command on any profile in a profile display to generate the
commands to recreate the profile. For user and groups, you can also recreate the
associated access list entries and DATASET and resource profiles. It can also be
used to recreate segments by issuing the command on a segment display.

This command is only supported if zSecure Admin is installed and active.
Use this command for restoring a profile that was inadvertently deleted from
the database:

1. Restore a version of the database in which the profile still existed to a data
set. Then, use it as a COPY.TEMP input data source. See [*SE SETUP - Optiong
[and input data sets used” on page 1641)

2. Locate the profile of interest in the view of the restored database.

3. Run the R line command on the profile.

Note: Using an UNLOAD data set as an input source has the disadvantage that
passwords and other sensitive fields are recreated as .*####**x,
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You can also use the R line command to create a copy of a profile. After
running the command, edit the generated commands to create a copy of the
profile instead of recreating the same profile.

To recreate multiple profiles at one time, use the block line command RR. Block
commands must always be used in pairs. To mark the profiles, type an RR line
command in the selection field for the first and last profile in the set of profiles
to recreate.

The R line command has the following limitations:

* General Resource profiles in the following classes cannot be recreated using
this mechanism: DCEUUIDS, DIGTCERT, DIGTNMAP, DIGTRING, IDIDMAP, UNIXMAP,
NDSLINK, NOTELINK, ROLE.

* Certificate, ring, and map connections on a user ID cannot be recreated.
* TAPEDSN profiles cannot be recreated.
* Multivolume discrete data set profiles might be handled incorrectly.

* Discrete profile ADDSD only works if the data set is cataloged, and you might
have to add NOSET and VOLUME to the commands.

¢ Last change time stamps reflect the time the profile was recreated.

* Connect owners are not preserved because RACF commands do not permit
arbitrary owners to be specified. Connect owners are not used for RACF
authorization decisions.

When you issue the R line command for a user, the panel shown in
opens.

Menu Options Info Commands Setup

zSecure Suite - RACF - User Recreate
Command ===>

Recreate userid . . USR00O1

Specify options for recreate
/ Copy Dataset and General Resource profiles for this user
/ Copy Access List entries with this user

\! Use CKGRACF to update the user profile

Figure 55. USER RECREATE panel

The profile you are recreating is shown at the top.

You can specify whether the commands generated to update the profile can
include CKGRACF commands. For a user or group, you can opt to restore access
list entries and associated DATASET and general resource profiles as well.

[Figure 56 on page 72| shows a sample of the results of a RECREATE command
operation.

Chapter 2. RACF Administration Guide 71



/,BROWSE - MYTSOID.C2R1EF2A.CKRCMD =-=-==-=-=-cmmmmmmmmo LINE 00000000 COL 001 080
COMMAND ===> SCROLL ===> CSR
Top of Data
/* CKRCMD file CKR1CMD complex DINO NJE <LOCAL> generated 2 Feb 1999 16
/* CKRCMD file CKR1CMD complex DINO NJE <LOCAL> generated 2 Feb 1999 16

adduser USRO0O1 owner(C##B) dfltgrp(C##B)

altuser USRO0O01 name('USER 0001 ")

password user(USRO001 ) interval(30)

connect USRO001 group(C##B ) owner(C##B ) auth(USE) uacc(NONE)
altuser USROOO1 tso(msgclass(A))

altuser USROOO1 tso(proc(TSOPROC2))

altuser USROOO1 tso(size(9000))

altuser USRO001 tso(maxsize(16000))

ckgracf field USER USROOO1 set password('E40B16EBEBBBD8O8S' X)

addsd 'USRO001.*x' GENERIC  owner(USRO0O1) uacc(NONE ) audit(failure
permit 'USROOO1.**' GENERIC id(C##B) access(READ)

permit 'USROOO1.**' GENERIC id(C##AINT) access(ALTER)

permit 'USRO001.xx' GENERIC id(C##BAH2) access(ALTER)

permit 'USROOO1.**' GENERIC id(C##BHOF) access(UPDATE)

permit 'USRO001.xx' GENERIC id(C##BH02) access(UPDATE)

permit 'C##A.L.**' GENERIC id(USR0O001) access(READ)

permit 'C##BAH2.**' GENERIC id(USRO001) access(ALTER)

permit 'C##CCW1.**' GENERIC id(USRO001) access(ALTER)

S permit 'C##CCW2.**' GENERIC id(USRO001) access(ALTER) )

Figure 56. Recreate results

For more information, see ['RA.4 MASS UPDATE - Specify mass|
fopy /recreate/delete actions” on page 233

S - Select

The S line command is available on all profiles, provided additional information
was requested in your query. Issuing this line command opens an ISPF panel
that shows more detailed information about the profile.

SE - Show application segments

Use the SE (Segments) line command for generating a recursive query to view
the application segments for the current or selected profile. It can be issued on
any profile on profile displays.

The advantage of using SE to retrieve application segments on a per profile
basis instead of specifying that they are always to be included immediately (by
tagging Show segments and All on a profile selection panel) is to limit the
required amount of storage. With SE command processing, the program does
not have to store all the application segments for the other profiles.

shows the panel that opens when you run the SE line command.

/;Secure Admin Display Selection 1 s elapsed, 0.3 s CPU h
Command ===> Scroll1===> CSR
Name Summary Records Title

_ CICS 1 1 zSecure Admin USER C##BMR1 CICS segments

_ NETVIEW 1 1 zSecure Admin USER C##BMR1 NETVIEW segments

_ OmvsS 1 1 zSecure Admin USER C##BMR1 OMVS segments

_ TS0 1 1 zSecure Admin USER C##BMR1 TSO segments

BOTTOM OF DATA

- J
Figure 57. USER SEGMENTS panel

The segments shown depend on the ENTITY type. shows the panel
for USER profiles.
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When you select a segment that interests you, a panel like the one shown in

gure 58| opens.

zSecure Admin USER CRMBMR1 OMVS segments Line 1 of 1
Command ===> Scroll===> CSR_
8 Aug 2006 10:23
User Complex Uid Home directory Initial progr
__ C##BMR1 DINO 0 /u/c##bmrl /bin/sh
Bottom of Data *#*x *

Figure 58. USER SEGMENT overview panel

The Application segment display panel usually shows the profile name and the
complex name on the left side of the display. The other fields shown depend on
the current segment shown in the panel, as detailed in the field descriptions.

SR - Show all Relevant information

Use the SR line command for showing all information related to a user or
group. The resulting display panels include the user or group profile, all profiles
with the user or group in their name or member list, and optionally all profiles
with the user or group on the access list, and all profiles within the scope of the
user or group.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - User Show all details
Command ===>
Show structured information for userid:
Userid . . . . . . . : C##BGU3
Include profiles in display where userid is:
/ On access list
/ Within scope (only for central administrators)
/ Application segments (only for central administrators)
\/ Digital certificates (only for central administrators) Y
Figure 59. USER SHOW ALL panel
The user or group you are working with is shown at the top.
The following output options are available for the detail results.
Table 24. Output options for User or Group information display
Field Description
On access list Include all profiles with the user or group on the access list. This

list does not include profiles that have indirect access through a
group on the access list.

Within scope Include all profiles within the scope of the user or group. This
option is not permitted in restricted mode.

Application segments | Include all application segments. This option also selects STARTED
STDATA segments with a started user or group equal to the user
or group ID, and DATASET DFP segments with a resource owner
equal to the user or group ID. This option is ineffective in
restricted mode.

Digital certificates Include all certificates and key rings associated with this user.
This option is ineffective in restricted mode
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A sample overview display is shown in .

/;Secure Admin Display Selection 2 s elapsed, 1.2 s CPU h
Command ===> Scroll===> CSR
Name Summary Records Title
_ USER 1 1 zSecure Admin USER C##BGU3 basic information
_ OmMvs 1 1 zSecure Admin USER C##BGU3 OMVS segments
_ OPERPARM 1 1 zSecure Admin USER C##BGU3 OPERPARM segments
_ TS0 1 1 zSecure Admin USER C##BGU3 TSO segments
_ WORKATTR 1 1 zSecure Admin USER C##BGU3 WORKATTR segments
_ DIGTRING 0 24 zSecure Admin USER C##BGU3 Key rings
_ PROFILES 1 1 zSecure Admin profiles with C##BGU3 in key or m
_ OWNER 1 1 zSecure Admin profiles owned by C##BGU3
_ ACCESS 1 1 zSecure Admin profiles with C##BGU3 on access 1
_ SCOPE 409 2434 zSecure Admin profiles in scope of USER C##BGU
KrkkhRkkK IRk h*k Rk hhxkkkxrkkkkxxxxxx BOTTOM OF DATA **kkkkkhrkkhhhkrhhrkrkhhhrkhhhkrkhhrds /

Figure 60. All relevant user information

TR - Trust bestowed on userid

Use the TR action command for running a TRUSTED report for the current or
selected user. This command is only supported if zSecure Audit is installed and
configured.

For additional information, see [“TRUSTUSR - Trusted users report” on pagel
p92]

X or XX- Exclude a profile from FORALL processing
Use the X line command to exclude a profile from FORALL processing. To exclude
multiple profiles, type X in the selection field for each profile to exclude. You
can also use the XX block command to exclude a block of profiles. This line
command must be used in pairs. To mark the profiles, type the XX line
command in the selection field for the first and last profile in the set of profiles
to be excluded.

You cannot combine the Exclude (X or XX) line command with the Select line
command (Z or ZZ).For more information, see the ['FORALL command” on|

Z or ZZ - Select a profile from FORALL processing

Use the Z line command to select a profile for FORALL processing. To select
multiple profiles, type Z in the selection field for each profile to select. You can
also use the block command to mark the beginning and end of the set of
profiles to be selected. You cannot combine the Include line command (Z, ZZ)
with the Exclude (X, XX) line commands. For more information, see the
['FORALL command” on page 13

34 - Data set list utility
This action command invokes program ISRUDL, which can also be called using
IBM ISPF option 3.4. The action command is available on user, group, and
DATASET profile overviews. When this command is run, a data set list panel is
displayed with the profile in the dsname level.

Line commands on detail displays
The line commands available on detail displays depend on the type of field that is

shown. Most fields support the following standard line commands listed in
[Table 25 on page 75}
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Table 25. Standard line commands available on detail displays

Line command |Meaning

C Copy the field or entry. For example, issuing the C command for an
access list entry creates a PERMIT command to add a new access list entry
with the same permissions. Before the command is run or queued, you
are prompted with a panel to edit the key or profile name.

D Delete the field or entry. For example, issuing the D command before a
volume serial generates an ALTDSD DELVOL command.

L Use the LIST line command to list the information for the currently
selected entry. For example, issuing an L command before a NOTIFY field
generates a LISTUSER command.

Note: If your installation is configured to queue generated commands before
running them, you view and manage any commands generated by a line
command through the RA.2 Queued commands option. See
[QUEUED - Queued commands” on page 185

Some detail views support additional line commands. For more information, see

the following topics.

* [“Access List detail view”|

* |“Connect detail view” on page 77|

* |“Data set detail view” on page 78

+ |“Digital Certificate detail view” on page 78
* |“USR fields” on page 78|
+ ['/RACLINK fields” on page 79|

Access List detail view: On access list display panels, the following commands
are supported: L List, C Copy, and D Delete, L issues a RACF listuser or listgrp
command (as appropriate) and shows the results in a browse panel. You can use
the C and D commands for adding and deleting permits. [Figure 61 on page 76|
shows a sample of the results.
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zSecure Admin General resource overview Line 1 of 77
Command ===> Scroll===> CSR_
Class PROGRAM 29 Mar 2006 15:04
_ Identification FETP

Class PROGRAM

Profile name CNRACF

Type

Volume serial list
_ Owner C##AINT_ ZSECUR GROUP ADMIN

Installation data

Application data

User Access ACL id  When Name InstData
c -group- READ___ C##A C## MANAG
_ -group- READ___ C##ARACF DIRECT LI
_ -group- READ___ C##B__ C## WERKN
_ -group- READ___ C##BRACF DIRECT LI
_ -group- READ___ C##C__ EXTERNE G
_ -group- READ___ C##CDEMO FOR CONSU
_ -group- READ___ C##CXGRP GROUP TO
_ -group- READ___ C##GRACF PADS LIVE
_ -group- READ___ C##QA___
_ -group- READ___ SYSAPPL_ APPLICATI
_ -group- ALTER__ SYSPROG_ SYSTEM PR
_ C##AINT ALTER__ C##AINT_ ZSECUR GROUP ADMIN
_ C##ASCH ALTER__ C##ASCH_ SCOTT HENDRIX

Members
_ ZSECUR.CNRNEW.CNRLOAD//PADCHK
_ ZSECUR.CNR250S.PR00216.CNRLOAD//PADCHK
_ ZSECUR.CNRNEW.SC2RLOAD//PADCHK

ZSECUR.C2R110.RC2R110.SC2RLOAD//PADCHK

\_ J
Figure 61. RESOURCE DETAILS panel

The C line command opens a panel to copy the permit as shown in

Info Commands Setup

zSecure Suite - RACF - Copy permit
Command ===>

Change at least one field

User or group . C##A_ (was group C##A)
Access Tevel . . . . READ___ (was READ)

CIESS 6 0 000 0 c PROGRAM_ (was PROGRAM)
Profile name . . . . CNRACF

(was CNRACF)

Optional conditions for the permit
When class
When resource/profile

(was empty)

(was empty)
\ nes e Y,

Figure 62. COPY PERMIT panel

Pressing ENTER generates a command to create a copy of the permit, and presents it
in a confirmation panel. The options shown on this panel depend on your SETUP
CONFIRM settings. An example is shown in |Figure 63 on page 771
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4 N

zSecure Suite - Confirm command
Command ===>

Confirm or edit the following command
permit_CNRACF_class(PROGRAM) _id(C##A)_access(READ)

4 1. QUEUE RACF command
2. QUEUE CKGRACF command (allows use of Reason)
3. ASK administrator to execute CKGRACF command
4. REQUEST CKGRACF command for later execution
5. WITHDRAW CKGRACF command

Command execution .

Specify date for command to be executed

Start date . . . . . (ddmmmyyyy, yyyy-mm-dd or TODAY)
Until/for . . . .. (ddmmmyyyy, yyyy-mm-dd or number of days)
Reason . . . . . ..

Press ENTER to continue or END to cancel the command

Figure 63. CONFIRM PERMIT panel

At the top, the command to be generated is shown. The D command results in a
similar panel.

Connect detail view: On connect displays, L List, C Copy, and D Delete are
supported. L issues a RACF 1listusr or 1istgrp command as appropriate and
shows the results in a browse panel. You can also use the C and D commands for
adding and removing connects. shows an example of the Group detail
panel.

4 N
zSecure Admin GROUP C##A Overview Line 1 of 46
Command ===> Scroll===> (SR
Tike C##A 20 Sep 2000 00:50
_ Identification ETPS
_ RACF group name C##A
_ Superior group C#
_ Owner C#
Installation data MANAGEMENT
User/Grp Auth R SOA AG Uacc Revokedt Resumedt Name
c C##AINT_ CREATE_ _ S__ _ NONE___ GROUP ADMINISTRAT
_ C##BGUS_ USE _S__ __ NONE___ GUS BAINES
_ C##ASCH_ CREATE_ _ __ NONE___ S HENDRIX
_ C##ATST_ USE _ ____ NONE___
_ C##CX01_ USE _ __ __ NONE___ TEST USER, NO TSO
_ C##BPK2_ USE R __ G NONE___ PETE KENDALL
SubGroup InstData
_ C##AAPPC APPC DEVELOPMENT
_ C##ARACF DIRECT LIVE RACF+SMF
_ C##BRACF DIRECT LIVE RACF+SMF+PADS
— C##DELET
Safeguards Statistics
Terminal use authorization No_ Creation date 4Nov95
Universal access authority NONE
Data set model profile name
o J
Figure 64. GROUP details panel
ﬁw C line command opens the Copy Connect panel shown in [Figure 65 on pagel
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Menu Options Info Commands Setup

zSecure Suite - RACF - Copy connect
Command ===>

Create connect Tike existing connect of group C##A
Change at least one field

Userid . . . . . . . CHH#AINT _ (was C##AINT)

Group . . . . . .. C##A___ (was C##A)

Optional connect attributes

Authority . . . . . CREATE_

Default UACC . . . . NONE____

Connect owner .

Future revoke date . (YYYY-MM-DD or DD MMM YYYY)
Future resume date . (YYYY-MM-DD or DD MMM YYYY)
_ Revoke

/ Special _ Operations _ Auditor

Optional processing mode
_ Modify existing connect

Figure 65. COPY CONNECT panel

Data set detail view: When you are in a detail display showing a data set (fields
DSN, DATASET, or DSNAME), you can specify the B line command to browse
the data set.

Digital Certificate detail view: Certificates are shown for both the USER BASE
segment and the DIGTRING CERTDATA segment and are processed slightly differently
in each location.

For the USER BASE segment, the certificates created for this user are shown with
both label and name. The following actions commands are supported for both of
these fields:

L list generates a RACDCERT LIST command, which is directly run by RACFE.

D delete generates a RACDCERT DELETE command, which is presented in a panel
like the one for the ACL D (Delete) command.

C copy generates a RACDCERT CONNECT command.

On the DIGTRING CERTDATA segment, the certificates connected to this ring are
shown. The following action commands are supported for this segment.

L list and D Delete are the same as they are for the

D delete generates a RACDCERT REMOVE command, which is presented in a panel
like the one for the ACL DELETE command.

C copy generates a RACDCERT CONNECT command.

These generated commands are shown on a panel where they can be edited if
necessary.

USR fields: The USR fields are used for two, mostly separate functions within
Security zSecure: normal user-defined fields and CKGRACF fields. Different line
commands are available for each USR field type. You can view and manage normal
user-defined fields through option RA.3.9 USERDATA. See ['RA.3.9 USERDATA |
[User data management” on page 219 .|[Table 26 on page 79|describes the line
commands available on the detail display for normal, user-defined fields.

78  Admin and Audit for RACF, Version 1.13.0: User Reference Manual



Table 26. Normal, user-defined USR fields: available line commands

Line

command Description

C Copy the USERDATA entry, prompting you for new parameters. The copied
entry has the Entry Name, Flag, and Value set as in the repeated entry.

D Generates a CKGRACF DELETE command.

I Add a USERDATA field to a specified profile.

R Generates a CKGRACF REQUEST command with a copy of the current
command. You can edit the command before running it.

S SET. This command takes you to a panel where the current USERDATA field is
described completely. You can edit this panel to reflect the changes that you
want to make to this field.

You can view and manage the CKGRACF fields through option RA.2. Queued
commands. See ["'RA.2 QUEUED - Queued commands” on page 185 .|[Table 27|
describes the line commands available on the detail display for CKGRACF USR fields.

Table 27. CKGRACF USR fields: available line commands

Line command Description
A Approve the queued command.
C Copy the USERDATA entry, prompting you for new parameters.

The copied entry has the Entry Name, Flag, and Value set as in
the repeated entry.

D Deny the queued command.

H Generates a CKGRACF HOLD command for the command in the
approval queue. Running this command refreshes the last action
time stamp of the command, which defers expiration.

I Specify another command to add to the queue of approved
commands.

R Edit the current command and queue for approval.

S View the details of the selected command.

RACLINK fields: On User profile detail display panels, you can manage
RACLINK associations for a user from the Linked.node.user fields available from the
User Profile detail view. If the current user has a RACLINK association defined,
the information is listed in the Linked.node.user field as shown in |Figure 66 on page|
@I If no RACLINK association is defined, the RACLINK entry fields are empty.
However, you can add an association by typing the I (Insert) line command in the
input field for the Linked.node.user entry field.
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Ve
zSecure Suite USER IBMUSER overview
Command ===> Scroll===> PAGE

Users like IBMUSER 10 Sep 2010 23:36

Log all user actions  UAUDIT No

Linked node.user Type Stat Pwd Defined (GMT) Approved (GMT) Creator
/ CRM4.CRMAJEN Peer _1997/04/09 17:14 1997/04/09 17:14 CRMAJEN
" Digital certificate labels Digital certificate names

Certificate filter Tabel
o J
Figure 66. RACLINK associations for a user

In IBMUSER has a RACLINK association with the user profile CRMAJEN.
Authorized users can modify the values for the Linked node.user, Type, and Pwd
fields by typing over the existing values in these fields. lists the line
commands available to manage RACLINK associations for the user profile.

Table 28. RACKLINK fields: available line commands

Line command Description

A Approve a pending association. This command is only supported
for association records having Pend status. If the command is
issued on an association that is not pending, an error message is
displayed.

C Copy the current RACLINK association. When you run this
command, the Copy RACLINK panel opens to complete the copy
operation. Press F1 on this panel for help.

D Generates a RACLINK id (userid) undefine (1inked.node.user)
command to delete the current RACLINK association. Depending
on your Setup Confirmation options (SE.4), when you run this
command, it either deletes the association immediately or opens
a confirmation panel to set command processing options for
deleting the association.

I Copy or insert a RACLINK association for the current user.
When you run this command, the Copy/Insert RACLINK panel
opens to specify the information for the association. Press F1 on
this panel for help.

Line commands on non-profile displays

Additional line commands are available on certain non-profile displays. These
commands are described in the documentation for these panels, [“Line commands|
lon the class settings display” on page 176 for example.

Line command status messages

After you specify a line command on an overview or detail display panel and
press Enter, the corresponding command is generated. A status message is also
shown in the upper right corner of the panel to indicate the status of the action.
provides examples of line command status messages.

Table 29. Line command status messages

Message Meaning

Successfully modified Indicates that a RACF command was generated and run.
Copy successful The command action must be set to EXECUTE.

Delete successful
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Table 29. Line command status messages (continued)

Message Meaning

Queued in CKRCMD Indicates that a RACF command was generated and either
written to the CKRCMD file for later execution or for
submission to another MVS system. The command action
must be QUEUE.

Queued in CKR2PASS Shows that a Security zSecure command was generated

and written into the CKR2PASS file. You must run
Security zSecure again with these commands as input to
generate RACF commands. This message is issued when a
user or group profile is copied or deleted. The command
action can be either QUEUE or EXECUTE.

Refresh registered

Indicates that a RACF SETROPTS REFRESH command was
generated. The command has not been run yet. When you
leave the results panel, another panel opens for
confirming all generated SETROPTS REFRESH commands.
Only the confirmed commands are run. The command
action must be set to EXECUTE.

Managing the Access List display panel
When working with profiles in zSecure, you can view and manage the access list
for profiles from the profile display panels. You can use the access list information
to research access levels and determine how profile changes affect the access list.

You can specify the default format for the access list from on the Setup - View
panel available on the SETUP menu. You can also control the format using the
ACL primary command from the command line.

lists the format options available on the Setup-View panel.

Table 30. Access list format field values

Value

Description

No

Do not show the access list.

Sort

Sort the entries in the access list view by Id, User, or Access, as
specified under the Access list sort column.

Explode

Replaces groups on the access list by the users granted access through
the group profile definition and connect attributes. Also adds
administrative access. This format is useful for determining the effects
of removing a group ID.

Resolve

This format is like the Explode option, but shows the resolved access
per user: superfluous entries are removed.

Effective

Extends the Resolve result by adding users with OPERATIONS or
group-OPERATIONS attributes.

If the Access list format field on the Setup - View panel is set to a value other than
NO, you can use the ACL primary command to control the data shown on an
Access list display panel. [Table 31 on page 82| lists the ACL command parameters

you can specify.
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Table 31. Access list display: ACL primary command parameters

Parameter

Description

EXPLODE

All lines containing a group are replaced by lines for all users
connected to the group. Operations access is also shown if the
relevant profiles were read, which can be requested through the
Enable full ACL option. Also shows access permitted by the owner
field, group-special, group-operations, connect CREATE authority,
class authorization, system operations, or a qualifier.

RESOLVE

Includes 1 line per user or user plus WHEN(cTass(profile)
condition, showing actual access. Does not show access permitted
by operations, group-operations, or administrative access.

EFFECTIVE

Creates a view like the RESOLVE view but also shows access due
to system-wide or group operations. This command requires a full
database read using the Enable full ACL option. The command
fails if a query is run with an indexed read.

NORMAL or ASIS

Only show access list entries without exploding or resolving the
data.

TRUST Creates a view like the EXPLODE view but provides separate entries
for administrative and normal data access.

SCOPE and Determines whether administrative access is shown in the access

NOSCOPE list data. This setting is automatically switched to NOSCOPE for the

following views: NORMAL, RESOLVE, and EFFECTIVE. The setting is
automatically switched to SCOPE for the EXPLODE and TRUST views.
To change the default setting, you can specify the option behind
the ACL primary command, ACL EXPLODE NOSCOPE for
example.

UNIVERSAL and

Determines whether default connections to universal groups and

NOUNIVERSAL system-wide operations are used to calculate access.
SORT Changes the sequence of the data display. See [Table 32|

To change the sequence of a display, you can specify the SORT option on the Setup
- View panel, or use the SORT parameter with the ACL primary command

lists the SORT parameter options.

Table 32. Access list display: ACL command SORT parameter options

Parameter Description

ID Sort by ID actually in access list. This option is available for user or
group profiles.

USER Sort by user ID. The user ID can be present in the exploded access
list data for a group.

ACCESS Sort by access level, from high access to low access.

In[Figure 67 on page 83|a normal sorted ACL is shown, sorted by User.
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zSecure Admin DATASET overview
Command ===>

Line 1 of 35
Scroll===> CSR_

A11 profiles

9 Feb 1999 00:05

-

Identification DINO
Profile name R##PROB.P . **
Type GENERIC
Volume serial list
_ Effective first qualifier R##PROB  ROB VAN HOUTEN
_ Owner R##PROB_ ROB VAN HOUTEN
Installation data
User Access ACL id When RI Name Df1tGrp RvC
_ -group- READ___ C##A C##HOLD No
_ -group- READ___ C##B C##HOLD No
_ C##BERT READ___ C##BERT RI BERT LANG
_ R##PROB ALTER__ R##PROB RI ROB HOUT
Safeguards Other permissions
Erase on scratch No_ Allow all accesses WARNING No_
Audit access success/failures _ R Universal access authority NONE___
Global audit success/failures _ Resource level 0
_ User to notify of violation  R##PROB_
Days protection provided #
Mandatory Access Control Statistics
Security label Creating user's connect group C##B
Security level Creation date 14Nov95
Categories list
BOTTOM OF DATA

Figure 67. ACL Display - SORT USER

In the standard format, the groups are listed at the top of the panel, showing

-group- in the User column. The user IDs explicitly on the ACL are sorted and

shown under the groups. Issuing the ACL SORT ACCESS command opens the panel

shown in [Figure 68 on page 84
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zSecure Admin DATASET overview Line 1 of 35
Command ===> Scroll===> CSR_
A11 profiles 9 Feb 1999 00:05
Identification DINO
Profile name R##PROB.P. x*
Type GENERIC
Volume serial list
_ Effective first qualifier R##PROB  ROB HOUT
_ Owner R##PROB_ ROB HOUT
Installation data
User Access ACL id When RI Name Df1tGrp RvC
_ R##PROB ALTER__ R##PROB RI ROB HOUT
_ -group- READ___ C##A C## MANAGE  No
_ -group- READ___ C##B C## WERKNE  No
_ C##BERT READ___ C##BERT RI BERT LANG
Safeguards Other permissions
Erase on scratch No_ Allow all accesses WARNING No_
Audit access success/failures _ R Universal access authority NONE___
Global audit success/failures Resource level 0
_ User to notify of violation  R##PROB_
Days protection provided #
Mandatory Access Control Statistics
Security label Creating user's connect group C##B
Security level Creation date 14Nov95
Categories Tist
BOTTOM OF DATA
- J
Figure 68. ACL Display - SORT ACCESS
Changing the format to ACL EXPLODE and ACL UNIVERSAL, results in the
view shown in
i i . N
zSecure Admin DATASET overview Line 1 of 126
Command ===> Scroll===> CSR_
A1l profiles 9 Feb 1999 00:05
Identification DINO
Profile name R##PROB.P . **
Type GENERIC
Volume serial Tist
_ Effective first qualifier R##PROB  ROB HOUT
_ Owner R##PROB_ ROB HOUT
Installation data
User Access ACL id  When RI Name Df1tGrp RvC
_ C##AINT OWNER  C##A GROUP ADMIN
_ R##PROB OWNER  R##PROB ROB HOUT C##HOLD  No
_ R##PROB QUALOWN R##PROB ROB HOUT C##HOLD  No
_ C##BMR1_ ALTER-O - oper - MARK ROSE
_ C##QAN24 ALTER-O - oper - REVOKED FOR QR71113
_ IBMUSER_ ALTER-O - oper - IBM DEFAULT USER
_ R##SLIN_ ALTER-O - oper - BERT LANG
_ R##PROB ALTER__ R##PROB ROB HOUT
- CERTOO1_ READ___ C##B_ TESTUSER DIG.CERT )

Figure 69. ACL Display - EXPLODE

The EXPLODE format shows OPERATIONS just like the EFFECTIVE format. The access
reported is ALTER-0, which is considered to be higher than ALTER (for the previous
SORT order is still active). The user IDs reported with the OPERATIONS attribute are
all system-wide OPERATIONS users. For groups with the OPERATIONS attribute, the
group is reported under ACL id instead of - oper -.
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A fair number of the users selected might have access through both groups, so
after switching to ACL EFFECTIVE, some superfluous entries (where the
determination of effective access is concerned) are deleted. As a result, the line

count goes down.

/zSecure Admin DATASET overview Line 1 of 113 h
Command ===> Scroll===> CSR_
A11 profiles 9 Feb 1999 00:05
Identification DINO
Profile name R##PROB.P. **
Type GENERIC
Volume serial Tlist
_ Effective first qualifier R##PROB  ROB VAN HOUTEN
_ Owner R##PROB_ ROB VAN HOUTEN
Installation data
User Access ACL id When RI Name Df1tGrp RvC
_ C##QAN24 ALTER-O - oper - REVOKED FOR QR71113
_ IBMUSER_ ALTER-O - oper - IBM DEFAULT USER
_ R##SLIN_ ALTER-O - oper - BERT LANG C##HOLD No
_ R##PROB ALTER__ R##PROB ROB HOUT C##HOLD No
_ CERTOO1_ READ___ C##B__ TESTUSER DIG.CERT
- CERTO02_ READ___ C##B__ TESTUSER DIG.CERT )

Figure 70. ACL Display - EFFECTIVE

In the operations access lines have disappeared because the user ID
C##BMRI has explicit access through group C##B. As a result, the OPERATIONS
attribute is effectively ignored.

When ACL RESOLVE is requested now, the first three entries disappear.

lists the fields available to show the access list information:
Table 33. Access List: display fields

Field name Description

User ID on access list.

Access Access level.

ACL id ID mentioned on access list.

When Condition for this access to be granted.

RI The user status (inactive, revoked, or pending). This field indicates
whether the user would be revoked due to inactivity upon
attempting to log on or to start a job. The value takes into account
the global SETROPTS INACTIVE setting and the last use date of
the user.

Name The name of the user if the ACL id is a user.

DfltGrp The default connect group of a user. This field is found in USER
profiles only.

RvC This repeat field indicates whether the user has the REVOKE
attribute in the connect group entry.

Instdata The installation data for the user or group on the ACL.
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REFRESH - Automatic refreshes for RACLIST, GENERIC

checking, GLOBAL access checking, and WHEN(PROGRAM)

The SETROPTS REFRESH panel might be opened after a run if interactive changes
were applied to any of the following:

* Profiles in classes that are RACLISTed.

* Generic profiles in classes that have GENERIC checking active.

* Global profiles describing classes for which global access checking is active.
* Program profiles if WHEN(PROGRAM) checking is active.

The SETROPTS refresh panel does not open in the following situations:

¢ The panel has been deactivated using the options available on the Setup
Confirm panel. See|“SE.4 Setup - Confirm” on page 1655)

* No SETROPTS commands were generated when changes were applied,
* The SETROPTS REFRESH commands were appended at the end of the CKRCMD file.

shows the SETROPS REFRESH pop-up that opens for confirming the
commands.

/;Secure Admin CONFIRM SETROPTS REFRESH Press PF3 to accept
Complex DINO
Refresh Class Also affected
/ GENERIC APPCCLU
/ GENERIC CAGMD CAGAPE $DATAMGR
/ GENERIC DASDVOL GDASDVOL
/ GENERIC FIELD
/ GLOBAL  ACCTNUM
/ GLOBAL  DATASET

%% BOTTOM OF DATA * —
- %

Figure 71. REFRESH Confirmation panel

The Confirm SETROPTS REFRESH panel presents a list of intended refresh
commands. The list includes the refresh type along with the class to be refreshed
when the commands run. If applicable, the class list includes other classes that
share the same POSIT value and are also sensitive to this type of refresh and
therefore affected when the commands run. If you do not want the Refresh
command to be run for a specific entry, remove the selection by typing over the /
value with a space. Use the scroll down function to review all the Refresh entries
in the list. When you are done reviewing the Refresh commands, press END to run
the Refresh commands for the selected classes.

The following refresh types can be performed:

GENERIC
Refresh the generic profiles

GLOBAL
Refresh the global access checking table

RACLIST
Refresh all profiles (for a RACLISTed class)

WHEN
Refresh WHEN class checking

After the REFRESH commands run, a browse panel opens to show the commands
that were run and the result of the action.
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RA.U USER - User information

The User Information panel provides access to simple selection functions for user
profiles. Using these functions you can perform tasks such as the following:

+ Add a new user profile from scratch. See [*Add new user or segment” on pagel
-105.

* Specify selection criteria for user profiles. Only profiles that match all criteria are
selected. This selection effectively combines all the selection criteria with AND
logic. Fields that are left blank are not tested.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - User Selection
Command ===> _ start panel
Add new user or segment
Show userids that fit all of the following criteria
Userid . . . . .. CH##QAO*___ (user profile key or filter)
Name . . . . . . . (name/part of name, no filter)
Installation data . (data scan, no filter except *)
Owned by . . . .. (group or userid, or filter)
Default group . . . (group or filter)
Connect group . . . (group or filter)
Additional selection criteria
Other fields _ Attributes _ Segment presence _ Absence
Output/run options
/ Show segments / A1l _ Specify scope
Print format _ Customize title _ Send as email
Background run _ Full page form _ Sort differently _ Narrow print )

Figure 72. Simple user selection screen

For example, you can find all user IDs that have C##QA0in the first six positions by
typing C##QA0+ in the Userid field. The other fields work similarly.

The following simple selection criteria are supported:

Table 34. Simple Selection Criteria

Selection criteria | Description

Userid This ID, or a matching ID if a filter is used.

Name Search for the specified string in any position within the name field.
You cannot use a filter in this field. A substring scan is performed.

Installation data |Find occurrence anywhere in the installation data. You cannot use a
filter in this field. When this command runs, a substring scan is
performed.

Owned by Search for the specified OWNER. The owner can be a user or group.

Default group With the following default group.

Connect group | Connected to the specified group.

Additional selection criteria can be requested through the following options which
can be selected by entering / or S in the entry field.
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Table 35. Additional Selection Criteria

Selection
criteria

Description

Other fields

Use this field for selecting on date fields, complex name, schedule name,

or password interval. The selection panel is shown in [?Additional]

[selection - Other fields” on page 98.|If the field is not selected, the Other
fields selection criteria are ignored. However, the settings are saved for
later use as long as you are using the RA.U option.

Attributes

For selecting on the following fields:

* Security attributes like special, operations, auditor, revoked, inactive,
protected, restricted, and UAUDIT.

* Presence of logon restrictions, certificates, raclinks, and userdata,
* CKGRACF dual or triple authority and queued commands.

¢ User security attributes like special, operations, auditor, revoked,
inactive, protected, restricted, UAUDIT, and queued commands.

The selection panel is shown in |“Additional selection - Attributes” on|

If the field is not selected, the Attributes selection criteria are
ignored. However, the settings are saved for later use as long as you are
using the RA.U option.

Segment
presence

If this field is selected, criteria can be specified for the presence of
application segments. A segment selection panel and a segment field
selection panel are shown. Unless the output option Show segments has
also been selected, these panels only show the base segment of groups
that have the specific non-base segment. If the field is not selected, the
selection criteria are not used but are saved for later use as long as you
remain in RA.U.

Segment
absence

If this field is selected, absence of a segment can be specified as an
additional selection criterion. If the field is not selected, the selection
criteria are not used but are saved for later use as long as you remain in
RA.U.

lists the output and run options you can specify.
Table 36. Output and Run options

Show segments

Show a selectable set of application segments for specifying select and
exclude criteria based on segment field values. If this option is not
selected, the segment subset is not used but is saved in your ISPF profile
for later use. This flag setting is saved in your ISPF profile.

All

Select this option with the Show segments to show all segments for the
selected users.

Specify scope

If this field is selected, you can limit the results to the scope of a user ID
or group.

Print format

If this field is selected, the results are provided is in print format instead
of an ISPF display. This flag setting is saved in your ISPF profile and is
shared between all RA options showing it. The other print-related

options only apply if this one has been selected. See also

Customize title

If this field is selected together with Print format, you can change the
subtitle for the selection and add an extra title that is saved in your ISPF
profile. For example, you might specify a title that shows your company
name, department, and phone number. This flag setting is saved in your
ISPF profile and is shared between all RA options showing it.
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Table 36. Output and Run options (continued)

Send as email

If this field is selected along with Print format, then a panel opens for
specifying the email address destination for the report. The email
function does not work until you have configured the SMTP options
with SETUP OUTPUT. This flag setting is saved in your ISPF profile and is
shared between all RA options showing it.

Background
run

If this field is selected together with Print format, then a batch job is
submitted to perform the query. This flag setting is saved in your ISPF
profile and is shared by all RA options showing it.

Full page form

If this field is selected together with Print format, then the report format
uses at least one full page per user for the user detail information. This
flag setting is saved in your ISPF profile. If you have requested
segments, they are shown on the same page with the other user ID
information. If the Full page form field is not selected, each segment type
is shown in its own tabular report.

Sort differently

If this field is selected together with Print format, then an alternate sort
order can be selected. If you want to change the sort order in an ISPF
display (Print format not selected), you can use the SORT primary
command in the actual display. This flag setting is saved in your ISPF
profile.

Narrow print

If this field is selected together with Print format, then the width of the
page is limited to 79 characters, independently of the actual print file
record length. If the field is not selected, then the page layout you
specify must support a width of 132. However, the length can extend
beyond that if the print file has a larger record length. This flag setting is
saved in your ISPF profile and is shared between all panels displaying
this option.

User profile tabular display

A user information panel is shown in [Figure 73

~
zSecure Admin USER overview Line 1 of 4
Command ===> Scroll===> CSR
Users Tike C##QADx 5 Sep 2000 14:18
User Complex Name Df1tGrp Owner RIRP SOA gC LCX Grp

__ C##QA0O1 DINO QA SUBJECT 001 CHFQA__ CH#QA___ - X 2

" C##QA002 DINO QA SUBJECT DUAL AUTH C##QA___ C##QA___ g x 2

—_ C##QAG03 DINO QA SUBJECT 003 CHFQA__ CH#QA__ _ X 1

__ C##QA004 DINO QA SUBJECT 004 CH#QA__ C##QA__ RI__ X 1

BOTTOM OF DATA

- /

Figure 73. User profile display

describes the columns on this panel.

Table 37. User profile tabular display - Column descriptions

Column name Description

User RACEF user profile name (user ID).

Complex Name for the RACF security database containing this profile.

Name Programmer name field of RACF profile. Users can change their own
programmer name field.

DAfltGrp Default group for the user. Users can change their own default group.
The user can only change the default group to a group that is already
connected.

Owner The owning user or group for the user profile.
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Table 37. User profile tabular display - Column descriptions (continued)

Column name

Description

RIRP

Indicates the user status:
R revoked.
I due to be revoked through inactivity,

R restricted, which means that access through the UACC, global, and
ID(*) are not honored.

P protected, which means that user ID cannot be used to logon.

SOA

Indicates the user attributes, Special, Operations, or Auditor.

gC

The g column indicates that the user is connected to at least one group
with the Special, Operations, or Auditor attribute. The C column
indicates that the user has at least one class authorization.

LCX

L indicates at least one RACLINK.
C indicates a user certificate.

X indicates an expired password.

Grp

Number of groups that the user is connected to.

You can scroll the panel to the right to view additional information as shown in

zSecure Admin USER overview Line 1 of 4 h
Command ===> Scrol1===> CSR

Tike C##QAO* 12 Sep 2009 14:18

User LastCon LastUse time LastPwd LastPhrChg PwInt Eff LogDays

__ C##QA001 09Sep2009 09Sep2009 03:45 04Aug2009 90 90 SMTWTFS

__ C##QA002 10Sep2009 10Sep2009 03:09 04Aug2009 906 90 SMTWTFS

__ C##QA0O03 29Mar1997 29Mar1997 10:15 29Marl997 30 30 SMTWTFS

__ C##QA004 13Jun2008 13Jun2008 06:16 24Apr2008 _ 96 90 SMTWTFS

BOTTOM OF DATA

- %

Figure 74. User profile display (second screen)

describes the columns that display when the panel is scrolled to the right.
Table 38. User profile tabular display - Column descriptions (scroll right)

Column name

Description

LastCon

Last logon date (with any of the current connect
groups)

LastUse

Last logon or update date.

time

Last logon or update time.

LastPwd

Last password change. Empty means never.

LastPhrChg

Last password phrase change. Empty means never.

Pwlint

Password interval in days.

Eff

Effective password interval in days. This value
combines the PwInt column with the system-wide
password interval setting.

LogDays

Days that logon is permitted.
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You can scroll the panel to the right again to view additional information as shown

in [Figure 75

a . i i N

zSecure Admin USER overview Line 1 of 4
Command ===> Scroll===> CSR
lTike C##QA0* 5 Sep 2000 14:18

User LogTime U CreateDat SecLabel RevokeDate ResumeDate ClAut Link
__ C##QAoo1 _ 10Dec2000 0 0
__ C##QA002 _ 160ct2001 0 1
__ C##QA003 _ 20Jan2009 0 0
__ C##QA004 _ 20Jan2009 0 0

BOTTOM OF DATA

N J
Figure 75. User profile (third screen)

describes the columns that display when the panel is scrolled to the right
again.

Table 39. User profile tabular display - Column descriptions (scroll right, second time)

Column name Description

LogTime Times that logon is permitted.

U User must be audited (UAUDIT attribute).

CreateDat Creation date of the profile.

SecLabel Security label.

RevokeDate Date on which the user is to be revoked

ResumeDate Date on which the user is to be resumed

ClAut Number of class authorities the user has.

Link Number of user IDs the user is linked to through RACLINK.

The display can be scrolled right a third time to see the installation data.

\—

User

__ C##QA001

C##QA002
C##QA003
C##QA004
C##QA005

zSecure Admin USER overview Line 1 of 5
Command ===>
lTike C##QA0*
#Cert #Maps EPEM AG Pri InstData

[}

Scroll===> CSR
5 Sep 2000 14:18

0 YY

ocoocoo
I

QA SUBJECT 005 0.A. TEST G0028 G0029 GOO30 GOO31 GOO32 GOO3 )

Figure 76. User profile tabular display (second screen)

describes the columns that display when the panel is scrolled to the right
again.

Table 40. User profile tabular display - Column descriptions (scroll right, third time)

Column name Description

#Cert Number of digital certificates defined for this user.

#Maps Number of identity mappings that map to this user

E This flag field indicates that the user profile contains a password
envelope with a two-way encrypted form of the password.

P This flag field indicates that the user ID can use a password phrase
to logon.
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Table 40. User profile tabular display - Column descriptions (scroll right, third
time) (continued)

E This flag field indicates that the user profile contains a password
phrase envelope with a two-way encrypted form of the password
phrase.

M This flag field indicates that password checks for the user are
case-sensitive.

AG Indicates that the user has the ADSP or GRPACC attributes. These
attributes are deprecated. Do not use them unnecessarily.

Pri The relative audit priority for this user ID.

InstData Installation data of this user.

User profile detail display

Select any user on the user profile table display to see the detail view. To select an
entry, place the cursor on the first character of row selection field, then press Enter,
or type § in the input entry field. Then, press Enter.
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zSecure Admin USER overview Line 1 of 45
Command ===> Scroll===> CSR
like C##QA0* 5 Sep 2000 14:18
_ Identification of C##QA001 DINO
User name QA SUBJECT 001
Installation data
_ Owner C##QA___ Q.A. TESTSUBJECTS
_ User's default group C##QA___ Q.A. TESTSUBJECTS
Group Auth R SOA AG Uacc Revokedt Resumedt InstData
_ C##QA___ CONNECT _ _ _ NONE___ Q.A. TESTSUBJECTS
_ CH##CXCNG USE____ _ _ _ NONE___ TEST GROUP DOR CNGR
System access Statistics
Revoked (may be by date) No_ Creation date 18Ju196
Inactive, revoked or pending No Last RACINIT current connects 20Jul00
Days of week user can logon SMTWTFS User's last use date 20Ju100
Time of day user can logon User's last use time 18:51
Date user will be revoked (ddmmmyyyy or NOREVOKE)
Date user will be resumed (ddmmmyyyy or NORESUME)
Password Password phrase
Has a password Yes Has a password phrase Yes
Expired password No Expired password phrase No
Password changed date 23Mar06 Password phrase change date 23Mar06
Password expiration date 21Aug06  Password phrase expiry date 21Aug06
01d passwords present # 1 01d pass phrases present # 2
Password interval _90 Has a passw. phrase envelope
Password interval in effect 90 Failed password attempts # 0
Mixed case password Yes

Has a password envelope
Password disabled  PROTECTED No_

Mandatory Access Control Privileges

Security Tabel Security admin SPECIAL No
Security level DASD administrator OPERATIONS No
Categories Tist Global audit set/list AUDITOR No

Class authority
Safeguards
Ignore UACC/Glob/* RESTRICTED No_
Log all user actions  UAUDIT No_

Linked node.user Type Stat Pwd Defined (GMT) Approved (GMT) Creator

_ DINO.C##QAWT Peer Sync 1998/09/10 11:09 1998/09/10 11:26 C##QA001
Digital certificate labels " Digital certificate names
Primary 6F.Jones@Zsecur.NL.CN=Root.0U=CryptoLab.0=Co
Certificate filter label
Identity mapping label Identity mapping filter Identity
_ myFirstRACMAP UID=armeBert,0U=Tools Development,0=1BM,C=NL Tdaps://

UsrNm  F1g UsrData

PHONE 00 +31-15-2513333

CKGRACF authority requirement

Authority setting DUAL set by C##BGUI at 18 Nov 1997 16:00

Scheduled events

Scheduled event: Schedule 'QA#UIT' disable 2 Sep 2001; set by C##QAlG at 2

Queued command (R): USER C##QA001 SCHEDULE HELPDESK ENABLE (01Mar2002:02Mar20
Inactive commands

Queued command (E): USER C##QA001 SCHEDULE HELPDESK DISABLE (30Aug2000:31Aug2
Commands that have been executed

Queued command (CA): USER C##QA001 SCHEDULE QA#UIT DISABLE (02Sep2000); reque
Other CKGRACF data

_ Default password set by C##BLUl at 5 Nov 1998 09:37

BOTTOM OF DATA
A /

Figure 77. User profile detail display panel

Depending on SETUP options and data availability, the following fields of interest
can be shown.
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Identification fields

Table 41. User profile detail display - Identification section field values

Field

Description

Identification of

This header line contains the user ID and (far to the right) the complex
name.

User name

The name (programmer name) of the user. Users can change their own
programmer name field.

Installation data

Installation data field of the profile.

Owner

The owning group or user ID and is (on the detail display) optionally
followed by the owning user name and installation data or the group
installation data.

User's default
group

The default connect group and is (on the detail display) optionally
followed by the group installation data. Users can change their own
default group. The user can only change the default group to a group
that is already connected to.

Connect group fields

Depending on SETUP options, and data availability. The following fields of interest

can be shown.

Table 42. User profile detail display - Connect group field values

Field Description

Group The groups the user is connected to

Auth Connect authority

R Indication whether this connect is revoked. This value takes into
account any revoke and resume dates and the database dumpdate.

SOA Indication whether user has the group SPECIAL, OPERATIONS, or AUDITOR
attributes.

AG Settings used for new data set or resource profiles created while the
user is logged on with this group as the current connect group. A for
ADSP is only used if the system-wide SETROPTS ADSP option has also
been set. It controls whether data set creation automatically creates a
discrete data set profile. The use of this attribute is deprecated. The G
for GRPACC regulates whether the group must be added with UPDATE
access to new group DATASET profiles.

Uacc Default universal access for new dataset / resource profiles created
while the user is logged on with this group as the current connect
group.

Revokedt Revoke date of connect

Resumedt Resume date of connect

InstData Installation data field of the group

System access fields

Field

Description

Revoked (can be by date)

Whether the user is in revoked status at the time of the
database unload. This value is determined based on the
revoke and resume dates for the user schedule.
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Field

Description

Inactive, revoked or
pending

This field shows Yes if the user ID cannot logon because of
inactivity. It can be pending revoke, or already revoked (if the
user has already tried to logon).

Days of week user can
logon

1lletter per day of the week, starting with Sunday. This field
contains SMTWTFS if the user can logon on any day of the
week.

Time of day user can
logon

Indicates when a user can logon. The value can be blank if the
logon time is not restricted, or a time range HHMM: HHMM if there
is a restriction on the local time of day.

Date user will be revoked

The revoke date for the user ID.

Date user will be
resumed

The resume date for the user ID

Statistics section

Field

Description

Creation date

This is the date that the profile was created.

Last RACINIT current
connects

The last RACINIT logon or job initiation date with any of the
current Connects for the user. This value is the last logon date
if no connects have been removed. In that case it is often more
accurate than the last use date.

User's last use date

The last use date. This value is usually the last RACINIT date,
but it is also updated for certain user profile updates

User's last use time

The time of day of the last use. See also User's last use date.

Password fields

Field

Description

Has a password

This flag field indicates that the user can use a password to
logon.

Expired password

This field contains Yes if the password is currently expired,
which means that the user must change the password at the
next login.

Password changed date

The date of the last password change

Password expiration
date

The expiration date for the user password. The user must
change the password when logging in on or after this date.

Old passwords present
#

Number of previous passwords.

Failed password
attempts #

Contains the number of failed passwords attempts since the last
successful logon.

Password interval

The current password interval value. See the Password interval
in effect field description for the value that is currently used by
the system.

Password interval in
effect

The password interval for the user ID that is currently active in
the system (in days, or blank for NOINTERVAL). This value is also
influenced by the SETROPTS INTERVAL setting.

Mixed case password

This flag field indicates that password checks for the user are
case-sensitive.
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Field

Description

Password disabled
PROTECTED

Shows Yes if the user cannot be used with a password or
revoked due to invalid passwords.

Has a password
envelope

This flag field indicates that the user profile contains a password
envelope with a two-way encrypted form of the password.

Password phrase

Field

Description

Has a password phrase

This flag field indicates that the user can use a password phrase
to logon.

Expired password
phrase

This field contains Yes if the password phrase is currently
expired. If it is expired, the user must change the password at the
next login.

Password phrase
change date

The date of the last password phrase change.

Password phrase
expiry date

The date the user password phrase expires. The user must change
the password phrase when logging in on or after this date.

Old pass phrases
present #

Number of previous password phrases.

Mandatory Access Control fields

Security label

Contains the default security label used in Mandatory Access
Control decisions (Bl security).

Categories list

Lists all security categories that the user is permitted to read.

Privileges fields

Security admin
SPECIAL

Contains Yes if the user has system-wide SPECIAL authority,
which is usually an attribute that applies to a a central security
administrator.

DASD administrator
OPERATIONS

Contains Yes if the user has system-wide OPERATIONS authority,
which means that the user ID can be used for changing almost
any data set and for performing DASD management operations.

Global audit set/list
AUDITOR

Contains Yes if the user has system-wide AUDITOR authority,
which indicates that the user can review all security settings and
request audit logging.

Class authority

The names of the general resource classes that the user can

define new profiles for, or refresh profile caches in-storage.

Safeguards

Ignore UACC/Glob/*
RESTRICTED

This field indicates whether user ID has the RESTRICTED attribute.
If the value is YES, the UACC, global access, and ID(*) permits
do not apply.

Log all user actions
UAUDIT

This field contains YES if the user has the UAUDIT attribute. This

attribute specifies all actions that are logged to SME.
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RACLINK section

Field

Description

input field

You can use the input field for a RACLINK entry to manage
RACLINK associations. This field accepts the following line
commands: A (Approve), C (Copy), D (Delete), or I (Insert) a
RACLINK. For details, see[“RACLINK fields” on page 79.|

Linked node.user

Partner user ID at the specified node that this user is linked to
through a RACLINK association.

Authorized users can edit this field to change the value. Specify
the value using the following syntax:

[node] .user

The node can be either empty or a node name. The user is the
userid for a valid user profile. Both values can be a maximum of
8 characters.

Type

Specifies the type of association between user IDs.

Authorized users can edit this field to change the value. The
following values are accepted.

* P, Peer, or blank specifies peer association between users, with
or without password synchronization.

¢ Managed association. Password synchronization is not
permitted.

Stat

Link status. This value is normally blank which indicates an
approved status. However, the value can also be £rr in case of an
error, or Pend if pending approval. If the status is Pend, the
association record can be approved using the A line command.
For details, see["RACLINK fields” on page 79)

Pwd

Password synchronization flag, either Sync (active) or blank.

Authorized users can edit this field to change the value. This
field is only meaningful for RACLINK associations with
Type=Peer. The field can have the following values:

* S or Sync specifies association with password synchronization.

* Leaving the field blank specifies association without password
synchronization.

Defined (GMT)

Timestamp when link was defined.

Approved (GMT)

Timestamp when link was approved

Creator

User that created the link

Additional, optional properties

Digital certificate
labels

List of associated digital certificates by label

Digital certificate
names

List of associated digital certificates by name. Each entry lists the
Serial Number and Distinguished Name for the Issuer,
separated by a dot.

Certificate filter label

List of labels describing the digital certificate filters that map to
this user ID.

Identity mapping label

The labels for the identity mappings to this user ID.
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Identity mapping filter

The identity filter for the identity mappings to this user ID. The
value can be in X.500 format.

Identity mapping
registry

The registries for the identity mappings to this user ID.

Mapping profile label

Mapping profile name.

Audit concern

A concatenation of audit concerns for the user ID.

UsrNm

The names of the userdata fields, excluding those fields used by
CKGRACF.

Flg

Flag associated with the userdata field

UsrData

Contents of the userdata field

CKGRACEF authority
requirement

The authority required to change this USER profile via CKGRACF
(SINGLE, DOUBLE or TRIPLE), that is, the number of
administrators who must sanction a command.

Scheduled events

The events making up the schedules deciding when the user can
enter the system

Commands requiring
administrator action

The commands that have not been fully authorized yet as per the
CKGRACF authority requirement as specified in the CKGRACF
authority requirement or through the system-wide default.

Inactive commands

Requested commands that were not fully authorized before they
expired were withdrawn or denied. Inactive commands are listed
as part of the audit trail.

Commands that have
been executed

Commands that were fully authorized and run. These commands
are included in the audit trail.

Other CKGRACF data

Userdata fields used by CKGRACF for other purposes. For user
profiles, this value only shows the presence of a default
password.

For more information, see the following topics:

+ |"'RA.2 QUEUED - Queued commands” on page 185

* ["MR - CKGRACF mulitple authority requirement” on page 63|

* |"MS - CKGRACEF revoke/resume schedules” on page 64|

* |"P - Change password and resume user” on page 67

Additional selection - Other fields

If you check the 'Other fields' option on the primary selection panel, the advanced
selection panel shown in [Figure 78 on page 99|
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Menu Options Info Commands Setup
zSecure Suite - RACF - User Selection
Command ===>
Users like C##QA0*
Specify additional selection criteria:
Selection by date

Last Togon/connect. __ (operator: < <= > >= = <> -= )
Last logon/update . __ (date: yyyy-mm-dd, ddMMMyyyy
Password changed . __ NEVER, DUMPDATE, DUMPDATE-nnn,
Pass phrase changed __ DUMPDATE-INACTIVE, TODAY,
Creation date . . . __ TODAY-nnn, TODAY-INACTIVE)

Revoke date . . . .

Logdays selection

Sun _ Mon _ Tue _ Wed _ Thu _ Fri _ Sat
Miscellaneous fields
Password interval . __ _ (operator+number or Y/N) / Effective only
Schedule name . . . (schedule name or filter)
Complex . . . . . . (complex name or filter)

Figure 78. Advanced user selection

Use this selection panel to specify a comparison criterion using the last connect
date, last use date, last password change date, creation date, or revocation date,
and to select on the presence or absence of certain attributes. The password
interval field can be used either for a comparison or as an attribute that indicates if
the users have any interval or NOINTERVAL.

The following advanced selection criteria are supported:

Table 43. Advanced user selection criteria

Selection Criteria Description

Last logon/connect Test the last connect RACINIT date, use with comparison
operators, or NEVER. This value is the last logon date if no
connects have been deleted.

Last logon/update Test the date of the last RACINIT or update, use with comparison
operators, or NEVER. This value can be more recent than the last
logon date if the user profile has been updated.

Password changed Test the date the password was last changed, NEVER, or
< DUMPDATE-nn identifies users that have not changed their
password in the last nn days.

Pass phrase changed | Test the date the password phrase was last changed, NEVER, or
< DUMPDATE-nn to find users that have not changed their password
phrase in the last nn days.

Creation date Test the day the user was defined to RACE.

Revoke date Revoked explicitly, or to be revoked on the specified date.

Logdays selection Selects user IDs based on days they can logon (LOGDAYS). You can
specify the following values.

Y for all user IDs that are permitted to logon on the selected
day. You can specify S or / instead of Y.

N - for all user IDs that are not permitted to logon on the
selected day

blank - no selection is performed for this day
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Table 43. Advanced user selection criteria (continued)

Selection Criteria Description

Password interval

Test the password interval length.
Specify Y to select only users with an expiring password.
Specify Nto select only users with a non-expiring password.

Leave this field blank to disregard the password interval when
making selections.

Effective only

attribute.

When this option is selected, the value entered for the password
interval (PASSINT field in the USER profile) is compared to the
value of the SETROPTS PASSWORD(INTERVALY()) setting and the
smaller value is used as the effective password interval. If the
value of the effective password interval is smaller than the
PASSWORD(MINCHANGEY()) value, the
PASSWORD(MINCHANGE()) value becomes the effective
password interval.

Note: The option has no effect on userids with passwords that
cannot be changed; for example, userids assigned the PROTECTED

Schedule name

CKGRACF schedule name or a filter.

Complex

used.

In a complex with this name, or a matching complex if a filter is

It is possible to test on the contents of DATE fields using the comparison operators
listed on the panel. The operators have the following meaning:

Table 44. Date comparison operators for advanced user selection criteria

Operator Description

< Date is before the specified value.
> Date is after the specified value.
= Date is at the specified value.

<> or 7= Date is not at the specified value.

lists the valid formats for a DATE comparand. You can specify the format

in either upper or lower case.

Table 45. Date comparand formats for advanced user selection criteria

Date comparand

Description

ddmmmyyyy

Example: 01JAN1998. Valid month codes are
JAN, FEB, MAR, APR, MAY, JUN, JUL, AUG,
SEP, 0OCT, NOV, DEC.

yyyy-mm-dd

Example: 1998-12-31. This is the ISO date
format.

NEVER

Indicates that the field has never been set, or
has been reset to its initial state. For example,
Last Togon = NEVER looks for users who have
never logged on (LJDATE). NEVER is only useful
when used with the = operator.

DUMPDATE

The date when the UNLOAD you are
processing was created or, if you are working
from the active RACF database, today.
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Table 45. Date comparand formats for advanced user selection criteria (continued)

Date comparand

Description

TODAY Keyword to represent the current date.
DUMPDATE-nnn nnn days before TODAY or DUMPDATE. If you are
TODAY-nnn working with an UNLOAD data set created in the

past, do not use the TODAY value in your
compare specification.

DUMPDATE-INACTIVE
TODAY-INACTIVE

The SETROPTS INACTIVE interval before DUMPDATE

or TODAY.

DUMPDATE+nnn TODAY+nnn

nnn days after TODAY or DUMPDATE. This value is

useful for finding REVOKE actions.

shows a query to select users that had group authorization SPECIAL and

OPERATIONS attribute in any group, no password interval, and had not changed

their passwords for at least 60 days since the date the currently selected database

image was captured (dumpdate - 60).

Info Commands

Command ===>

Users like C##QA0*

Specify additional selection criteria:
Selection by date

Last logon/connect. __

Last logon/update .
Password changed . <_
Pass phrase changed __
Creation date . . . __
Revoke date . . . .

Logdays selection

Miscellaneous fields
Password interval . __ N
Schedule name . . .
Complex . . . . . .

Setup

zSecure Suite - RACF - User Selection

dumpdate-60

Sun _ Mon _ Tue Wed

(operator: < <= > >= = <> =)
(date: yyyy-mm-dd, ddMMMyyyy
NEVER, DUMPDATE, DUMPDATE-nnn,
DUMPDATE-INACTIVE, TODAY,
TODAY-nnn, TODAY-INACTIVE)

Thu Fri Sat

(operator+number or Y/N)

(schedule name or filter)
(complex name or filter)

Figure 79. Advanced user query

Additional selection - Attributes

If you check the Attributes option on the primary selection panel, the advanced

selection panel shown in [Figure 80 on page 102|is displayed.
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Menu Options Info Commands Setup
zSecure Suite - RACF - User Attributes
Command ===>
Users like C##QA0*
Specify groups of criteria that the userids must meet:
Systemwide and group authorizations
OR_ _ Special _ Operations _ Auditor _ Class auth
Group-special _  Group-oper _ Group-audit

Logon status

OR_ _ Revoked Inactive Protected _ Passw expired
Revoked group _ Certificate _ Pass phrase _ Phrase expired
When day/time

User properties
OR_ _ Has RACLINK _  Restricted _ User audited _ Mixed case pwd

CKGRACF features
OR_ _ Queued cmds _  Schedules _ Userdata _ MultiAuthority

Connect authority . >=_ 2_ 1. Use 2. Create 3. Connect 4. Join

Figure 80. User attribute selection

Use this selection panel to select on the presence or absence of certain attributes.
Some of the attributes are grouped. You can specify whether you want them
combined with AND or OR logic within the group. All resulting clauses are
furthermore combined with AND logic.

lists the advanced selection criteria that are supported. For each selection
criteria field, you can specify the following values:

* Y or / selects based on the criteria being true.

* N selects based on the criteria being false.

 If you leave the selection field blank, that selection criteria is ignored during the
selection process.

Table 46. Advanced selection criteria for User attributes

Field Description
System-wide and group Selects record based on the system-wide and group
authorizations: authorization attributes: SPECIAL, OPERATIONS, and AUDITOR.

Special, Operations,
Auditor, Class auth

Logon status: Revoked Selects based on whether the ID has been revoked.

Logon status: Inactive Selects based on whether the ID is inactive. Inactive users are
those who have been logged on for too long based on the
setting specified by SETROPTS INACTIVE() option.

Logon status: Protected Selects based on whether a user ID has the PROTECTED

attribute.
Logon status: Passw Selects based on whether the password for the user ID is
expired expired.
Logon status: Revoked Selects based on whether the user has a revoked group
group connect.
Logon status: Certificate Selects based on whether the user has a security certificate.
Logon status: Pass phrase |Selects based on whether the user requires a password
phrase.
Logon status: Phrase Selects based on whether the user password phrase is
expired expired.
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Table 46. Advanced selection criteria for User attributes (continued)

Field

Description

Logon status: When
day/time

Selects based on whether the user has logon restrictions by
date or time.

User properties: Has
RACLINK

Selects based on whether the user ID is linked to another user
ID or database.

User properties: Restricted

Selects based on whether a user ID has the RESTRICTED
attribute. Non-restricted users have access to the UACC,
global, and ID(*) resources.

User properties: User
audited

Selects based on whether a user is being audited which is
indicated by the status of the UAUDIT attribute.

User properties: Mixed
case pwd

Select based on whether a user ID has a mixed case
password.

CKGRACEF features:
Queued cmds

Select based on whether the command queue contains
commands for the user ID.

CKGRACEF features:

Select based on whether a user ID has any scheduled events.

Schedules

CKGRACEF features: Selects based on whether user has any nonCKGRACF userdata.
Userdata

CKGRACEF features: Selects based on whether a user ID has dual or triple
MultiAuthority authority requirements.

Connect authority

Selects a user based on the specified connect authority. Only
users that have at least one group connection that satisfies the
authority-level comparison condition will be shown.

In a query is shown after users that had group-special OR

group-operations authorization (in any group).

~
Menu Options Info Commands Setup
zSecure Suite - RACF - User Attributes
Command ===>
Users like C##QAO*
Specify groups of criteria that the user IDs must meet:
Systemwide and group authorizations
OR_ _ Special _ Operations _  Auditor _ Class auth
/  Group-special / Group-oper _ Group-audit
Logon status
OR_ _ Revoked _ Inactive _  Protected _ Passw expired
Revoked group _ Certificate _ Pass phrase _ Phrase expired
When day/time _  ID mapping
User properties
OR_ _ Has RACLINK Restricted _ User audited
CKGRACF features
\?R_ _ Queued cmds Schedules _  Userdata _ MultiAuthority )

Figure 81. User attribute query

Line commands on a User profile display

On any profile level display, the line command / is available. You can use this
command to query what other line commands are available on a line, as shown in

[Figure 82 on page 104
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zSecure Admin USER Overview

Command ===>

Line 1 of 3
Scroll===> CSR

Tike C##QA* with password changed < DUMPDATE-60 26 Nov 1998 07:47

Profile Complex Name

Df1tGrp Owner

RIRP SOA gC LCX Grp

__ C##QAPO DD981126 PROTERM TEST RUNNERL C##QA__ C##QA___ g 6
—_ C##QAIA DD981126 QA SUBJECT CNG ADMIN C##QA___ C##QA__ — g x 1
/_ C##QA16 DD981126 QA SUBJECT + GRPSPEC C##QA___ CH##QA___ g 1

BOTTOM OF DATA

Figure 82. User Overview panel

When you enter the / command on any line, a pop-up opens to describe the
available line commands. You must scroll up and down to see all available line
commands. The line commands available for a USER profile display are shown in

the [Table 47

Table 47. Line commands for User profile display

Command Meaning Explanation

A Authorization (permits  |[“RA.3.4 Permit/Scope - Report access of a|
and scope) user or group” on page 207|

AC Access Check for user “RA.1 ACCESS - Access Check” on page|
ID on one profile 18

C Copy user ID [“C - Copy” on page 55|

CcO Add connect [“CO - Add connect” on page 57

D (Prepare actions for) [“D - Delete” on page 58|

DD delete user ID, or delete
a non-base segment

E Display event logging  |[“E - Event” on page 59|
RACEF Tistuser all The output of the listuser command is
command presented in a browse panel.

M Move user from group |[’M - Move a user to another group” on|
(to another) page 6Q|

MI Manage user [“MI - Manage information” on page 61|
ID-information

ML Manage “ML - Manage logon information” on|
logon-information page 61|

MR Manage CKGRACF “MR - CKGRACF mulitple authority]|
authority requirements |[requirement” on page 63|

MS Manage CKGRACF “MS - CKGRACF revoke/resume|
revoke/resume schedules” on page 64|
schedules

MT Manage “MT - Manage TSO information” on pagel
TSO-information @

MU Manage “RA.3.9 USERDATA - User datal
installation-defined management” on page 219
USERDATA

P Change password and “P - Change password and resume user”]|
resume on page 62]

PE Add or delete permit [’PE - Add or delete permit” on page 69|

R Recreate user ID [“R - Recreate a profile” on page 70|

RR

S Show additional [’S - Select” on page 72|
information
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Table 47. Line commands for User profile display (continued)

Command Meaning Explanation

SE Show application “SE - Show application segments” on|
segments page 72 and [“ Application segments” on|

page 106

SR Show all relevant “SR - Show all Relevant information” on|
information page 7§|

TR Trust bestowed on user |[“TR - Trust bestowed on userid” on page
ID 7]

X Exclude user ID from “X - Exclude profile line command” on|

XX FORALL processing page 74

4 Select user ID for |“Z - Select a profile” on page 74|

77 FORALL processing

34 Dataset List Utility [“34 - Data set list utility” on page 74|

The line commands available on the detail display differ per field:

For the connect groups, the line commands L (List), C (Copy) and D (Delete) are
supported. These commands issue the RACF Tistgrp, connect, and remove
commands. See [’Connect detail view” on page 77.|

For digital certificates, the line commands L and D are supported, resulting in
different forms of the RACDCERT command. See [“Digital Certificate detail|

view” on page 78,
pag

For RACLINK associations, the line commands A (Approve), C (Copy), D
(Delete), I (Insert). See [“RACLINK fields” on page 79|

For installation-defined userdata fields, the line commands C (Copy) and D
(Delete) are supported, resulting directly in CKGRACF commands. The I
(Insert), R (Repeat) and S (Select) commands are also supported. For more
information about CKGRACF userdata fields and supported line commands, see
See [“USR fields” on page 78|

[“Access List detail view” on page 75|

[“Connect detail view” on page 77|

[“Data set detail view” on page 78|

[“Digital Certificate detail view” on page 78|
[“USR fields” on page 78|
[“'RACLINK fields” on page 79|

Add new user or segment

You can add a new, generic user profile, or empty segment to the current system
with the Add new user or segment option on the RACF User Selection panel

(“RA.U USER - User information” on page 87).

You can also add a new user by copying an existing one. For details, see

[Copy” on page 55.|If you want to add a dataset profile or segment on another

system, you must use a batch job.

Use the following procedure to add a new user profile or segment from the RACF
User Selection panel.

1.

On the RACF User Selection panel (Figure 72 on page 87), type a / or S in the
Add new user or segment field.
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2. Press Enter to open the User Add panel.

Menu Options Info Commands Setup

zSecure Suite - RACF - User Add
Command ===>

Userid . . . . .. C##QA99_ (required)

Default group . . . C##QA___ (required for new userid)

Password . . . . . e (twice, required for new userid)
Owned by . . . .. C##QA___ (may also be set in the follow on update dialog)

Password phrase . .

(9-100 chars, in single quotes)

/ Define new userid

Add CICS segment
Add CSDATA segment
Add DCE segment

Add DFP segment

Add EIM segment

Add KERB segment
Add LANGUAGE segment
Add LNOTES segment

Add NDS segment

Add NETVIEW segment
Add OMVS segment

Add OPERPARM segment
Add OVM segment

Add PROXY segment
Add TSO segment

Add WORKATTR segment

Figure 83. ADD USER panel

3. On the Add panel, you can add a new user profile, add an empty segment, or
add a combination of a user profile and segment. For information on
performing these tasks, see the ISPF panel help.

4. After specifying the field information, press Enter to the immediately add the
user profile or segment on the system where you are logged on.

The RACF command response is only shown if there is a nonzero return code.

Notes:

1. Your ISPF profile stores the default group and owner based on previous
additions for users that do most of their additions in the same group. The
format of the display is the same as the detail display described in
[profile detail display” on page 92

2. Security zSecure requires users to type a new password twice for added
security.

3. Users cannot specify a password equal to the user or equal to the default
group.

4. After the addition operation has successfully completed, a panel opens with the
new user profile or segment shown with modifiable fields for further
customization. The format of this panel is the same as the detail display panel
described in [‘User profile detail display” on page 92/

Application segments

You can use the Show segments option or the SE action command to view the
application segments. For details about each segment and the information
provided, select the following links.

+ [“CICS segment” on page 107
+ |"CSDATA segment” on page 107]
* |"DCE segment” on page 108

- ['DFP application segment” on page 10§

 |“EIM segment” on page 108§

+ |“KERB segment” on page 109
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["TLANGUAGE segment” on page 109

['LNOTES segment” on page 109

[“NDS segment” on page 109)

* |"'NETVIEW segment” on page 109)

+ [“OMVS segment” on page 110

+ [“OPERPARM” on page 111|

* [“OVM segment” on page 112

» |“Proxy segment” on page 112

* [“TSO segment” on page 112

[“WORKATTR segment” on page 113

CICS segment

The CICS segment stores CICS operator information for a CICS terminal user.
describes the overview and detail fields included for the segment.

Table 48. CICS segment

Overview field |Detail field Explanation
Oid Operator identification | Operator identification code
#Cl n/a The number of operator classes
Cls Operator class Operator class value (a number in the range 1
to 24). This value is a repeated field. To see all
values, go to the detail display.
Pty Operator priority Operator priority
TmOut Terminal time-out Terminal time-out value (in minutes)
value
Frc XRF Re-signon option |XRF option for signing back on. This value
indicates if CICS signs the operator off after
an XRF takeover).
#TK n/a Number of Transaction Security Level Keys
#RK n/a Number of Resource Security Level Keys
n/a Resource SecurityLvl |Resource Security Level Keys
keys
n/a Transaction Transaction Security Level Keys
SecurityLvl keys
CSDATA segment

The CSDATA segment stores custom defined profile fields. To add new fields to user
profiles, use the RACF CFIELD class to define the new fields and labels you want to

use for them.

The detail display shows the custom data. The RACF list header is followed by the
value formatted according to the type. The value of the custom data is modifiable.
lists the action commands that can be performed on a custom data entry.

Table 49. CSDATA segment (custom data) action commands

Command

Action

C Copy custom data. This action opens a panel for specifying the target profile
destination for the copied data.

D Delete custom data.
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Table 49. CSDATA segment (custom data) action commands (continued)

Command | Action

I Insert custom data. This action opens a panel on which you can select an entry

name from a list of all defined custom fields. After you select a field, another
panel opens on which you can enter the value for the new entry.

R Recreate custom data. This action generates a RACF command that creates an

exact copy of the entry.

S Select or Modify custom data. This action opens a panel on which you can

modify the custom data.

DCE segment

The DCE segment stores DCE (Distributed Computing Environment) info for
RACEF user IDs. |[Table 50| describes the overview and detail fields included for the

segment.

Table 50. DCE segment

Overview field Detail field

Explanation

DCE Universal Unique Identifier

DCE UUID DCE UUID
LgA DCE Autologin Autologon requested.
DCE name DCE username DCE principal name for the RACF user

DCE homecell

DCE homecell

DCE cell for the RACF user

DCE homecell
UUID

DCE homecell UUID

DCE Universal Unique Ident. in home cell

DFP application segment
The DFP segment stores DFP (Data Facility Product) defaults for RACF user IDs.

describes the overview and detail fields included for the segment.
Table 51. DFP segment

Overview field |Detail field Explanation

MgmtClas DFP - Management The management class
Class

StorClas DFP - Storage Class The storage class

DataClas DFP - Data Class The data class

DataAppl DFP - Data The data application
Application

EIM segment

The EIM segment stores Enterprise Identity Manager information for RACF user

IDs.

describes the overview and detail fields included for the segment.
Table 52. EIM segment

Overview field

Detail field

Explanation

LDAP Profile

LDAP Profile

Name of a profile in the LDAPBIND class
which contains the name of an EIM domain.
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KERB segment

The KERB segment stores Kerberos information for RACF user IDs.

describes the overview and detail fields included for the segment.
Table 53. KERB segment

Overview field |Detail field Explanation

Kerberos name |Kerberos name Kerberos principal name.

MaxTktLife Maximum ticket life Maximum ticket life for this user in seconds.

Encryption Supported encryption | Types of encryption that can be used by this
types user.

EnTp Used encryption type |The encryption type that has been used.

Kfm Password is Indicates whether the password or passphrase
Passphrase was used to generate the Kerberos key.

LANGUAGE segment
The LANGUAGE segment stores the preferred national languages for the user.

describes the overview and detail fields included for the segment.
Table 54. LANGUAGE segment

Overview field |Detail field Explanation

NL1 User's primary User primary language
language

NL2 User's secondary User secondary language
language

LNOTES segment
The LNOTES segment is used to specify z/OS Lotus® Notes® information.

describes the overview and detail fields included for the segment.
Table 55. LNOTES segment

Overview field |Detail field Explanation
The Lotus Notes for z/OS short user name
associated with the RACF userid.

Notes short n/a
name

NDS segment

The NDS segment specifies Novell Directory Services information.

describes the overview and detail fields included for the segment.
Table 56. NDS segment

Overview field |Detail field Explanation
The Novell Directory Services user name
associated with the RACF user ID.

Uname NDS username

NETVIEW segment
The NETVIEW segment stores NETVIEW operator information.

Chapter 2. RACF Administration Guide 109



describes the overview and detail fields included for the segment.
Table 57. NETVIEW segment

Overview field |Detail field Explanation

Console Default console name |Default console name

Rev Receive undelivered Receive unsolicited messages
messages

Adm Admin auth Graphic | Admin authority for the Netview Graphic
Mon Fac Monitor Facility

#Cl n/a Number of scope classes

#Dm n/a Number of cross-domain authorities

Control Scope of control Cross-domain logon authority

Cls Operator class Scope class. Number from 1 to 2040. To see all

values, go to the detail display.

Dom. Cross-domain Cross-domain authorities. To see all values, go
authority to the detail display.

Initial command |Initial command list Initial command to run whenever the operator

list logs on to NETVIEW.

OMVS segment
The OMVS segment stores UNIX System Services information.

describes the overview and detail fields included for the segment.
Table 58. OMVS segment

Overview field

Detail field

Explanation

Uid

UNIX user (uid)

Numeric UNIX uid (0 = root authority). When
fields are modifiable (overtypeable),
appending the number with an S (1001S) adds
the SHARED command keyword. You can
also specify AUTO, which results in addition
of the AUTOuID command keyword. The
SHARED and AUTOUID command keywords
are available in z/OS 1.4 or with APAR
OW52135.

Home directory

UNIX home path

UNIX account home directory

Initial program

Initial program

UNIX account initial program

AS maxsize

Max. address space
size

Maximum address space region size (bytes)

CPU max

Maximum CPU time

Maximum CPU time for process (seconds)

Files

Max. files open per
proc

Maximum number of open files (3..262,143
(pre-z/0OS V1R7) or 524,288 (z/OS V1R7 and

up))

MxMemMap

Max. data space for
mapping

Maximum data space pages memory mapping

Procs

Max. nr. of active procs

Maximum number of processes (3..32767)

Thread

Max. nr. of active
threads

Maximum number of threads (0..100000)

MemLimit

Maximum non-shared

memory

Maximum number of bytes of non-shared that

can be allocated by the user.
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Table 58. OMV'S segment (continued)

Overview field

Detail field

Explanation

ShMemMax

Maximum shared
memory

Maximum number of bytes of shared that can
be allocated by the user.

OPERPARM

The OPERPARM segment stores extended MCS console information session

information.

describes the overview and detail fields included for the segment.
Table 59. OPERPARM segment

Overview field

Detail field

Explanation

CmdSys System to send The name of the system the operator is
commands to connected to for command processing
OpAut Console authority The command authority in effect for the
operator.
L Command response Command response logging on hardcopy
logging
M Migration id to be Migration console ID to be assigned setting
assigned
U Receive undelivered ‘Undeliverable’ messages to be received
messages setting
A Receive msgs Messages marked for automation in MPF are
automated by MPF to be received at the console
H Receive hardcopy This field indicates whether the operator
messages receives messages that are directed to
hardcopy
I Receive messages for | This field indicates whether the operator
ID O receives messages directed to console ID 0, the
internal console.
u Receive messages This field indicates whether the operator
unknown IDs receives messages directed to unknown
console IDs
DOM Delete operator Delete operator message requests to be

messages type

received setting

Message level

LEVEL of msgs to be
received

Level of messages to be received

Key KEY keyword of KEY keyword for D CONSOLES,KEY
D,CONSOLES,KEY

Mon Events to be monitored | Events to be monitored

Stor STORAGE in MB for |Maximum storage for message queuing (in
msg queuing MB)

Mform Message format Message format

Altgrp Alternate console Alternate console group
group

Routcde ROUTCODEs for msg |Routecode of message to be received
reception

Mscope Mscope systems Mscope systems. To see all values, go to the

detail display.
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OVM segment

The OVM segment stores Unix System Services information.

able 6(] describes the overview and detail fields included for the segment.
Table 60. OVM segment

Overview field |Detail field Explanation

Uid OpenVM user (uid) Numeric Unix uid value

OpenVM home path UNIX account home directory

Home directory

Initial program | Initial program UNIX account initial program

UNIX file system root |Path name for the file system root

File system root

Proxy segment

The PROXY segment is only valid for the FACILITY and LDAPBIND classes. It is stores
LDAP proxy server information.

describes the overview and detail fields included for the segment.

Table 61. PROXY segment

Overview field

Detail field

Explanation

LDAP host LDAP host Host of LDAP server to
contact
Bind name Bind distinguished name Bind information for LDAP

server being contacted

TSO segment

The TSO segment stores Time Sharing Option settings.

describes the overview and detail fields included for the segment.

Table 62. TSO segment

Overview field Detail field Explanation
DflItUnit Default unit name Default unit name for DASD
allocations

DftKB Default logon region size Default region size in KB.
(KB)

MaxKB Maximum region size Maximum region size in KB.

H Default held sysout class Default held sysout class

J Default job class Default job class

M Default message class Default message class

S Default sysout class Default sysout class

Destinat Destination identifier Default destination

ProcName Default logon procedure Default logon procedure

Acctnum Default account number Default account number

Opt Mail/Notice/Recon/ OID Mail/Notice/REconnect/
options OIDcard options
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Table 62. TSO segment (continued)

Overview field

Detail field

Explanation

Prf

Performance group

Performance group

Prefix

UPT control block data

TSO UPT profile settings:
TSO dataset prefix

PI?ZMOWRL

UPT control block data

TSO UPT profile settings:
P Prompt
I Intercom
? Pause
M Msgid
0 Mode
w Wtpmsg
R Recovery
L Varstorage

Data

Site data TSO user (2 byte)

TSO user data. This value is
carried over from
SYS1.UADS-2 bytes printed in
hexadecimal.

Command

Default command

Default command

WORKATTR segment

The WORKATTR segment specifies user-specific attributes of a unit of work.

describes the overview and detail fields included for the segment.
Table 63. WORKATTR segment

Overview field Detail field Explanation

Name (workattr) User name for SYSOUT User name for SYSOUT

Dept Department for delivery Department for delivery

Building Building for delivery Building for delivery

Room Room for delivery Room for delivery

Account Account number Account number

n/a SYSOUT address line 1 Indicates SYSOUT delivery
address line 1.

n/a SYSOUT address line 2 Indicates SYSOUT delivery
address line 2.

n/a SYSOUT address line 3 Indicates SYSOUT delivery
address line 3.

n/a SYSOUT address line 4 Indicates SYSOUT delivery
address line 4.

Print format

To produce a printable report instead of an interactive display, select the Print
format option. When this option is selected, other print-related option fields are
activated. Use Customize title to specify a title for the two header lines to be printed
on each page in addition to the main report title. If Background run is selected
together with Print format, then a batch job is submitted to perform the query. This
flag setting is saved in your ISPF profile and is shared between all RA options
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showing it. To send the report through email, select the Send as email option. You
are prompted to supply the email options. By default the report is shown in a
tabular form for improved readability, formatted into 132 columns. Tag Full page
form if you would rather have more details. Tag Narrow print to force it into 79
columns. You can change the sort order of the results by selecting the Sort
differently option.

If Sort diiierentli is selected, a sort order panel opens for each segment type to be

shown. [Figure 84f shows a sample of the Sort order panel for the base segment.

Menu Options Info Commands Setup
zSecure Suite - RACF - User Sort order

Command ===>
A1l users
Specify up to 3 fields to act as alternate base segment sort order
Select with 1 or / and optiopnally 2, 3
Userid
Name
Installation data
Owner
Default group
1 Last logon/connect date
Password interval (descending)
By audit priority (descendin
- ¥ P y ( 9) )
Figure 84. Segment - Sort order panel

In the sort order panels, you can specify up to three sort keys by entering 1, 2, or 3
in front of the sort criteria. If you want to sort on just one column, it is also
possible to use a / instead of 1.

shows an example of wide tabular print output of user profile base
segments, sorted by last connect date.

zSecure Admin USER overview - complex DINO 12Sep2000 11:47 page 1
A11 users, sorted by Tast connect
User Name Df1tGrp Owner RIRP SOAgC LCX Int LastCon Connect groups Pri InstData
C##ATST C##A C##BERT RI X 30 17Nov95 C##A
C##CUST Zsecur DEMO ACCOUNT C##C C##C RI X 30 7Dec95 C##AAPPC C##C C##CDEMO
C##CNG C##CXDEL C##GRACF
C##CXGS GRPSPEC TEST USER C##CXGRP C##CXGRP R g 30 7Mayr96 C##CXGRP
C##BJN2  JOSEPHINE NASH C##B C##B I 30 4Jun96 C##B
C##CX15 TEST USER FOR DELETE C##C C##C RI 30 30Aug96 C##C C##CXDEL SYSAPPL FOR PASSWORD HISTORY MANAGE
C##CX05 TEST USER 5 C##C C##C RI 30 27Nov96 C##C C##CXDEL
C##BAH2 ANGELA HAYES C##B C##B R 30 18Feb97 C##B C##BEPRD
C##BCICS Zsecur TEST CICS C##B C##B RI 30 29Mar97 C##AAPPC C##B
C##BUI2 BUICK C##B C##B I 30 27Jun97 C##B C##BRACF C##TC2E
C##CCW5  Zsecur/CCW + VIEW C##C C##C RI 30 9Sep97 C##C C##CDEMO C##CXDEL WORKSHOP HANDS-ON USER
C##CCW3  Zsecur/CCW + VIEW C##C C##C RI 30 11Sep97 C##C C##CDEMO C##CXDEL WORKSHOP HANDS-ON USER
C##CCW4 Zsecur/CCW + VIEW C##C C##C RI 30 11Sep97 C##C C##CDEMO C##CXDEL WORKSHOP HANDS-ON USER

<< B 3K 3 > > > DK DK B B > > > B < > > > > >

C##QA018 TRY TO LOG ON C##QA C##QA 1 31 70ct97 C##QA

C##QA18 TEST USER C##QA C##QA 1 50 70ct97 C##QA

C##CPR1  PAUL RANDALL C##C C##C RI 50 18Nov97 C##C C##CDEMO C##CXDEL

C##BGU3  GUS BAKERVILLE C##C C##B RI CL 30 2Jan98 C##B C##C C##CXDEL

C##CCW1  Zsecur/CCW + VIEW C##C C##C RI 30 2Jan98 C##C C##CDEMO C##CXDEL WORKSHOP HANDS-ON USER
C##BQAC4 C##BQA  C##BQA gC 50 8Jan98 C##BQA C##QC4R SURROGAT USER TO SUBMIT TESTS
C##CCW2  Zsecur/CCW + VIEW C##C C##C RI 30 9Jan98 C##C C##CDEMO C##CXDEL WORKSHOP HANDS-ON USER
C##BJVO  JANE V ONOTOP C##B C##B 1 90 20Mar98 C##B C##PC2E C##TC2E

C##BDMW  DAN WIGHT C##B C##B I 30 26Mar98 C##B

C##BJM1  JEROEN MAN C##B C##B I 90 3Apr98 C##B C##PC2E C##TC2E

C##BJING JOSEPH NGAI C##B C##B 1 30 10Jun98 C##B

C##CHAI  DENNIS HAILEY C##C C##C RI 90 12Jun98 C##C C##CXDEL

C##QA050 C##QA C##QA 1P L 18Jun98 C##QA QR61113 TESTSUBJECT
C##QAPO TEST RUNNERIL C##QA C##QA I g 2Ju198 C##ARACF C##BREAD C##CNG

Figure 85. User overview report

For the meaning of the columns see|“User profile tabular display” on page 89

When Narrow print is checked, the results are shown with connects and installation
data on a separate line:
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RACF userids - complex DINO 12Sep2000 12:19 page 1
A11 users, sorted by last connect

User Name Df1tGrp Owner RIRP SOAgC LCX Int LastCon Pri

CH##ATST C##A C##BERT RI X 30 17Nov95
Connects: C##A

C##CUST  Zsecur DEMO ACCOUNT C##C C##C RI X 30 7Dec95
Connects: C##AAPPC C##C C##CDEMO C##CNG C##CXDEL C##GRACF

C##CXGS GRPSPEC TEST USER C##CXGRP C##CXGRP R g X 30 7Mar96
Connects: C##CXGRP

C##BJN2  JOSEPHINE NASH C##B C##B I X 30 4Jun96
Connects: C##B

C##CX15 TEST USER FOR DELETE C##C C##C RI X 30 30Aug96

Connects: C##C C##CXDEL SYSAPPL
Data: FOR PASSWORD HISTORY MANAGED BY CKGRACF

C##CX05 TEST USER 5 C##C C##C RI X 30 27Nov96
Connects: C##C C##CXDEL

C##BAH2 ANGELA HAYES C##B C##B R X 30 18Feb97
Connects: C##B C##BEPRD

C##BCICS Zsecur TEST CICS C##B C##B RI X 30 29Mar97
Connects: C##AAPPC C##B

C##BUI2 BUICK C##B C##B I X 30 27Jun97
Connects: C##B C##BRACF C##TC2E

C##CCW5  Zsecur/CCW + VIEW C##C C##C RI X 30 9Sep97

Connects: C##C C##CDEMO C##CXDEL
Data: WORKSHOP HANDS-ON USER

C##CCW3  Zsecur/CCW + VIEW C##C C##C RI X 30 11Sep97
Connects: C##C C##CDEMO C##CXDEL
Data: WORKSHOP HANDS-ON USER

C##CCW4  Zsecur/CCW + VIEW C##C C##C RI X 30 11Sep97
Connects: C##C C##CDEMO C##CXDEL
Data: WORKSHOP HANDS-ON USER

C##QA018 TRY TO LOG ON C##QA C##QA I X 31 70ct97
Connects: C##QA

C##QA18 TEST USER C##QA C##QA I X 50 70ct97
Connects: C##QA

C##CPR1  PAUL RANDALL C##C C##C RI X 50 18Nov97

Connects: C##C C##CDEMO C##CXDEL

For the meaning of the columns see [“User profile tabular display” on page 89]

When Full page form is selected in combination with Show segments and All, a full,

page-wide print report like the following is created.

RACF userid C##BGRA GERTIE RANDALL complex DINO 12Sep2000 13:59 page 1

Users like C##BGRA

Identification

RACF userid

User name

Owner

User's default group

C##BGRA

GERTIE RANDALL

C##B EMPLOYEES
C##B EMPLOYEES

Connects Auth R SOA AG Uacc Revokedt Resumedt InstData

C##B USE NONE EMPLOYEES

C##BDOC  USE NONE UPDATE/MAINTAIN (NEW) ONLINE BOOKS

System access Statistics Privileges

Revoked (may be by date) Yes Creation date 03Mar1998 Security admin SPECIAL on

Inactive, revoked or pending
Days of week user can Togon
Time of day user can logon
Date user will be revoked
Date user will be resumed

Password

Has a password

Expired password

Password changed date
Password expiration date
01d passwords present #
Failed password attempts #
Password interval

Password interval in effect
Mixed case password

Has a password envelope
Password disabled  PROTECTED

Safeguards
Ignore UACC/Glob/* RESTRICTED
Log all user actions  UAUDIT

TSO output settings
Default message class
Default sysout class
Default held sysout class
Default job class

Yes Last RACINIT current connects 28Aug2002 DASD administrator OPERATION No
SMTWTFS User's last use date 28Aug2002 Global audit set/list AUDITOR No
User's last use time 13:54:28 Class authority

Password phrase Safeguards
Yes Has a password phrase No Ignore UACC/Glob/+ RESTRICTED No
No Expired password phrase No Log all user actions  UAUDIT No

15Mar2006 Password phrase change date
13Aug2006 Password phrase expiry date

25 01d pass phrases present # 0
0
90 Mandatory Access Control
90 s
Yes Security label
Security Tevel
No Categories 1ist
No

TSO limitations TSO last Togon settings

A Maximum region size 16000 Default logon region size(KB)8000
Default unit name Default logon procedure TSOPROC2
Site data TSO user (2 byte)0000 Default account number
Default command INIT#FB
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Destination identifier Performance group 0
Mail/Notice/Recon/0ID options MNR
UPT control block data C##BGRA PW
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C##BGRA GERTIE RANDALL
Users like C##BGRA

Identification

RACF userid

User name

Owner

User's default group

When Narrow print is also selected, a print file like the following results:

DINO 12Sep2000 14:07 BASE page 1
C##BGRA
GERTIE RANDALL
C##B EMPLOYEES
C##B EMPLOYEES

Connects Auth R SOA AG Uacc Revokedt Resumedt InstData

C##B USE
C##BDOC USE

System access

Revoked (may be by date)

Inactive, revoked or pending
Days of week user can Togon
Time of day user can Togon
Date user will be revoked
Date user will be resumed

Password

Has a password

Expired password
Password changed date
Password expiration date
01d passwords present #

Failed password attempts #

Password interval

Password interval in effect

Mixed case password
Has a password envelope

Password disabled  PROTECTED

Mandatory Access Control

Security label
Security Tevel

Safeguards

Ignore UACC/Glob/* RESTRICTED
Log all user actions  UAUDIT

TSO output settings

Default message class
Default sysout class
Default held sysout class

TSO Tast logon settings

Default logon region size(KB)

Default Togon procedure
Default account number
Default command
Performance group

Mail/Notice/Recon/0ID options

UPT control block data

NONE EMPLOYEES
NONE UPDATE/MAINTAIN (NEW)
Statistics
Yes Creation date 03Mar1998
Yes Last RACINIT current connects 28Aug2002
SMTWTFS  User's last use date 28Aug2002
User's last use time 13:54

Password phrase

Yes Has a password phrase No
No Expired password phrase No
15Mar2006 Password phrase change date
13Aug2006 Password phrase expiry date

25 01d pass phrases present # 0

0

90

90
Yes

No

Privileges

........ Security admin SPECIAL No
DASD administrator OPERATIONS No

Global audit set/Tist AUDITOR No

No

No
TSO limitations

A Maximum region size 16000
Default unit name
Site data TSO user (2 byte) 0000

8000

TSOPROC2

INIT#FB

0
MNR
C##BGRA P W

RA.G GROUP - Group information

The Group information panel provides access to simple selection functions for
groups. Using these functions, you can do things like the following;:

+ Add a new group or segment. See[”Add new group or segment” on page 127,

* Specify selection criteria for GROUP profiles.

Only profiles that match all criteria are selected. In effect, all the search criteria are
combined with AND logic.

The simple selection panel is shown in [Figure 86 on page 118
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Menu Options Info Commands Setup

zSecure Suite - RACF - Group Selection
Command ===> _ start panel

Add new group or segment

Show groups that fit all of the following criteria

Group id . . . .. (group profile key or filter)

Owner . . . . . . . (group or userid, or filter)

Subgroup of . . . . C##B__ (group or filter)

With subgroup . . . (group or filter)

Installation data . (data scan, no filter except *)

Additional selection criteria
Profile fields _ Connect fields Segment presence _ Absence

Output/run options

Show segments _ Al _ Expand universal _ Specify scope
Print format _ Customize title _ Send as email
Background run _ Full detail form _ Sort differently _ Narrow print
Print connects _ Print names _ Print subgroups )
Figure 86. Simple group selection
The following selection criteria are available.

Table 64. Group selection criteria

Criteria Description

Group Id This group ID, or a matching ID if a filter is used.

Owner If specified, groups are selected based on the OWNER value you
specify. The owner can be a user or group. It is possible to use a
filter.

Subgroup of You can select an entity through its superior group. It is possible
to use a filter to select an entity through more than one superior
group.

With subgroup You can select an entity through its subgroups. The select group
is the superior group of the group you specify here. It is possible
to use a filter to select an entity through more than one
subgroup.

Installation Data Data to scan for in the installation data field. You cannot use a
filter except *, which means find any profile with installation
data.

Additional selection criteria can be requested by selecting the following options.

Table 65. Additional Group selection criteria

Criteria Description

Profile fields When you select this option, another panel opens for selecting
criteria based on profile field values. The selection panel is
shown in [“Additional selection - Profile fields” on page 120] If
the field is not selected, the Profile fields selection criteria are
not used but are saved for later use when you remain in RA.G.

Connect fields Use this option to specify criteria to select based on d users. The
selection panel is shown in [“Additional selection - Connect]
[fields” on page 121]If the field is not selected, those selection
criteria are not used but are saved for later use when you remain
in RA.G.
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Table 65. Additional Group selection criteria (continued)

Criteria

Description

Segment presence

If this field is selected, criteria can be specified for the presence
of application segments. A segment selection panel and a
segment field selection panel are shown. Unless the output
option Show segments has also been selected, these panels only
show the base segment of groups that have the specific non-base
segment. If the field is not selected, the selection criteria are not
used but are saved for later use when you remain in RA.G.

Segment absence

If this field is selected, absence of a segment can be specified as
an additional selection criterion. If the field is not selected, the
selection criteria are not used, but are saved for later use when
you remain in RA.G.

lists the output and run options you can specify.
Table 66. Output and run options for Groups

Option

Description

Show segments

Show a selectable set of application segments for specifying select
and exclude criteria based on segment field values. If this option
is not selected, the segment subset is not used but is saved in
your ISPF profile for later use. This flag setting is saved in your
ISPF profile.

All

Select this option with Show segments to show all segments for
the selected groups.

Expand universal

Select this option to request that the default connections to
universal groups are shown for profiles with connect authority
USE and no group special, operations, or auditor attribute. This
setting implies a full database read. If Print format is also
specified, the Expand universal option only has effect when
Print connects is also specified or implied.

Specify scope

If this field is selected, you can limit the results to the scope of a
user ID or group.

Print format

If this field is selected, results are in print format instead of ISPF
display format. This flag setting is saved in your ISPF profile and
is shared between all RA options showing it. The other
print-related options only apply if Print format has been selected.
See also[“Print format” on page 129.]

Customize title

If this field is selected together with Print format, you can
change the subtitle for the selection. You can also add an extra
title that is saved in your ISPF profile, including your company
name, department, and phone number for example. This flag
setting is saved in your ISPF profile and is shared among all RA
options that include this field.

Send as email

If this field is selected along with Print format, then a panel
opens for specifying the email address destination for the report.
The email function does not work until you have configured the
SMTP options with SETUP OUTPUT. This flag setting is saved in
your ISPF profile and is shared by all RA options showing it.

Background run

If this field is selected together with Print format, then a batch
job is submitted to perform the query. This flag setting is saved
in your ISPF profile and is shared by all RA options showing it.
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Table 66. Output and run options for Groups (continued)

Option

Description

Full detail form

If this field is selected together with Print format, forms (one
subpage per group, separated by dashed lines) are used to
include details. This selection implies selections for the Print
connects, Print names, and Print subgroups options. This flag
setting is saved in your ISPF profile. If you have requested
segments, they are shown on the same page with the other group
information. If the Full detail form field is not selected, each
segment type is shown in its own tabular report. Sample output
is shown in ["Print format” on page 129/

Sort differently

If this field is selected together with Print format, then an
alternate sort order can be selected. If you want to change the
sort order in an ISPF display panel (Print format not selected),
you can use the SORT primary command in the result panel. This
flag setting is saved in your ISPF profile.

Narrow print

If this field is selected together with Print format, then the width
of the page is limited to 79 characters, independent of the actual
print file record length. If the field is not selected, then the page
layout you specify must support a width of 132. However, the
length can extend beyond that if the print file has a larger record
length. This flag setting is saved in your ISPF profile and is
shared by all panels showing this option.

Print connects

If this field is selected with Print format, then the connect entries
are printed. The Exact format depends on the Print names and
Narrow print settings. The default sort order (by descending
access) can be changed by checking the Sort differently option.

The Print connects option is automatically implied by Full detail
form. If you want to limit the number of lines in the results, do
not select the Print connects option. This flag setting is saved in
your ISPF profile.

Print names

If this field is selected with the Print format and Print connects,
then the connect entries are printed with names and installation
data added. Only the first part of the installation data is printed,
depending on the setting of option Narrow print. If Narrow
print is selected, then the revoke and resume dates for connect
entries are not visible in the report. This flag is implied by Full
detail form. This flag setting is saved in your ISPF profile.

Print subgroups

If this field is selected with the Print format and Print connects,
then the subgroups are listed. This flag setting is saved in your
ISPF profile.

Additional selection - Profile fields

In the example shown in [Figure 86 on page 118} the subgroups of C##B have been
selected. If the option Profile fields has also been checked, the advanced selection
panel shown in|Figure 87 on page 121| opens.
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Menu Options Info Commands Setup

zSecure Suite - RACF - Group Selection
Command ===>

Subgroups of C##B

Show groups that also fit all of the following criteria:

Selection by date

Creation date . . . __ (date: yyyy-mm-dd/ddMMMyyyy/
DUMPDATE/DUMPDATE-nnn/
TODAY/TODAY-nn/NEVER)

Miscellaneous fields
Complex . . . . . . (complex name or filter)
# connected users . > 2 (operator: < <= > >= = <> == )
# subgroups . . . . __
Enter "/" to specify selection criteria
Universal group
Queued commands

Userdata
J
Figure 87. Advanced group selection
In this second panel, an additional selection criteria is specified to select only
groups that have more than two connected users.
The following additional selection criteria are available on this panel:
Table 67. Additional group selection criteria
Criteria Description
Creation date Test the day the group was defined to RACF
Complex In a complex with this name, or a matching complex if a filter is
used.
# connected users Test the number of connected users, with comparison operators.

For universal groups, this number only includes the users with
non-default connections. That is, users with a connect authority
higher than USE or users with the group attributes SPECIAL,
OPERATIONS, or AUDITOR.

# subgroups Test the number of subgroups, with comparison operators.
Universal group Show only groups with the UNIVERSAL attribute.
Queued commands Show only groups with one or more commands queued.
Userdata Show only groups with userdata.

Additional selection - Connect fields

In the example shown in [Figure 86 on page 118| the subgroups of C##B that have
more than two users have been selected. You can use Connect fields for specifying
additional selection criteria based on Connect field values. When you select this
option, the advanced selection panel shown in [Figure 88 on page 122| opens.
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Menu Options Info Commands Setup
zSecure Suite - RACF - Group Selection
Command ===>
Subgroups of C##B, #connects>2

Specify additional group selection criteria
Connected user . . (userid or filter)

Connect authority . __ _ 1. Use 2. Create 3. Connect 4. Join

Specify output filtering for the list of connects

User/authority . . _ Match selection above
Default UACC . . . >_ _ 1. None 2. Read 3. Update 4. Control 5. Alter
Set of attributes . OR_ _ Special _ Operations _ Auditor
_  Revoked
- J

Figure 88. Group connect selection

describes the following additional selection criteria on this panel:

Table 68. Group connection selection criteria

Criteria Description

Connected user Search for groups with the specified user ID on the connect list.

Connect authority Test for the following connect authorities using comparison
operators: USE, CREATE, CONNECT, or JOIN authority.

When performing these selections against groups with the UNIVERSAL attribute, the
only connects considered are for groups that have either a connect authority higher
than USE or the group attributes SPECIAL, OPERATIONS, or AUDITOR.

describes the filtering options available on the Group Connection panel.

Table 69. Group connection output filtering options

Option Description

User/authority Match | You can limit the number of connects shown with a group to the
selection above ones that match the Connected user and Connect authority
search criteria.

Default UACC You can limit the number of connects being shown with a group
to the ones that satisfy the comparison operator applied to the
default universal access. The default UACC is only used when
the user creates a profile in _a class that has the ACEE setting as
the default UACC. See the |”STATUS AUDIT - RACF control” on]

CDT option.

Set of attributes Use the operator to determine how the authorities relate to each
other. Specify OR or AND to filter using combined attributes.

Special Selects all connects that have Group Special authority. User IDs
that have this authority can change, delete, and create any
group-owned profile for a specific group.

Operations Selects all connects that have Group Operations authority. User
IDs that have this authority can alter group-owned data sets
unless they are specifically on the access list.

Auditor Selects all connects that have Group Audit authority.
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Table 69. Group connection output filtering options (continued)

Option

Description

Revoked

Selects all Connects that are currently revoked, which includes
the Connects that were revoked at the dumpdate for the security
database. This value selects connect entries based on the values
of the revoke flag, revoke date, and resume date.

Group profile tabular display

As a result of a query, a group list can be produced like the one shown in
Figure 89} Fields that can be modified are shown padded with underline

characters.
. . . N
zSecure Admin Group Overview Line 1 of 8
Command ===> Scroll===> CSR
Subgroups of C##B with #connects>2 12 Sep 2000 17:41
Group Complex SupGroup X Owner Grps Users Conn U nTU Created
__ C##BDOC TODAY C##B__ C##B__ 5 5 _ 210ct1996
__ C##BEPRD TODAY C##B__ CH##B__ 9 9 _ 01Marl997
__ C##BMR  DINO C##B____ X C##BMR2 4 4 17Apr2000
__ C##BOMVS TODAY C##B__ CH##B__ 3 3 U __ 18Feb1998
__ C##BQA  TODAY C##B___ C##B___ 6 6  YES 18Jul1996
__ C##BREAD TODAY C##B__ C##B___ 49 49  14Nov1995
s_ C##BSUPP TODAY C##B__ CH##B___ 1 3 3 08Decl997
__ C##BTSUP TODAY C##B__ C##B__ 7 7 ___ 03Apr1998
BOTTOM OF DATA
- J

Figure 89. Group profile display

able 7(] describes the fields of interest on the Group Profile display panel.
Table 70. Group profile display important fields

Field Description

Group The name of the group.

Complex The name of the complex.

SupGroup The superior group.

X Indicates an interruption in group ownership. A break
occurs if the owner and superior group differ.

Owner The owning user or group for a group profile.

Grps The number of subgroups that have this group as
superior group

Users The total number of users connected to this group, even
for UNIVERSAL groups.

Conn The number of users connected to this group. For a
group with the universal attribute, this field only counts
users that have a group access level higher than the
default level.

U If a U is shown in this column, the group has the
UNIVERSAL attribute.

nTU For all connected users: no terminal access based on
UACC.

Created Creation date of this group

Pri The relative audit priority for this group.

InstData Installation data
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Group profile detail display

Select any group on the group profile table display to see the detail view. You can
select entries by putting the cursor on the first character of a row selection field
and pressing Enter, or by explicitly typing S and pressing Enter.

zSecure Admin Group Overview Line 1 of 29 h
Command ===> Scroll===> CSR
Subgroups of C##B with #connects>2 26 Jan 1999 00:05
Identification DINO
_ RACF group name C##BSUPP
_ Superior group C##B___ EMPLOYEES
_ Owner C##B___ EMPLOYEES
Installation data CUSTOMER SUPPORT

User/Grp Auth R SOA AG Uacc Revokedt Resumedt Name

_ C##BNAL_USE____ _ _ _ NONE___ NATHAN ADRIAN

" CH#BWTK_ USE___ _ __ _ NONE__ WILLIAM KATZ

T C##BWT2_ USE___ _ ___ _ NONE__ WILLIAM KATZ 2
CH#CHPM_ USE___ —_ NONE__ HENRY PEMBROKE

SubGroup InstData
C##CDEMO FOR DEMONSTRATION USERIDS

Safeguards Statistics
Terminal use authorization No_ Creation date 8Dec97
Universal access authority NONE Universal group No

Data set model profile name

Timed commands waiting for execution
_ Queued command (P): CMD AT 030ct2000 UNTIL 040ct2000 REMOVE  C##QA022 GRO(CR

BOTTOM OF DATA
- J

Figure 90. Group Profile detail display

The fields shown on the Group Profile detail display panel depend on the SETUP
configuration and data availability.

Identification fields. [Table 71| describes the Identification fields.
Table 71. Group profile detail display - Identification fields

Field Description

Identification To the far right, the complex name is shown.

RACF group name The RACEF profile key.

Superior group Lists the parent group for this group in the group tree followed

by its installation data.

Owner The owning user or group followed by the user name and the
user or group installation data.

Installation data Installation data field of the group.

Connect fields. [Table 72 on page 125 describes these fields. If the current group
has the UNIVERSAL attribute, you can control whether users with default connect
attributes are shown by issuing the ACL UNIVERSAL and ACL NOUNIVERSAL primary

commands.
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Table 72. Group Profile detail display - Connect fields

Field Description

User/grp Users connected to the group

Auth Connect authority

R Indicates whether this connect is revoked. This setting is
determined by considering any revoke and resume dates and the
database dumpdate.

SOA Indicates whether the user has the following group attributes:
SPECIAL, OPERATIONS, or AUDITOR.

AG Settings used for new data set or resource profiles created while
the user is logged on with this group as the current connect
group. The A for ADSP is only used if the system-wide
SETROPTS ADSP option has also been set. It controls whether
creation of a data set automatically results in creation of a
discrete data set profile. Its use is deprecated. The G for GRPACC
regulates whether the group must be added with UPDATE access
to new group data set profiles

Uacc Default universal access for new data set or resource profiles
created while the user is logged on with this group as the current
connect group.

Revokedt Revoke date of connect

Resumedt Resume date of connect

Name Name of connected user

DfItGrp Default group for the user

InstData Installation data field of the user

Subgroup fields. [Table 73| describes these fields.

Table 73. Group Profile detail display - Subgroup fields

Field Description
Subgroup The groups for which this group is the superior group
InstData Installation data field of the subgroup

Safeguard fields. [Table 74| describes these fields.
Table 74. Group Profile detail display - Safeguard fields

Field

Description

Terminal use
authorization

Indicates whether Terminal use authorization is required for all
connected users. If this option is selected, terminal access is not
granted based on UACC.

Universal access
authority

The default Universal Access Authority for the group profile.

Data set model profile
name

Name of a discrete data set profile for modeling new group-name
data sets.

Statistics fields. [Table 75 on page 126| describes these fields.
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Table 75. Group Profile detail display - Statistic fields

Field

Description

Creation date

The date that the profile was created.

Universal group

Whether this group has the UNIVERSAL attribute. With this
attribute, there is no limit on the number of users that can
connect to a group with default authorities.

Additional, optional properties. |Table 76| describes these fields.
Table 76. Group Profile detail display - Additional, optional properties fields

Field

Description

Audit concern

A concatenation of audit concerns for the group.

UsrNm The names of the userdata fields, excluding the fields used by
CKGRACF.

Flg Flag associated with the userdata field

UserData Contents of the userdata field

CKGRACEF authority Authority required to change this GROUP profile. Possible values

requirement are: SINGLE, DOUBLE or TRIPLE. These values represent the

number of administrators who must sanction a command.

Timed commands
waiting for execution

P indicates time commands that have been approved and are
now waiting for the scheduled run date. PR indicates temporary
commands that remain in this queue waiting for their reversal
date.

Commands requiring
administrator action

Commands that have not been fully authorized yet as per the
value specified in the CKGRACF authority requirement field or
based on the system-wide default value.

Inactive commands

Requested commands that were not fully authorized and then
expired, were withdrawn, or were denied. These commands are
included in the audit trail with others that were not run.

Commands that have
been executed

Commands that were fully authorized and run. These commands
are included in the audit trial.

For an explanation of the CKGRACF data, see ['RA.2 QUEUED - Queued|

commands” on page 185|and ["MR - CKGRACF mulitple authority requirement” on|

page 63.|

Line commands for a group profile display

When you use / line command to ask which line commands are permitted, the
following table is shown.

Table 77. Group profile display - Line commands

Command Meaning Explanation

A Group authorization “RA.3.4 Permit/Scope - Report access of a
(permits and scope) user or group” on page 207

AC Access check for group [[“RA.1 ACCESS - Access Check” on page 184|
on one profile

C Copy group ID. |“C - Copy” on page 55|

CcO Add connect. |“CO - Add connect” on page 57

126 Admin and Audit for RACF, Version 1.13.0: User Reference Manual



Table 77. Group profile display - Line commands (continued)

Command Meaning Explanation

D Delete group, or delete [|“D - Delete” on page 58|

DD a non-base segment
Display event logging. [|“E - Event” on page 59
RACEF Tistgrp all The results of the Tistgrp command is
command presented in a browse panel.

MI Manage group |“MI - Manage information” on page 61|
information.

MR Manage CKGRACF “MR - CKGRACF mulitple authority|
authority requirements ([requirement” on page 63|

MU Manage “RA.3.9 USERDATA - User data management’]
installation-defined on page 212|
userdata

PE Add or delete permit |”PE - Add or delete permit” on page 69|

R Recreate group ID |“R - Recreate a profile” on page 70|

RR

S Show additional |“S - Select” on page 72|
information

SE Show application [“SE - Show application segments” on page 72|
segments and [“Application segments” on page 128

SR Show all relevant “SR - Show all Relevant information” on page|
information Z;I

X Exclude group ID from ||“X - Exclude profile line command” on pagd

XX FORALL processing. 7.

z Select group ID for |“Z - Select a profile” on page 74|

77 FORALL processing.

34 Data Set List Utility [“34 - Data set list utility” on page 74|

Add new group or segment

You can add a new group or segment to the current system with the Add new
group or segment option on the RACF Group Selection panel (Figure 86 on page|
illS

You can also add a new profile by copying an existing one. For details, see

[Copy” on page 55.|If you want to add a group or segment on another system, you

must use a batch job.

Use the following procedure to add a new group or segment from the RACF
Group Selection panel.

1. On the RACF Group Selection panel (Figure 86 on page 118), typea /or Sin
the Add new group or segment field.

2. Press Enter to open the Add GROUP panel.
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Menu Options Info Commands Setup

zSecure Suite - RACF - Group Add
Command ===>

Group id . . . . . (required)

Superior group . . C##C (required for define new profile)

Owner . . . . . .. = (userid, or better = to use superior group)
/  Define new GROUP profile _ Universal group

Add CSDATA segment
Add DFP segment
Add OMVS segment
Add OVM segment
Add TME segment

- J
Figure 91. ADD GROUP panel

3. On the Add panel, you can add a new group, add a segment to an existing
group, or add a combination of a group and segment. For information on
performing these tasks, see the ISPF panel help.

4. After specifying the field information, press Enter to the immediately add the
group or segment on the system you are logged on to.

The RACF command response is only shown if there is a nonzero return code.

Notes:

1. When the Add panel displays, the default superior group and owner are stored
in your ISPF profile based on previous add group operations. This information
is provided to support users that do most of their additions in the same group.

2. After the addition operation has successfully completed, a panel opens with the
new profile or segments shown with modifiable fields for further
customization. The format of this panel is the same as the detail display panel
described in [‘Group profile detail display” on page 124

Application segments

When the Show segments option is selected, or the SE action command is used,
application segments are displayed.

The CSDATA segment stores custom defined profile fields. To add new fields to
group profiles, use the RACF CFIELD class to define the new fields and labels you
want to use for them.

The detail display shows the custom data; the RACF list header followed by the
value formatted according to the type. The value of the custom data is modifiable.
lists the action commands that can be performed on a custom data entry.

Table 78. CSDATA segment (custom data) action commands

Command | Action

C Copy custom data. This action opens a panel for specifying the target profile
where the data is copied.

D Delete custom data.

I Insert custom data. This action opens a panel on which you can select an entry

name from a list of all defined custom fields. After you select a field, another
panel opens on which you can enter the value for the new entry.
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Table 78. CSDATA segment (custom data) action commands (continued)

Command | Action

R Recreate custom data. This action generates a RACF command that creates an
exact copy of the entry.

S Select/Modify custom data. This action opens a panel on which you can
modify the custom data.

The DFP segment is used to store DFP (Data Facility Product) defaults for RACF

groups.

Table 79. DFP segment

Field Explanation
MgmtClas The management class
StorClas The storage class
DataClas The data class
DataAppl The data application

The group OMVS segment display shows the group ID for the UNIX System
Services. When the Overtype function is active, you can append an S to the
number (1001S) to add the SHARED command keyword. You can also specify AUTO,
which results in addition of the AUTOGID command keyword. The SHARED and
AUTOGID command keywords are available in z/OS 1.4 or with APAR OW52135.

The group OVM segment display shows the group ID for z/VM OpenExtensions.

The group TME segment detail display lists the role access specifications for the
group in the Tivoli Management Environment. The segment display shows the
number of specifications and the first specification.

Print format

To produce a printable report instead of an interactive display, select the Print
format option. When you select this option, the other print-related options are
available for selection. Select Customize title to specify two header lines to be
printed on each page in addition to the main report title. To send the report
through email, select the Send as email option. You are prompted to supply the
email options. By default the report is shown in a tabular form for improved
readability, formatted into 132 columns. Tag Full page form if you would rather
have more details. Tag Narrow print to limit the page width to 79 columns. You
can change the sort order of the results by selecting the Sort differently option.
When you select this option, a sort order panel is shown for each segment type to
be included in the report. [Figure 92 on page 130 shows the sort panel for the base
segment:
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Menu Options Info Commands Setup
zSecure Suite - RACF - Group Sort Order
Command ===>
A11 profiles
Specify up to 3 fields to act as
alternate base segment sort order
Select with 1 or / and optionally 2, 3
Group name (default)
Grouptree traversal
Depth
Installation data
Owner
Superior group
Break in group scope
Number of groups (descending)
Number of users (descending)
Creation date (descending)
Terminal universal access
Universal access (descending)
By audit priority (descendin
- y p y ( 9) Y
Figure 92. Group sort order panel

In the sort order panels, you can specify up to three sort keys by entering I, 2, or 3
in front of the sort criteria. If you want to sort on just one column, it is also
possible to use a / instead of I.

shows an example report with wide tabular print format of group profile
base segments, sorted by descending number of users.

zSecure Admin Group Overview - complex DINO 12Sep2000 15:14 page 1
A11 profiles, sorted by users

Group Lv1 SupGroup X Owner Grps Users Conn Uni nTU Created Pri InstData

C##QA 5 C##Q C##Q 7 231 231 nTU 18Ju11996 C## Q.A. TESTSUBJECT

C##C 3 C# C# 6 218 218 07Nov1995 EXTERNAL USERS

C##CXDEL 5 C##CXCNG  C##CXCNG 2 214 214 16Feb2000 TEST GROUP FOR DEVELOPMENT
C##B 3 C# C# 13 87 87 nTU 14Nov1995 EMPLOYEES

REVOKE 3 SYSAUTH SYSAUTH 80 80 24Feb2000

C##GRACF 3 C# C# 42 42 07Nov1995 PADS LIVE RACF+SMF
C##BREAD 4 C##B C##B 39 39 14Nov1995 READ SOURCE

C##CNG 4 C## Cit# 32 32 07Nov1995 USE CKGRACF FUNCTIONS ON C#
C##BRACF 4 C##A C##A 20 20 14Nov1995 DIRECT LIVE RACF+SMF+PADS
C##A 3 C# X C##AINT 8 17 17 04Nov1995 MANAGEMENT

C##ARACF 4 C##A C##A 15 15 14Nov1995 DIRECT LIVE RACF+SMF
C##BEPRD 4 C##B C##B 14 14 01Mar1997 EPRISE DEVELOPMENT
C##BQAMC 6 C##QA C##QA 14 14 nTU 01Nov1996 CNGTEST

OMVSGRP 4 SYSAPPL SYSAPPL 13 13 23Jan1996

C2RADMIN 3 SYSAUTH SYSAUTH 12 12 27Feb1999 RACFWIN-SERVER ADMINISTRATO

Figure 93. Group profile base segments report in wide tabular print format

For the meaning of the columns see [’Group profile tabular display” on page 123)

When Narrow print is selected, the report format is almost the same. If Print
connects and Print subgroups are also selected, this format changes to show
subgroups and connects on a separate line as shown in [Figure 94 on page 131]
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RACF GROUP profiles - complex DINO 12Sep2000 16:45 page 1
A1l profiles

Group Lvl SupGroup XTU Owner Grps Users Conn Created Pri InstData

ADMIN 3 SYSUSER SYSUSER 4 4 16Mar97 GRP =QA CNG SC
Users: ADM1 ADM2 FIN1 FIN2
AJv 3 SYSAUTH SYSAUTH 25Ju198 JAVA FOR 0S390
ANF 3 SYSAUTH SYSAUTH 17Febh98 IP PRINTWAY
API 3 SYSAUTH SYSAUTH 17Feb98 NETSPOOL
APPL 3 SYSUSER SYSUSER 16Mar97 GRP =QA CNG SC
ASM 3 SYSAUTH SYSAUTH 26Apr99 HLASM + TOOLKI
ASMA 3 SYSAUTH SYSAUTH 17Feb98 HLASM
ASMT 3 SYSAUTH SYSAUTH 17Febh98 HLASM TK
ASPSERV 3 SYSAUTH SYSAUTH 18Febh98
ASU 3 SYSAUTH SYSAUTH 17Feb98 DCE
AUD1 3 SYSUSER X  AUDIT 3 3 16Mar97 GRP =QA CNG SC
Users: AUD2 AUD2X AUD3
BCP 4 SYSPROG SYSPROG 7Nov95
BDT1 3 SYSAUTH SYSAUTH 18Feb98
BFS 3 SYSAUTH SYSAUTH 17Febh98 LAN SERVER
BOOKS 2 SYS1 SYS1 15Febh97
CATALOG 4 SYSPROG SYSPROG 7Nov95 ICF CATALOGS
CBC 4 SYSPROG SYSPROG 7Nov95 C/C++
CBCVIR3 3 SYSAUTH SYSAUTH 11Jan99 C CLASS LIBRAR
CDS 3 SYSAUTH SYSAUTH 27Apr99 0CSF
CEE 3 SYSAUTH SYSAUTH 17Feb98 LE
CEEVIR3 3 SYSAUTH SYSAUTH 11Jan99 LE DATASETS
CMX 3 SYSAUTH SYSAUTH 26Apr99 HCM
CNM 3 SYSAUTH SYSAUTH 26Apra8 NETVIEW
CPAC 3 SYSAUTH SYSAUTH 17Feb98 CUSTOM PACK DA
C# 2 SYS1 SYS1 7 1 1 4Nov95
Subgroups: C#ADMIN C## C##A C##B C##C C##GRACF C2R
Users: C##QA020
C#ADMIN 3 C# C# 11 11 28Apr98 SYSTEM ADMIN E
ENCY USER ADMI
Users: AUTO1 AUTO2 CNMCSSIR CNMO1PPT C##BERT C##BMB1 C##BMB2
Users: C##BPK1 C##BPK2 RCCSLO1
C## 3 C# C# 8 2 2 7Nov95 DATA SETS FOR
ALL TEST

Subgroups: C##CNG C##PC2E C##PC4R C##Q C##QC4R C##TC2A C##TC2E C##TC4R
Create: C##AINT
Users: C##BMR2

C##A 3 C# X C##AINT 8 17 17 4Nov95 MANAGEMENT
Subgroups: C##AAPPC C##ACONF C##AJRNL C##ARACF C##BRACF C##DELET MVS1
Subgroups: SLDMVSS
Special: C##AINT C##BGUS

Create: C##AHOU C##AROB C##AR0OZ2 C##ASCH C##ASC3
Users: C##AHOZ2 C##ASC2 C##ATST C##BERT C##CX01
C##AAPPC 4 C##A CH##A 7 7 14Nov95 APPC DEVELOPME
Users: C##ASCH C##ASC3 C##BCICS C##BGUS C##CUST
C##ACONF 4 C##A CH##A 4 4 14Nov95
Users: C##AHOU C##AHO2 C##BERT C##BPK2

Figure 94. Group profile base segments report with subgroups and connects

For the meaning of the columns see [“Group profile tabular display” on page 123/

When Full detail form is selected along with the Show segments and All options,
a form-oriented wide print report is generated with results like the report shown
in [Figure 95 on page 132}
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RACF groups complex DINO 12Sep2000 16:55 ADMIN BASE page
A1l profiles

RACF GROUP ADMIN

Group nesting Tevel 3

Superior group SYSUSER  GRP =QA CNG SCOPE PROFILE

Owner SYSUSER GRP =QA CNG SCOPE PROFILE

Installation data GRP =QA CNG SCOPE PROFILE

User/Grp Auth R SOA AG Uacc Revokedt Resumedt RI Name InstData

ADM1 USE READ R USR =QA OW=ADMIN USR =QA CNG SCOPE PROFILE
ADM2 USE NONE R USR =QA OW=ADMIN USR =QA CNG SCOPE PROFILE
FIN1 USE NONE R USR =QA OW=FINANCE  USR =QA CNG SCOPE PROFILE
FIN2 USE NONE R USR =QA OW=FINANCE  USR =QA CNG SCOPE PROFILE
Safeguards Statistics

Terminal use authorization No Creation date 16Mar1997

Universal access authority Universal group No

RACF GROUP

Group nesting Tevel
Superior group
Owner

Installation data

Safeguards

SYSAUTH AUTHORIZATION GROUPS
SYSAUTH
JAVA FOR 0S390 INSTALL

AUTHORIZATION GROUPS

Statistics

25Ju11998

Figure 95. Group profile report with full detail, segments, and all options set

RA.D DATASET - Dataset profiles

The Dataset profiles display shows profiles rather than the data sets protected by
them. To find about protection for a particular data set, see|“RA.3.1 Profiles

Profiles with their data sets” on page 196|and [“RA.1 ACCESS - Access Check” on]

page 18&]

Simple selection functions

You can use the simple selection panel to add a new profile or segment or to select

which profiles to view.

Menu Options Info Commands

Command ===>

Setup

zSecure Suite - RACF - Data set Selection

Add new DATASET profile or segment

Dataset profile . . SYS1.**

Show dataset profiles that fit all of the following criteria

Owned by . . .
High Tevel qual
Installation data .

(group or userid, or filter)
(qualifier or filter)
(substring or *)

Additional selection criteria
/ Profile fields / Access list

Output/run options
Show segments _ ANl
Print format Customize title
Background run
Print ACL

Full detail form _
Resolve to users _

Segment presence

Enable full ACL
Send as email
Sort differently
Incl operations

_ start panel

1 1 EGN mask
2 Exact
3 Match
4 Any match

Absence

Specify scope

Narrow print
Print names

~

Figure 96. Simple dataset profile selection
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For information on adding a profile or segment with the Add new DATASET
profile or segment option, see|“Add new DATASET profile or segment” on page]
i

able 80} describes the available selection criteria.

Table 80. Data set selection criteria field descriptions

Selection criteria field

Description

Dataset profile

If the EGN mask option is selected: an EGN filter to select data set
profiles can be used. You can use * in the first qualifier, SYS*. **
to see all z/OS profiles. If Exact is selected, you must specify
the name of the data set profile in this field.

EGN mask/Exact/Match/
Any match

This field specifies the matching criteria.

* EGN mask means the query interprets the profile name as an
EGN filter (* and % characters are expanded).

* Exact selects the exact RACF profile.

* Match treats the profile field as a resource name and selects
the profile that best matches the resource name.

* Any match treats the profile field as a resource name and
selects all profiles that match the resource name.

Owned by

Specify an OWNER name as a selection criteria. The owner can be
a user or group.

High level qual

The first qualifier of the profile, modified by ICHCNX00O if
present.

Installation data

Find occurrence anywhere in the installation data. You cannot
use a filter for this field. The search is performed as a substring
scan.

able 81f describes the additional selection criteria types that can be specified. Enter
/ or S in the selection field for the criteria type. After you press enter, the panels to
specify the criteria for each selected type are shown in sequence.

Table 81. Types of additional data set selection criteria - field descriptions

Field

Description

Profile fields

If this field is selected, you can specify additional selection
criteria based on the contents of profile fields, except fields that
relate to connects and segments. The selection panel is shown
in|“Additional selection - Profile fields” on page 136 If the field
is not selected, the Profile fields selection criteria are not used
but are saved for later use as long as you remain in RA.D.

Access list

If this field is selected, you can specify additional selection
criteria based on the contents of the access list (ACL). The
selection panel is shown in [“Additional selection - Access list”]
If the field is not selected, those selection criteria
are not used but are saved for later use when you remain in
RA.D.
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Table 81. Types of additional data set selection criteria - field descriptions (continued)

Field

Description

Segment presence

If this field is selected, you can specify additional selection
criteria based on the presence of application segments. When
you select this option, segment selection and field selection
panels open for specifying the criteria.

If the output option Show segments has also been selected, the
Segment presence selection criteria panel only shows the base
segment of profiles that have the specific non-base segment.

If Segment presence field is not selected, the selection criteria
are not used but are saved for later use if you remain in RA.D.

Segment absence

If this field is selected, absence of a segment can be specified as
an additional selection criterion. If the field is not selected, the
selection criteria are not used, but are saved for later use if you
remain in RA.D.

describes the options for the report job and data formats. Enter / or S in
the entry field to select an option.

Table 82. Data set report format and run options

Option

Description

Show segments

Select this option select the application segments that to be
selected or excluded based on segment field values. If the field
is not selected, the segment subset is not used but is saved in
your ISPF profile for later use. This flag setting is saved in your
ISPF profile.

All

Select this option with Show segments to show all segments
for the selected profiles.

Enable full ACL

Select this option to gather the information necessary to add
system-wide operations and default connects to universal
groups to the access list. This option implies a full database
read. If the Print format option is selected, the Enable full ACL
format option only applies if Print ACL has also been selected
or implied.

Specify scope

Select this option to limit the results to the scope of a user ID
or group.

Print format

Select this option to format the data in print format instead of
ISPF display format. This flag setting is saved in your ISPF
profile and is shared by all RA options showing it. The options
behind and below only apply if this one has been selected. See
also|“Print format” on page 145

Customize title

If this field is selected together with Print format, you can
change the subtitle for the selection. You can also add an extra
title that is saved in your ISPF profile, including your company
name, department, and phone number for example. This flag
setting is saved in your ISPF profile and is shared by all RA
options showing it.

Send as email

If this field is selected along with the Print format field, then a
panel opens for specifying the email address destination for this
report. The Send as email option only works if the SMTP
options have been configured using the SETUP OUTPUT function.
This flag setting is saved in your ISPF profile and is shared by
all RA options showing it.
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Table 82. Data set report format and run options (continued)

Option

Description

Background run

If this field is selected together with Print format, then a batch
job is submitted to perform the query. This flag setting is saved
in your ISPF profile and is shared by all RA options showing it.

Full detail form

If this field is selected together with Print format, then at a
form-oriented subpage (one per profile) is used to include
details. The subpages (profiles) are separated by horizontal
dashed lines.

The Full detail form setting implies the Print ACL and Print
names settings.

If the Full detail form field is not selected, each segment type
is shown in its own tabular report. Sample results are shown in
|”Print format” on page 145.|

This flag setting is saved in your ISPF profile. If you have
requested segments, they are shown on the same page with the
other profile information.

Sort differently

If this field is selected together with Print format, then you can
change the sort order using this option. This flag setting is
saved in your ISPF profile.

Note: If data is sent to an ISPF display panel, you can change
the sort order from the panel by issuing the SORT primary
command on the command line.

Narrow print

If this field is selected together with Print format, then the page
width is limited to 79 characters, independent of the actual
print file record length. If the field is not selected, then the page
layout you specify must support a width of 132. However, the
length can extend beyond that if the print file has a larger
record length.

This flag setting is saved in your ISPF profile and is shared by
all panels that provide this option.

You can specify additional options for formatting and printing ACL data by
selecting the options listed in Table 83 The settings for these options are saved in

your ISPF profile.

Table 83. Format and print options for ACL data

Option

Description

Print ACL

If this field is selected along with the Print format field, then the
access list is printed. The exact output format depends on the
Print names and Narrow print settings. You can change the
default sort order (by descending access) by selecting the Sort
differently field. To print the access list in resolved form, use the
Resolve to users field.

If this field is not selected, the ACL information is not included
in the results, greatly reducing the number of lines in the report.

The Print ACL option is automatically implied if the Full detail
form option is selected. By not printing the access list, the
number of output lines can be greatly reduced.
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Table 83. Format and print options for ACL data (continued)

Option Description

Resolve to users If this field is selected along with the Print format and Print
ACL or Full detail form, then the access list is printed resolved
to individual user IDs. This format takes into account the way
RACF works with user and group permits and connect groups.
The access list print can be further extended by selecting the Incl
operations or Print names field.

Incl operations The access list print includes access through the group-operations
attribute if this field is selected along with any of the following
fields Print format and Print ACL or Full detail form and
Resolve to users. Depending on the setting for the Enable full
ACL option, system-wide operations can also be included.

Print names If this field is selected along with Print format and Print ACL,
then the access lists are printed with names and installation data
added. Only the first part of the installation data is printed,
depending on the setting of option Narrow print.

The Print names setting is implied if the Full detail form option
is selected.

Additional selection - Profile fields

When the Profile fields option is selected, another selection criteria panel opens to
specify additional selection criteria based on the profile list fields. This panel is

shown in [Figure 97

Menu Options Info Commands Setup h
zSecure Suite - RACF - Data set Selection
Command ===>
like SYS1.**
Specify additional selection criteria:
Profile properties
Creation date . . . __ (date: yyyy-mm-dd/ddMMMyyyy/TODAY-nnn)
On volume . . . . . (disk/tape volser or filter)
Complex . . . . . . (complex name or filter)
Level . . . . ... _ (installation defined resource level)
Enter "/" to specify inclusion criteria
/ Generic / Warning mode / Erase on scratch / Tape data set
/ Discrete / No warning / No erase / No tape data set
Enter "/" to limit UACC or ID(*) Success audit No failure audit
Queued commands __ _ 1. None _ 1. Never 1. Read
Userdata 2. Execute 2. >=Read 2. <=Update
Universal access 3. Read 3. >=Update 3. <=Control
Unconditional ID(*) 4. Update 4. >=Control 4. <=Alter
5. Control 5. Alter 5. Ignore
6. Alter 6. Ignore
7. Ignore UACC
- J

Figure 97. Additional data set profile selection - profile fields

In this example, an additional criterion has been added that only profiles with a
UACC of READ or higher are to be shown.

The Enter "/" to specify inclusion criteria selection group contains option pairs

that are selected by default. Based on the default settings, both generic and discrete
profiles are to be shown in the report. If the Enter "/" to limit option is selected,
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only those profiles with the characteristics specified are selected—generic and
discrete profiles are not automatically included.

describes the profile selection criteria supported for the Data set selection
report.

Table 84. RACF Data set selection report - Profile selection criteria

Criteria Description

Creation date operator | Use the following operators to select data based on the creation
date.

* < and <= for dates on or before the date specified.
e > or >= for later dates.

» = for exact dates

¢ -=and <> for all but the specified date.

Creation date The date the profile was defined. The date can be specified in
any of the following formats:

ddmmmyyyy, 01jan1998 for example.
yyyy-mm-dd, 1998-01-01 for example.
TODAY

TODAY-xx where xx is a number of days.

DUMPDATE or DUMPDATE-xxx (DUMPDATE is the database
unload date)

On volume Discrete profiles with a volume serial.

Complex In a complex with this name, or a matching complex if a filter is
used.

Level operator Use the operator to determine a level present in the profile. Use

< and <= for selection less than or equal to the level, > or >= for
high level, = for exact level, == and <> for all but the specified

level.

Level This numeric field indicates the data set level. This level is not
set or updated by IBM utilities, but can be used by the
installation.

Generic Show generic profiles

Discrete Show discrete profiles

Warning mode Show profiles in warning mode

No warning Show profiles not in warning mode

Erase on scratch Show profiles with Erase

No erase Show profiles without Erase

Tape data set Show tape data set profiles

No tape data set Show non-tape data set profiles.

Queued commands Show only profiles that have one or more commands in the
queue.

Userdata Show only profiles with userdata.

Universal access When this field is selected and Unconditional ID(¥) is not, the

UACC or ID(*) selection only applies to UACC. When both or
neither are selected, the selection applies to UACC and ID(*).

Unconditional ID(*) When this field is selected and Universal Access is not, the
UACC or ID(*) selection only applies to ID(*). When both or
neither are selected, the selection applies to UACC and ID(*).
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Table 84. RACF Data set selection report - Profile selection criteria (continued)

Criteria

Description

UACC or ID(*)

Show all data set profiles with the specified UACC or an ACL
entry with ID(*) that has the specified access level matching the
operator value specified in the entry field.

Success audit

Show only profiles with this audit setting or higher.

No failure audit

Show only profiles with this audit setting or lower.

Additional selection - Access list

When the Access list option is selected, another selection criteria panel opens to
specify additional selection criteria based on the access list fields. This panel is

shown in [Figure 98

Menu Options Info Commands Setup h
zSecure Suite - RACF - Data set Selection
Command ===>
Tike SYS1.** with UACC or ID(*)>=READ
Specify additional selection criteria:
Find a combination of the following in the access list
# permits . . . . .. - (operator: < <= > >= = <> == )
# conditional permits (operator: < <= > >= = <> -= )
Id on access list . (%, group or userid, or filter)
When resource . . . (resource name or filter)
Access Tevel _ 1. None When class 1. PROGRAM
2. Execute 2. CONSOLE
3. Read 3. APPCPORT
4. Update 4. TERMINAL
5. Control 5. JESINPUT
6. Alter 6. SERVAUTH
7. Ignore 7. Present
8. Ignore
Access Tist filtering
Only show matching ACL entries )

Figure 98. Additional data set profile selection - access list

describes the access list selection criteria supported for the Data set

selection report.

Table 85. Data set selection report - Access List selection criteria

Criteria

Description

# permits

Match records based on the number of permits a profile has.

# conditional permits

Match records based on the number of conditional permits.

Id on access list

Match records that have the specified user or group ID value
included on the access list. You can use the following filters in
the ID specification: % for one character, * for one or more
characters, and : for a substring scan.

This value is not used for selection based on access that a user
has through a group

When resource

You can select all data set profiles that have a conditional access
list that includes the specified string in the resource name for the
condition. You can use the following filters to specify this value:
% for one character, * for one or more characters, and : for a
substring scan.
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Table 85. Data set selection report - Access List selection criteria (continued)

Criteria Description

Access level Operator | Use the operator for selection based on the access level present in
the ACL.

¢ <and <= for less than or equal to the specified access level.
* > or >= for higher access.
* = for exact access.

¢ —=and <> for all but the specified access level.

Access level Show all data set profiles with at least one permit with an access
level satisfying the Access level Operator.

When class Show all data set profiles with a conditional access involving the
class indicated.

Only show matching | Show a subset of the access list, consisting of the access list
ACL entries entries that match all of the criteria selected on this panel.

Dataset profile tabular display
A sample data set profile display is shown in

zSecure Admin DATASET overview Line 1 of 3
Command ===> Scroll===> CSR
Tike SYS1.** with UACC or ID(*)>=READ 2 Feb 1999 00:05

Profile key Type UACC Owner S/FW
__ SYS1.BRODCAST GENERIC UPDATE_ SYSPROG_ _ R _
__ SYS1.CMDLIB GENERIC READ___ SYSPROG_ U R _
__ SYS1.LPALIB GENERIC READ___ SYSPROG_ U R _

Figure 99. Dataset profile display

The following fields of interest are shown.

Table 86. DATASET overview panel fields of interest

Field Description

Profile key The name of the data set profile. This value is a data set EGN
mask.

Type The profile type, one of GENERIC, VSAM, NONVSAM, MODEL,
or TAPE.

UACC Universal Access Level

Owner Owning user or group. Together with QUAL, this value determines

who can maintain the profile.

The lowest access level that results in auditing for successes.

i

The lowest access level that results in auditing for failures.

w Profile is in Warning mode

You can view additional fields by scrolling to the right.
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zSecure Admin DATASET overview ---------=----mmmmmmmmmmo Line 1 of 3

Command ===>

Profile key
__ SYS1.BRODCAST
__ SYS1.CMDLIB

Scroll===> CSR

like SYS1.x* with UACC or ID(*)>=READ 2 Feb 1999 00:05
E SgF ID(*) Complex Notify

_ DINO

- DINO

DINO

— SYSI1.LPALIB

BOTTOM OF DATA

describes the additional fields.

Table 87. DATASET overview panel - field descriptions

Field

Description

E

Erase-on-scratch flag

SgF

Global, or auditor setting for success and failure auditing.

iD(*)

Shows the access to this profile for ID *, which includes all
RACF-defined users and groups, except for user IDs with the
RESTRICTED attribute. This field only shows unconditional access.

Complex

Name for security data base

Notify

User to be notified of violation

Seclabel

Security label

RETPD

Retention period: days protection provided

CreateDat

Definition date

QUAL

Qualifier as modified by naming convention (ICHCNX00 and
ICHCNV0O). This value together with OWNER determines who can
maintain the profile.

Lv

The data set level. This level is not set or updated by IBM
utilities, but can be used by the installation.

Pri

The relative audit priority for this profile.

InstData

Installation data. To modify this field it is easier to use the MI
line command.

Dataset profile detail display

Select any profile on the data set profile table display to see the detail view. You
can select entries by putting the cursor on the first character of a row selection
field and pressing Enter, or by explicitly typing S and pressing Enter.
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/;Secure Admin DATASET overview --------=------oommmmmoo Line 1 of 43 h
Command ===> Scroll===> (SR
Tike SYS1.** with UACC or ID(*)>=READ 2 Feb 1999 00:05

Identification DINO
Profile name SYS1.CMDLIB
Type GENERIC
Volume serial list
_ Effective first qualifier NAY MOST SUPERIOR GRO
_ Owner SYSPROG_ SYSTEM PROGRAMMIN
Installation data
User Access ACL id When Name InstData
_ -group- ALTER__ SYSPROG_ SYSTEM PRO
_ -group- READ___ C##A__ MANAGEMENT
_ -group- READ___ SYS1__ MOST SUPER
_ C##QARUN NONE___ C##QARUN USER RUNT TESTS ONDER DEZE
Safeguards Other permissions
Erase on scratch No_ Allow all accesses WARNING No_
Audit access success/failures U R Universal access authority READ___
Global audit success/failures ___ Resource level _0
User to notify of violation
Days protection provided #
Mandatory Access Control Statistics
Security label Creating user's connect group SYSPROG
Security level Creation date 28Feb98
Categories list
UsrNm  F1g UsrData
_ EXAMPLE 00 USRDATA MAY BE SHOWN HERE
CKGRACF authority requirement
_ Authority setting DUAL set by C##BGUI at 18 Nov 1997 16:02
Timed commands waiting for execution
_ Queued command (PR): CMD AT 14Apr2000 PERMIT  'SYS1.CMDLIB' CLASS(DATASET) G
Commands requiring administrator action
_ Queued command (R): CMD AT 120ct1999 PERMIT  'SYS1.CMDLIB' CLASS(DATASET) GE
Inactive commands
_ Queued command (E): CMD AT 01Jan1999 FOR 2 PERMIT  'SYS1.CMDLIB' CLASS(DATAS
Commands that have been executed
_ Queued command (X): CMD AT 01Jan1999 FOR 500 PERMIT  'SYS1.CMDLIB' CLASS(DAT
KkkERkKF KA KRR IR FRh Ak kxrkxkkxxxxxx BOTTOM OF DATA **kkkkkhkkhhhrhhrkrhhhrkhhkrhhrds /

Figure 100. DATASET profile detail display

The fields described in[Table 88 might be shown depending on the SETUP options

and data availability.

Identification section

Table 88. Dataset Profile Detail panel - Identification section panel

Field Description
Identification To the far right, the complex name is shown.
Type The profile type, one of GENERIC, VSAM, NONVSAM, MODEL,

or TAPE.

Profile name

The key of the DATASET profile.

Volume serial list

Data set volume serials for discrete profiles.

Effective first qualifier

The first qualifier (user or group), as modified by the installation
naming convention exit and table ICHCNX00 and ICHNCV00),
followed by the user name and the user or group installation
data.

Owner

The owning user or group, followed by the user name and the
user or group installation data.
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Table 88. Dataset Profile Detail panel - Identification section panel (continued)

Field

Description

Installation data

Installation data field of the profile.

If the installation data is too wide for the display, you can view
and edit it more easily using the MI line command on the
tabular display.

Access list fields. [Table 89| describes these fields.
Table 89. Dataset Profile Detail panel - Access list fields

Field Descriptions

User User ID authorized through access list.
Access Access level.

ACL id ID on access list.

When Conditional access applies (class / resource).
Name Name of the user, if applicable.

InstData Installation data of the user or group

The ACL data can be shown in several different formats. For example, the groups
can be expanded to show the user IDs, duplicate references can be resolved, and
operations access can also be shown. See [“Access list display modes - reference|

imaterial” on page 30|and [“Managing the Access List display panel” on page 81| for

information on these formats.

Safeguards fields. [Table 90| describes these fields.
Table 90. DATASET Profile detail display - Safeguards fields

Field

Description

Erase on scratch

This flag shows whether data security erasure has been requested
at the profile-level. Even for 'Yes', the option is only honored if
SETROPTS ERASE has also been set.

Audit access
success/failures

Two one-letter abbreviations for the access level that is to be
audited for successes and failures (violations), respectively. This
setting can be changed by the profile owner.

Global audit
success/failures

Two one-letter abbreviations for the access level that is to be
audited for successes and failures (violations), respectively. Only
the auditor can change this setting.

User to notify of
violation

Userid that has to receive a message when a violation occurs.

Days protection
provided #

The RETPD of tape data sets, checked if the TAPEVOL class is
active.

Other permissions fields. [Table 91| describes these fields.
Table 91. DATASET Profile detail display - Other permissions fields

Allow all accesses
WARNING

The value Yes indicates that warning mode is active. This mode
implies that all accesses are permitted, but a warning message is
indicated if the access normally results in a violation.
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Table 91. DATASET Profile detail display - Other permissions fields (continued)

Universal access
authority

The profile access level (UACC) that applies to all users, even
users not defined in RACFE. This access does not apply to users
with the RESTRICT attribute.

Resource level

The data set level. This level is not set or updated by IBM
utilities, but can be used by the installation.

Mandatory Access Control fields. [Table 92| describes these fields.
Table 92. DATASET Profile detail display - Mandatory Access Control fields

Security label

Contains the resource security label used in Mandatory Access
Control decisions (B1 security).

Security level

Contains the resource security level, which is the minimum level
the user requires for reading the data set.

Categories list

Lists all security categories that the user requires for reading the
data set.

Statistics fields. [Table 93| describes these fields.
Table 93. DATASET Profile detail display - Statistics fields

Field

Description

Creating user's connect

group

The then-current connect group of the user who created the data
set profile.

Creation date

The date that the profile was created.

Additional, optional properties. [Table 94 describes these fields.
Table 94. DATASET Profile detail display - Additional, optional property fields

Field

Description

Audit concern

A concatenation of audit concerns for the profile.

UsrNm The names of the userdata fields, excluding those fields used by
CKGRACF.

Flg Flag associated with the userdata field

UserData Contents of the userdata field

CKGRACEF authority The authority required to change this DATASET profile by

requirement CKGRACF (SINGLE, DOUBLE or TRIPLE). That is, the number of

administrators who must sanction a command.

Timed commands
waiting for execution

Timed commands that have been approved and are now waiting
for their execution date (P). Commands that have an end date
scheduled, remain in this queue until their reversal date (PR).

Commands requiring
administrator action

The commands that have not been fully authorized yet as per the
value specified in CKGRACF authority requirement or per the
system-wide default access level.

Inactive commands

Requested commands that were not fully authorized and then
expired, were withdrawn, or were denied. These inactive
commands are included in the audit trail with other commands
that were not run.

Commands that have
been executed

Commands that were fully authorized and run. These commands
are included in the audit trail.

Chapter 2. RACF Administration Guide 143



For an explanation of the CKGRACF data, see ['RA.2 QUEUED - Queued|

ffommands” on page 185|and .

Line commands on a DATASET profile display

When you use the / line command to ask which line commands are permitted, the
following table opens.

Table 95. Line commands on a DATASET profile display

Command Meaning Explanation

AC Access Check for one  |[“RA.1 ACCESS - Access Check” on page 184
user ID or group.

C Copy data set profile.  ||“C - Copy” on page 55|

D Delete data set profile, [[“D_- Delete” on page 58|

DD or delete a non-base
segment.

E Display event logging. [|“E - Event” on page 59|
RACF Tistdsd The results of the Tistdsd command are
command. presented in a browse panel.

LD RACF Tistdsd DSNS Operates like the L command but also
command. requests display of the data sets covered.

LR List data sets covered “LR - List data sets covered via Report” on|
by profile page 60|

MI Manage instdata. [“MI - Manage information” on page 61|

MR Manage CKGRACF “MR - CKGRACF mulitple authority|
authority requirements |requirement” on page 63

MU Manage “RA.3.9 USERDATA - User data management’]
installation-defined on page 212|
USERDATA

PE Add or delete permit  [|“PE - Add or delete permit” on page 69

R Recreate data set profile |“R - Recreate a profile” on page 70|

RR

S Show additional [“S - Select” on page 72|
information (same as
just putting the cursor
at the selection field)

SE Show application [“SE - Show application segments” on page 72|
segments and |"Application segments” on page 145

X Exclude a profile from [|“X - Exclude profile line command” on pagd

XX FORALL processing. 74

Z Select profile for FORALL ||“Z - Select a profile” on page 74|

77 processing.

34 Data Set List Utility |“34 - Data set list utility” on page 74|

Add new DATASET profile or segment

You can add a new data set profile or empty segment to the current system with
the Add new DATASET profile or segment option on the RACF Data set Selection

panel (Figure 96 on page 132).
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You can also add a new profile by copying an existing one. For details, see
[Copy” on page 55.|If you want to add a dataset profile or segment on another
system, you must use a batch job.

Use the following procedure to add a new dataset profile or segment from the
RACEF Dataset Selection panel.

1. On the RACF Group Selection panel (Figure 86 on page 118), type a / or S in
the Add new DATASET profile or segment field.

2. Press Enter to open the Data set Add panel.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Data set Add

Command ===>
Dataset profile . .
Owned by . . . . . (may also be set in the follow on update dialog)
/  Define new DATASET profile

Add DFP segment

Add TME segment

J

Figure 101. Add DATASET profile panel

3. On the Add panel, you can add a new data set profile, add a segment to an
existing data set profile, or add a combination of a data set and segment. For
information on performing these tasks, see the ISPF panel help.

4. After specifying the field information, press Enter to the immediately add the
data set or segment on the system where you are logged on.
The RACF command response is only shown if there is a nonzero return code.

Notes:

1. When the Add panel displays, the default owner is provided to support users
that do most of their additions in the same group. This value is stored in your
ISPF profile based on previous add data set operations.

2. After the addition operation has successfully completed, a panel opens with the
new profile or segments shown with modifiable fields for further
customization. The format of this panel is the same as the detail display panel
described in [‘Dataset profile detail display” on page 140)

Application segments

When the Show segments option has been selected, or the SE action command is
used, application segments are shown.

The DATASET DFP segment shows the field Resowner, which is the resource owner
(a user or group).

The DATASET TME segment detail display shows the Tivoli Management
Environment role access specifications. The segment display shows the number of
specifications and the first specification.

Print format

After you select the Print format option, a number of additional options are
available for selection. The print data can be formatted in either tabular or
form-oriented by selecting the Full detail form option. The tabular form sacrifices
some detail in favor of a readable printout. The print format can either use a print
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file width of at least 132 characters, or it can be limited to 79 columns through the
Narrow print option. The prints can be sorted in another way than by profile
name through the Sort differently option.

If Sort differently is selected, a sort order panel is displayed for each segment type
to be shown. shows the sort order panel for the base segment.

Menu Options Info Commands Setup h
zSecure Suite - RACF - Data set Sort Order
Command ===>
like SYS1.** with UACC or ID(*)>=READ
Specify up to 3 fields to act as
alternate base segment sort order
Select with 1 or / and optionally 2, 3
Profile name (default)
Qualifier (naming conventions)
Profile type
Installation data
Owner
_ Notify
Creation date (descending)
1 Universal access (descending)
Warning mode
Erase-on-scratch
Retention period (descending)
Level (descending)
By audit priority (descendin
\- y P y ( q) Y
Figure 102. Data set sort order panel

In the sort order panels, one can specify up to three sort keys by entering 1, 2, or 3
in front of the sort criteria. If you want to sort on just one column, it is also
possible to use a / instead of 1.

shows an example of wide tabular print output of dataset profile base

segments, sorted by descending universal access:

zSecure Admin DATASET Overview - complex DINO  14Sep2000 15:59 page 1
Tike SYS1.** with UACC or ID(*)>=READ, sorted by uacc

Profile key TWE UACC Owner QUAL S/F RETPD Created Notify Lv InstData
SYS1.BRODCAST UPDATE SYSPROG SYS1 R 7Nov95
SYS1.CMDLIB READ SYSPROG  SYS1 UR 28Feb98
SYS1.LOCAL.LINKLIB READ SYSPROG  SYS1 UR 28Feb98
SYS1.LOCAL.VTAMLIB READ SYSPROG  SYS1 UR 28Feb98
SYS1.LPALIB READ SYSPROG  SYS1 U R 7Nov95

Figure 103. DATASET Overview Report panel

cCOoOO®

zSecure Admin DATASET Overview - complex DINO  14Sep2000 15:59 page 1
Tike SYS1.** with UACC or ID(*)>=READ, sorted by uacc

Profile key TWE UACC Owner QUAL S/F RETPD Created Notify Lv Pri InstData
SYS1.BRODCAST G UPDATE SYSPROG SYS1 R 7Nov95 10

Concern: Verify why UACC>=UPDATE

SYS1.CMDLIB G READ SYSPROG  SYS1 UR 28Feb98
SYS1.LOCAL.LINKLIB G READ SYSPROG  SYS1 UR 28Feb98
SYS1.LOCAL.VTAMLIB G READ SYSPROG  SYS1 UR 28Feh98
SYS1.LPALIB G READ SYSPROG  SYS1 UR 7Nov95

The TWE columns indicate Type, Warning, and Erase status, respectively. For the
meaning of the other columns see[“Dataset profile tabular display” on page 139

When Narrow print is checked, the output is almost the same, except that
installation data (if any) is on a separate line. This changes if Print ACL is also
selected, the output is shown with each access level on a separate line:
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RACF DATASET profiles - complex DINO
Tike SYS1.#* with UACC or ID(*)>=READ, sorted by uacc

145ep2000

16:02 page 1

Profile key TWE UACC Owner S/F RETPD Created Notify Pri
SYS1.BRODCAST G UPDATE SYSPROG R 7Nov95 10
Concern: Verify why UACC>=UPDATE
Alter: SYSPROG
SYS1.CMDLIB G READ SYSPROG U R 28Feb98
Alter: SYSPROG
Read: C##A SYS1
None: C##QARUN
SYS1.LOCAL.LINKLIB G READ SYSPROG U R 28Feb98
Alter: SYSPROG SYS1
Read: CH##A
None: C##QARUN
SYS1.LOCAL.VTAMLIB G READ SYSPROG U R 28Feb98
Alter: SYSPROG SYS1
Read: C##A
None: C##QARUN
SYS1.LPALIB G READ SYSPROG U R 7Nov95
Alter: SYSPROG

When Full detail form is also selected, the profile forms are separated by dashed
lines. When Resolve to users has been selected, the access list is resolved to user

IDs (matrix).

SYS1
key SYS1.ACDS

DATASET profile name
Type

Effective first qualifier
Owner

User Access ACL id  When

C##BMR1 ALTER  SYSPROG
C##BPK1 ALTER ~ SYSPROG
C##BPK2 ALTER  SYSPROG

DEPT ALTER  SYS1
DEPT1 ALTER  SYS1
DEPT2 ALTER  SYS1
DFHSM ALTER  SYS1
DFRMM ALTER  SYS1
IBMUSER ALTER  SYS1
0SA ALTER  SYS1
STRTASK ALTER  SYS1
SYSPSTC ALTER  SYSPROG
- any - READ *
C##QARUN NONE C##QARUN

Safeguards

Erase on scratch

User to notify of violation
Audit success access level
Audit failures access level

Mandatory Access Control

Security Tabel

DINO 14Sep2000 16:42 BASE page 1
SYS1.ACDS
GENERIC
Sys1 MOST SUPERIOR GROUP
SYSPROG SYSTEM PROGRAMMING
Name InstData
MIKE REED INSTDATA
PETE KENDALL
PETE KENDALL
USR =QA OW=SYS1 USR =QA CNG
USR =QA OW=DEPT USR =QA CNG
USR =QA OW=DEPT USR =QA CNG
DFRMM STARTED TASK U
IBM DEFAULT USER
0SA STARTED TASK USR
DIV STARTED TASK USR
STC USER SYSPROG
USER RUNS TESTS U
Other permissions
No Allow all accesses WARNING No
Universal access authority NONE
UPDATE  Resource Tevel 0
READ
Statistics
........ Creating user's connect group SYSPROG
Creation date 11Nov1998

Security Tevel
Categories list

RA.R RESOURCE - General Resource profiles

The General Resource profiles panel provides access to simple profile selection
functions. Use these functions to add a new profile or segment or select from
profiles in a class like FACILITY or GCICSTRN.
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Menu Options Info Commands Setup

zSecure Suite - RACF - Resource Selection
Command ===> _ start panel

Add new 'general resource profile or segment

Show general profiles that fit all of the following criteria
Class name . . . . FACILITY (class or filter)
Resource profile

1 1 EGN mask
Owned by . . . . . (group or userid, or filter) 2 Exact
Installation data . (substring or *) 3 Match
4 Any match
Additional selection criteria
_ Profile fields _ Access list _ Segment presence _ Absence
Output/run options
Show segments _ AN _ Enable full ACL _ Specify scope
_ Summarize by class _ Print format _ Customize title _ Send as email
Background run _ Full detail form _ Sort differently _ Narrow print
Print ACL _ Resolve to users _ Incl operations _ Print names

Figure 104. Simple resource profile selection

describes the selection criteria on the RACF resource selection report
panel.

Table 96. Resource selection - selection criteria

Class name Limit the display of profiles to a CLASS defined in the CDT. For
example, use JES* to show JESJOBS and JESSPOOL. If left blank,
all resource classes are eligible.

Resource profile If the EGN mask option is selected: an EGN filter to select resource
set profiles can be used. If Exact is selected, the name of the
resource profile must be specified.

EGN mask If the EGN mask is selected, the query interprets the profile name
/Exact/Match /Any as an EGN filter (x- and %-characters are expanded). Exact selects
match the exact RACF profile. Match treats the profile field as a

resource name and selects the best profile that could match the
resource name. Any match treats the profile field as a resource
name and selects all profiles that could match the resource name.

Owned by Indicates the specified owner. The owner can be a user or group.
You can use a filter specification in this field.

Installation data Find occurrence anywhere in the installation data. A filter is not
permitted. When this action runs, it performs a substring scan.

Additional selection criteria can be requested by entering / or S in the entry field
for the following options.

Profile fields For more selection criteria (except referring to connects and
segments), use this checkbox. The selection panel is shown in
|“Additional selection - Profile fields” on page 156/If the field is
not selected, the Profile fields selection criteria are not used but
are saved for later use as long as you remain in RA.R.

Access list For selection based on the contents of the access list (ACL). The
selection panel is shown in [“Additional selection - Access list” on|
Eage 158.| If the field is not selected, those selection criteria are
not used, but are saved for later use as long as you remain in
RA.R.
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Segment presence

If this field is selected, criteria can be specified for the presence
of application segments. A segment selection panel and a
segment field selection panel are shown. Only segments that
contain data that is shown by the product are available. For
example, the SSIGNON segment contains only the SSKEY field
which is not shown because it is considered sensitive and is not
supported for selection.

unless the output option Show segments has also been selected,
selecting the Segment presence option results in showing only
the base segment of profiles that have the specific non-base
segment.If the field is not selected, the selection criteria are not
used but are saved for later use as long as you remain in RA.R.

Segment absence

If this field is selected, absence of a segment can be specified as
an additional selection criterion. If the field is not selected, the
selection criteria are not used but are saved for later use as long
as you remain in RA.R.

lists the output and run options you can specify.

Table 97. Resource selection - output and run options

Show segments

Show a selectable set of application segments for specifying select
and exclude criteria based on segment field values. If this option
is not selected, the segment subset is not used but is saved in
your ISPF profile for later use. This flag setting is saved in your
ISPF profile.

All

This option can be used with Show segments to show all
segments for the selected profiles.

Enable full ACL

This checkbox can be used to gather the information necessary for
adding system-wide operations and default connects to universal
groups to the access list. It implies a full database read. If Print
format is selected, it is only effective if Print ACL has also been
selected or implied.

Specify scope

If this field is selected (with a / ), you can limit the output to the
scope of a userid or group.

Summarize by class

If this field is selected, the resource profiles are grouped by
resource class. This flag setting is saved in your ISPF profile and
is shared by all RA options showing it.

Print format

If this field is selected, output is in print format instead of ISPF
display format. This flag setting is saved in your ISPF profile and
is shared by all RA options showing it. The other print-related
options are only available for selection if the Print format option
is selected. See also [‘Print format” on page 170/

Customize title

If this field is selected together with Print format, you can change
the subtitle for the selection as well as add an extra title that is
saved in your ISPF profile, including your company name,
department, and phone number for example. This flag setting is
saved in your ISPF profile and is shared by all RA options
showing it.

Send as email

If this option is selected along the Print format option, then a
panel opens for specifying the email address destination for this
report. The Send as email option only works if the SMTP options
have been configured using the SETUP OUTPUT function. This flag
setting is saved in your ISPF profile and is shared between all RA
options showing it.
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Table 97. Resource selection - output and run options (continued)

Background run

If this field is selected together with Print format, then a batch job
is submitted to perform the query. This flag setting is saved in
your ISPF profile and is shared by all RA options showing it.

Full detail form

If this field is selected together with Print format, forms (one
subpage per group, separated by dashed lines) are used to include
details. This selection implies selections for the Print connects,
Print names, and Print subgroups options. This flag setting is
saved in your ISPF profile. If you have requested segments, they
are shown on the same page with the other group information. If
the Full detail form field is not selected, each segment type is
shown in its own tabular report. Sample output is shown in
|“Print format” on page 129

Sort differently

If this field is selected together with Print format, then an
alternate sort order can be selected. If you want to change the sort
order in an ISPF display panel (Print format not selected), you
can use the SORT primary command in the actual display. This flag
setting is saved in your ISPF profile.

Narrow print

If this field is selected together with Print format, then the width
of the page is limited to 79 characters, independent of the actual
print file record length. If the field is not selected, then the page
layout you specify must support a width of 132. However, the
length can extend beyond that if the print file has a larger record
length. This flag setting is saved in your ISPF profile and is
shared by all panels showing this option.

Print ACL

If this option is selected along with the Print format option, then
the Connects are printed. The exact output format depends on the
Print names and Narrow print settings. The default sort order (by
descending access) can be changed by selecting the Sort
differently option. To print the access list in resolved form, use
the Resolve to users option. This option is implied by Full detail
form. By not printing the access list, the number of output lines
can be greatly reduced. This flag setting is saved in your ISPF
profile.

Resolve to users

If this option is selected along with the Print format and Print
ACL or Full detail form, then the access list is printed resolved to
individual user IDs, taking into account the way RACF works
with user and group permits and connect groups. The access list
information can be further extended by using the Incl operations
and Print names options. This flag setting is saved in your ISPF
profile.

Incl operations

If this field is selected along with Print format and Print ACL or
Full detail form and Resolve to users, then the printed access list
data includes access through the group-operations attribute. When
Enable full ACL is selected, system-wide operations are also
included. This flag setting is saved in your ISPF profile.

Print names

If this field is selected along with Print format and Print ACL,
then the access lists are printed with names and installation data
added. Only the first part of the installation data is printed,
depending on the setting of option Narrow print. If Narrow print
is selected, the revoke and resume dates for the Connect are not
visible. This flag is implied by Full detail form. This flag setting
is saved in your ISPF profile.

For more information about general resource reports, see the following topics:

* [“Resource profile tabular display” on page 151|
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« |"Resource profile detail display” on page 152

[“General Resource Class Overview” on page 155

[“Additional selection - Profile fields” on page 156|

* [“Additional selection - Access list” on page 15|

* |“Line commands on a RESOURCE profile display” on page 159|

+ [“Add new general resource profile or segment” on page 16()

» |“Application segments” on page 161

Resource profile tabular display

In the selection panel above, all profiles in the class FACILITY are being requested.
This results in the following overview:

zSecure Admin General resource overview ------------—------ Line 7 of 290 h
Command ===> Scroll===> CSR

Class FACILITY 2 Feb 1999 00:05

Class Profile key T UACC Owner S/F W

__ FACILITY $CNG.CMD.ACCESS.ALL NONE___ SYSAUTH_ _ R _

__ FACILITY $CNG.CMD.AUTHORITY NONE___ SYSAUTH_ _ R _

__ FACILITY $CNG.CMD.AUTHORITY.C##QA002 NONE___ SYSAUTH_ _ R _

__ FACILITY $CNG.CMD.AUTHORITY.* G NONE___ SYSAUTH_ _ R _

__ FACILITY $CNG.CMD.CMD.ASK.=* G UPDATE_ SYSAUTH R R _

s_ FACILITY $CNG.CMD.CMD.EX.ALTUSER UPDATE_ SYSAUTH R R _

__ FACILITY $CNG.CMD.CMD.EX.* G UPDATE_ SYSAUTH R R _
= FACILITY $CNG.CMD.CMD.REQ.CONNECT NONE___ SYSAUTH R R _ )

By scrolling to the right, additional fields can be displayed. The following fields of
interest are shown:

Class The profile class

Profile key The profile name

T The profile type: a G for a generic profile and blank otherwise.
UACC The universal access level for the profile.

Owner Owner

S Audit success level

F Audit failure level

w Profile is in Warning mode

SgF Global, or auditor setting for success and failure auditing.
ID(*) This field shows the access to this profile for ID *. This access

level applies to all RACF-defined users and groups, except for
user IDs with the RESTRICTED attribute. This field only shows
unconditional access.

Complex Name for security data base

Notify User to be notified of violation

Seclabel Security label

CreateDat Definition date

ApplData Application data. The data listed depends on the profile class.

Lv The resource level. This level is not set or updated by IBM
utilities, but can be used by the installation.

Pri The relative audit priority for this profile.

InstData Installation data
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Resource profile detail display

Select any profile on the resource profile table display to see the detail view.
Selection can be done by putting the cursor on the first character of row selection
field and pressing Enter, or by explicitly typing S there and pressing Enter.

A detail display is shown in

zSecure Admin General resource overview ------------------- Line 1 of 46 )
Command ===> Scroll===> CSR
Class FACILITY 2 Feb 1999 00:05

Identification DINO

Class FACILITY

Profile name $CNG.CMD.CMD.EX.ALTUSER

Type

Volume serial list

Owner SYSAUTH_ AUTHORIZATION GRO

Installation data
Application data

User Access ACL id When Name InstData
_ -group- ALTER__ SYSPROG_ SYSTEM PRO
_ C##QA001 CONTROL C##QA001 QA SUBJECT 001
_ -group- UPDATE_ C##ARACF DIRECT LIV
_ -group- UPDATE_ C##QA___ Q.A. TESTS
Safeguards Other permissions
User to notify of violation AlTow all accesses WARNING No_
Audit access success/failures R R Universal access authority NONE___
Global audit success/failures ___ Resource level _0
Mandatory Access Control Statistics
Security Tabel Creation date 12Mar97

Security level
Categories list

UsrNm Flg UsrData

EXAMPLE 00 USRDATA MAY BE SHOWN HERE AS WELL

CKGRACF authority requirement

Authority setting DUAL set by C##BGUI at 18 Nov 1997 16:03

Timed commands waiting for execution

Queued command (PR): CMD AT 15Apr2000 PERMIT  '$CNG.CMD.CMD.EX.ALTUSER' CLAS
Commands requiring administrator action

Queued command (R): CMD AT 190ct1999 PERMIT  '$CNG.CMD.CMD.EX.ALTUSER' CLASS
Inactive commands

Queued command (E): CMD AT 03Jan1999 FOR 8 PERMIT  '$CNG.CMD.CMD.EX.ALTUSER'
Commands that have been executed

Queued command (X): CMD AT 02Jan1999 FOR 499 PERMIT  '$CNG.CMD.CMD.EX.ALTUSE
Other CKGRACF data

Internal authority setting DUAL set by C##QARUN at 1 Dec 1998 08:24

BOTTOM OF DATA
- J

Figure 105. Resource profile detail display

The following fields of interest can be shown (depending on SETUP options, and
data availability).

Identification section

Identification To the far right, the complex name is shown.

Class The profile class
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Type

The profile type, one of GENERIC, VSAM, NONVSAM, MODEL,
or TAPE. If this field is left blank, it indicates a DISCRETE
profile.

Profile name

The key of the general resource profile. Long names are
wrapped.

Volume serial list

Volume serials for discrete TAPEVOL profiles

Owner

The owning user or group, followed by the user name and the
user or group installation data.

Installation data

Installation data field of the profile. If you need to edit wide
data, it is easier to use the MI line command on the tabular
display.

Application data

Application data. The meaning of this field depends on the class.
If you need to edit wide data, it is easier to use the MI line
command on the tabular display.

Access list section

User Userid authorized through access list

Access Access level

ACL id Id on access list

When Conditional access applies (class and resource name)
Name Name of the user (if applicable)

InstData Installation data of the user or group

Members section

The Members section lists the members of the resource profile. It is only shown if

applicable.

Safeguards section

User to notify of
violation

Userid that has to receive a message when a violation occurs.

Audit access
success/failures

Two one-letter abbreviations for the access level that is to be
audited for successes and failures (violations), respectively. This
setting can be changed by the profile owner.

Global audit
success/failures

Two one-letter abbreviations for the access level that is to be
audited for successes and failures (violations), respectively. This
is the setting that only an auditor can change.

Other permissions section

Allow all accesses
WARNING

Shows Yes for warning mode. This implies all accesses are
permitted but with warning messages where normally a violation
would have occurred.

Universal access
authority

The profile access level (UACC) that applies to all users, even
those not defined in RACEF. This access does not apply to users
with the RESTRICT attribute.

Resource level

The resource level is not set or updated by IBM utilities, but can
be used by the installation.
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Mandatory Access Control section

Security label

This contains the resource security label used in Mandatory
Access Control decisions (B1 security).

Security level

This contains the resource security level, which is the minimum
access level the user must have to access the resource.

Categories list

This lists all security categories the user must have to access the
resource.

Statistics section

Creation date

This is the date that the profile was created.

Additional, optional properties

Audit concern

A concatenation of audit concerns for the profile.

UsrNm The names of the userdata fields, excluding those fields used by
CKGRACF.

Flg Flag associated with the userdata field.

UsrData Contents of the userdata field.

CKGRACEF authority The authority required to change this profile by CKGRACF

requirement (SINGLE, DOUBLE or TRIPLE). This authority level represents

the number of administrators who must approve a command
before it can be run.

Timed commands
waiting for execution

Timed commands that have been approved and are now waiting
for their execution date (P). Commands that have scheduled end
date remain in this queue until their reversal date (PR).

Commands requiring
administrator action

The commands that have not been fully authorized yet as per the
CKGRACEF authority requirement authority or per the
system-wide default value.

Inactive commands

Requested commands that were not fully authorized and then
expired, were withdrawn, or were denied. Inactive commands
are included in the audit trail with other commands that were
not run.

Commands that have
been executed

Commands that were fully authorized and run. These commands
are included in the audit trail.

Other CKGRACF data

The userdata fields used by CKGRACF for other purposes. An
internal authority requirement can be shown here, typically for
CKGRACF profiles. This is the authority setting associated with a
CKGRACF command for which this profile determines the
protection. It is not associated with the CKGRACF authority setting
of this profile itself.

For an explanation of the CKGRACF data refer to[“RA.2 QUEUED - Queued|

commands” on page 185|and [“MR - CKGRACF mulitple authority requirement” on

page 6§I

The ACL can be shown in several different formats. For example, the ACL format
shown is SORT- the groups can be expanded to the user IDs contained therein,
duplicate references can be resolved, and operations access can also be shown.

Refer to|“Access list display modes - reference material” on page 30| and

[“Managing the Access List display panel” on page 81|for further explanation.
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General Resource Class Overview

The query shown in [“Resource profile detail display” on page 152 specifically
selected the FACILITY class. If you do not select a specific class the profile
overview is preceded by a class overview.

zSecure Admin General resource overview --------------—---- Line 1 of 53 h
Command ===> Scroll===> CSR
A11 profiles 2 Sep 1999 14:49
Class Profiles Generic Discrete Max Len Total Len Max UAC
___ ACCTNUM 3 1 2 175 467 NONE
__ AIMS 2 0 2 133 265 NONE
__ APPCLU 24 1 23 172 3056 NONE
__ APPCPORT 12 0 12 132 1556 NONE
__ APPCSERV 2 1 1 137 270 NONE
__ APPCTP 2 1 1 246 383 READ
__ APPL 18 0 18 198 2490 NONE
___ CcIcscmb 2 0 2 117 228 NONE
__ CONSOLE 4 1 3 180 544 READ
_ CSFKEYS 1 1 0 122 122 NONE
__ CSFSERV 1 1 0 122 122 NONE
__ DASDvVOL 3 1 2 135 395 NONE
___ DCEUUIDS 1 0 1 165 165 NONE
_ DIGTCERT 24 0 24 257 5078 TRUST
__ DIGTCRIT 2 0 2 119 238 NONE
__ DIGTNMAP 4 0 4 269 850 NONE
_ DLFCLASS 4 2 2 158 539 NONE
__ DSNR 1 0 1 131 131 NONE
_ FACILITY 385 136 249 670 69663 UPDATE
__ FIELD 89 15 74 194 11431 NONE
__ GCICSTRN 3 0 3 164 470 READ
__ GLOBAL 3 0 3 203 486 NONE
__ GSDSF 1 0 1 182 182 NONE
__ IBMOPC 2 1 1 274 510 NONE
__ JESINPUT 2 0 2 117 221 READ
_ JESJOBS 1 1 0 98 98 READ
__ JESSPOOL 41 41 0 213 7048 READ
__ NETCMDS 2 1 1 630 752 NONE
_ NETSPAN 1 1 0 122 122 NONE
__ NODES 12 11 1 180 1729 CONTROL
__ OPERCMDS 39 29 10 271 7913 READ
___ PERFGRP 1 1 0 98 98 READ
__ PROGRAM 45 0 45 2270 18480 READ
___ PTKTDATA 13 1 12 143 1684 NONE
__ RACFVARS 8 0 8 301 1611 READ
__ ROLE 8 0 8 343 1322 NONE
___ RRSFDATA 9 4 5 267 1488 READ
__ SDSF 33 18 15 216 4839 UPDATE
___ SECDATA 2 0 2 1039 1194 NONE
_ SECLABEL 6 0 6 142 683 NONE
_ STARTED 134 133 1 159 15825 NONE
__ SURROGAT 44 5 39 268 7308 NONE
_ SYSMVIEW 4 1 3 184 676 NONE
__ TAPEVOL 20 14 6 534 4372 READ
__ TERMINAL 4 1 3 147 486 NONE
__ TSOAUTH 7 0 7 207 1085 READ
__ TSOPROC 20 3 17 295 4463 READ
_ UNIXMAP 94 0 94 258 11846 NONE
___ VMCMD 1 0 1 137 137 NONE
__ VMMDISK 5 4 1 118 552 NONE
__ VMPOSIX 12 1 11 181 2038 NONE
__ VTAMAPPL 11 0 11 105 1155 NONE
__ WRITER 1 1 0 142 142 READ
BOTTOM OF DATA

o J

In this overview, the PROGRAM class has 45 discrete profiles. The SDSF class has
33 profiles, of which 18 are generic and 15 are discrete. The biggest general
resource profile is in the PROGRAM class (2270 bytes), and the general resource
class that uses the most space is FACILITY. The user, group, and data set profiles
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are not listed in this overview. You can view the profiles by selecting any class in
the overview. This selection opens the panel listing the profiles in the specified
class.

Additional selection - Profile fields

If the Profile fields field is selected in the additional selection section, the panel
shown in is displayed.

Menu Options Info Commands Setup h
zSecure Suite - RACF - Resource Selection
Command ===>
Class %CIC*
Specify additional selection criteria:Profile properties
Creation date . . . (date: yyyy-mm-dd/ddMMMyyyy/TODAY-nnn)
Complex . . . . . . (complex name or filter)
Search words or phrases, separated by commas, use ' 'c to preserve case:
Profile . . . . . .
Memberlist . . . . CEDA
FEU 6 6 0 0 0 0 o . (installation defined resource Tevel)
Enter "/" to include Enter "/" to limit UACC or ID(*) Show merged
/ Generic _ Queued cmds 1. None memberlist
/ Discrete _ Userdata 2. Execute _ 1. No
/  Warning mode _ Universal access 3. Read 2. Yes
/ No warning _ Uncond. ID(*) 4. Update 3. Duplicates
5. Control
6. Alter
7. Ignore UACC
o J

Figure 106. Advanced resource profile selection

In the example shown, we are looking for profiles in any CICS class that contain
the substring CEDA in their member lists.

describes the advanced selection criteria available for the RACF resource
report.

Table 98. RACF resource selection - Advanced selection criteria

Criteria Description

Creation date operator |Use the operator to determine the date for operator selection. Use
< and <= for selection prior to or on the date specified, > or >=
for later dates, = for exact dates, *= and <> for all but the
specified date.

Creation date The date the profile was defined. The date can be specified in
any of the following formats:

e ddmmmyyyy, 01jan1998 for example.

* yyyy-mm-dd , 1998-01-01 for example.

= TODAY

¢ TODAY-xx where xx is a number of days

* DUMPDATE where dumpdate is the database unload date.
 DUMPDATE-xxx

Complex In a complex with this name, or a matching complex if a filter is
used.
Profile Text strings that can appear anywhere in the profile, CEMT,DCMT

for example.

Memberlist Text strings that can appear in the member list only, CEMT,DCMT
for example.
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Table 98. RACF resource selection - Advanced selection criteria (continued)

Criteria

Description

Level operator

Use the operator to determine a level present in the profile. Use
< and <= for selection less than or equal to the level, > or >= for
high level, = for exact level, == and <> for all but the specified
level.

Level This numerical field indicates the resource level. This level is not
set or updated by IBM utilities, but can be used by the
installation.

Generic Show generic profiles

Discrete Show discrete profiles

Warning mode

Show profiles in warning mode

No warning

Show profiles not in warning mode

Queued cnds

Show only profiles that have one or more queued commands.

Userdata

Show only profiles with userdata

Universal access

When this field is selected and Uncond. ID(*) is not, the UACC or
ID(*) selection only applies to UACC. When both or neither are
selected, the selection applies to both UACC and ID(¥).

Uncond. ID(*)

When this field is selected and Universal access is not, the UACC
or ID(*) selection only applies to ID(*). When both or neither are
selected, the selection applies to UACC and ID(¥).

UACC or ID(*)

Show all general resource profiles with the specified UACC or an
ACL entry with ID(*) that has the specified access level for the
Operator specified in the entry field.

Show merged
memberlist

Specify 1 for normal' output. Specify 2 to show a member
overview first, followed by a profile overview at a deeper level.
Specify 3 to show an overview of duplicate members, followed
by a profile overview at a deeper level.

The merged memberlist option is not the way to find all profiles with members
that cover a given resource. Use option RA.3.7 Match (see|“RA.3.7 MATCH - Find|

[profiles that cover a data set or resource” on page 216)) instead.

A sample profile display is the following figure.

zSecure Admin General resource overview -------------------- Line 1 of 1

Command ===>

Class %CIC*, containing CEDA
Class Profile key
s_ GCICSTRN CIC410A.HANK

Scroll===> CSR
2 Feb 1999 00:05
T UACC Owner S/FW
NONE__ CH##BWTK_ R _

BOTTOM OF DATA

The member list can be found on the detail display.
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zSecure Admin General resource overview -------------——---—- Line 1 of 33
Command ===> Scroll===> CSR
Class %CICx, containing CEDA 2 Feb 1999 00:05

Identification DINO
Class GCICSTRN

Profile name CIC410A.HANK

Type

Volume serial list

Owner CH##BWTK_ WIGHT KENDALL
Installation data
Application data

User Access ACL id When Name InstData
_ C##BWTK ALTER__ CH##WTK_ WIGHT KENDALL
Members
_ CEDA
_ CEMT
Safeguards Other permissions
User to notify of violation AlTow all accesses WARNING No_
Audit access success/failures R Universal access authority NONE___
Global audit success/failures _ Resource Tevel 0
Mandatory Access Control Statistics
Security Tabel Creation date 10Apra8

Security Tevel
Categories list

BOTTOM OF DATA

Additional selection - Access list

If the option Access list to display the second additional selection criteria panel
has been selected, the panel shown in|Figure 107 on page 159|is displayed.

Note:

See|”Access list display modes - reference material” on page 30| for more
information about the access list.
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Info

Command ===>

Commands  Setup

zSecure Suite - RACF - Resource Selection

# permits

Id on access Tlist .
When resource . . .
Access Tevel

Access list filtering

Class %CICx, containing CEDA
Specify additional selection criteria:
Find a combination of the following in the access list

# conditional permits :

Only show matching ACL entries

(operator: < <= > >= = <> "= )
(operator: < <= > >= = <> 7= )
(*, group or userid, or filter)

(resource name or filter)

1. None When class 1. CONSOLE
2. Execute 2. APPCPORT
3. Read 3. TERMINAL
4. Update 4. JESINPUT
5. Control 5. SYSID
6. Alter 6. PROGRAM
7. Ignore 7. SERVAUTH
8. CRITERIA
9. Present
10. Ignore

Figure 107. Access list selection

describes the supported selection criteria.

Table 99. Resource selection report - selection criteria

Criteria

Description

# permits

Specify the number of permits the profile should have.

# conditional permits

Specify the number of conditional permits the profile should
have.

Id on access list

User or group on the access list (access that a user has through a
group is not supported in this selection). You can use filters,
consisting of % (one char), * (>1 char) and : (search).

When resource

You can select all resource profiles that have a conditional access
list involving the string specified in the resource name for the
condition. You can use the following filters in the ID
specification: % for one character, * for one or more characters,
and : for a substring scan.

Access level Operator

Use the operator to determine an access level present in the ACL.
Use < and <= for selection less than or equal to the level, > or >=
for high access, = for exact access, == and <> for all but the
specified access level.

Access level

Show all resource profiles with at least one permit with an access
level satisfying the Access level Operator.

When class

Show all resource profiles with a conditional access involving the
class indicated.

Only show matching
ACL entries

Show a subset of the access list, consisting of the access list
entries that match all of the criteria selected on this panel.

Line commands on a RESOURCE profile display

When you use / line command to ask which line commands are permitted, the
following table is shown.
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Table 100. Line commands on a RESOURCE profile display

Command

Meaning

Explanation

AC

Access Check for one
userid or group

|"RA.1 ACCESS - Access Check” on page 184

C

Copy general resource
profile

|“C - Copy” on page 55|

CC

Copy to a different
class

|“CC - Copy to a different class” on page 56|

Delete general resource
profile, or delete a
non-base segment,

“D - Delete” on page 58
pag

Display event logging

“Reporting on general resource events (EV.R)”|

on page 562]

Set or delete APPCLU
session key

“K - Manage APPCLU and PTKDATA keys”|

on page 59|

RACEF rlist command

The output from the r1ist command is
presented in a browse panel.

MI

Manage information

[“MI - Manage information” on page 61|

MR

Manage CKGRACF
authority requirements

“MR - CKGRACF mulitple authority|

requirement” on page 63|

MU

Manage
installation-defined
USERDATA

“RA.3.9 USERDATA - User data management’]

on page 212|

PE

Add or delete permit

|“PE - Add or delete permit” on page 69|

RR

Recreate general
resource profile

|“R - Recreate a profile” on page 70|

Show additional
information

|“S - Select” on page 72|

SE

Show application
segments

|“SE - Show application segments” on page 72

and [ Application segments” on page 161

XX

Exclude a profile from
FORALL processing.

“X - Exclude profile line command” on pagd

74

77

Select profile for FORALL
processing.

|“Z - Select a profile” on page 74|

Add new general resource profile or segment

By pressing the push button Add new general resource profile or segment on the RA.R
panel (put the cursor on it and press ENTER or put a / in front of it and press
ENTER), you can request addition of a new, vanilla, general resource profile, or
addition of an empty segment on the current system only. If you want to make a
copy of an existing profile instead of building from scratch, or add a profile on
another system through a batch job, type the profile name in the simple selection
panel, display it, and then put the C (Copy) line command in front of it, instead of
using this push button. The simple selection panel is described in

[RESOURCE - General Resource profiles” on page 147 |

When you press the Add new general resource profile or segment button the panel

shown in [Figure 108 on page 161is displayed.
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Menu Options Info Commands Setup

zSecure Suite - RACF - Resource Add
Command ===>

Class name . . . . (required)
Profile name

(required)
wned by . . . . . may also be set in the follow on update dialog
Owned b ( 1so b in the foll d dialog)

/ Define new general resource profile

Add CDTINFO segment Add PROXY segment
Add CFDEF segment Add SESSION segment
Add DLFDATA segment Add SIGVER segment
Add EIM segment Add STDATA segment
Add ICSF segment Add SVFMR segment
Add ICTX segment Add TME segment
Add KERB segment

Seclevel . . . . .
\Custom field type . 1. CHAR 2. NUM 3. FLAG 4. HEX

Figure 108. Add resource profile panel

When a new general resource profile is added, you specify a resource profile
owner. The owner of the resource profile is saved to your ISPF profile and becomes
the default profile owner for new profiles that you add. You can choose one of the
following options: add a new profile, add a new segment to an existing profile, or
add a new profile with a new segment. For the CFDEF segment, you are prompted
to specify the Custom field type. For the SECLABEL class, you are prompted to
specify the Seclevel. For the DIGTRING class, a panel displays which allows you
to specify the Key ring name and Key ring owner. After you press Enter, the add
command runs immediately on the system you are logged on to. The RACF
command response is only shown if there is a nonzero return code. Next, the new
profile, or segments are displayed with modifiable fields for further customization.
The format of the display is the same as the detail display described in
frofile detail display” on page 152

Application segments

When the Show segments option is selected, or the SE action command is used,
application segments are displayed.

+ [“"CDTINFO segment (CDT class)” on page 162|

« |“CFDEF segment (CFIELD class)” on page 163

* [“CERTDATA segment (DIGTCERT class)” on page 164|

* ["'DLFDATA segment (DLFCLASS class)” on page 165|

* |“EIM segment (LDAPBIND and FACILITY class)” on page 165|

* [“ICSF segment (CSFKEYS, GCSFKEYS, XCSFKEY,and GXCSFKEY class)” on|
page 166

+ |"ICTX segment” on page 166

* ["IDIDMAP Identity propagation mapping” on page 167|
 |"PROXY segment (LDAPBIND and FACILITY class)” on page 167|
* [“SESSION segment (APPCLU class)” on page 168

+ [“SSIGNON segment (PTKTDATA class)” on page 168

+ [“SIGVER segment (General Resource class)” on page 168|

* |“STDATA segment” on page 169
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 |"SVFEMR segment (SYSMVIEW class)” on page 169

* |["TME segment” on page 170|

* |"DIGTNMAP Certificate Filters” on page 170

CDTINFO segment (CDT class)

The CDTINFO segment for the CDT class is not supported under z/VM. In a
RACEF database that is shared between z/VM and z/OS, process these segments
from the zSecure for z/OS product.

The CDTINFO segment is only valid for the CDT resource class. It is used to
define classes in the dynamic CDT.

In this segment, the POSITs of related grouping and member classes are kept
synchronized. When you overtype the POSIT of a grouping or member class with
a value, an additional command is generated to also change the POSIT of the
related class to the same value. You can still have grouping and member class pairs
with unlike POSITs by setting the POSITs before creating the grouping and member

relation.

Table 101. CDTINFO segment (CDT class)

Overview field

Detail field

Explanation

Pos

POSIT (options set id)

The options set id, a number in the range 0 to
1023 identifying a set of SETROPTS options
that govern the activity of the user-defined
class and all other classes having the same
POSIT value.

Grouping

Related grouping class

For member classes, this field contains the
name of the related grouping class

Members

Related member class

For grouping classes, this field contains the
name of the related member class

RC

Default not-found RC

The default return code for the user-defined
class

Oper

OPERATIONS
honored

Whether OPERATIONS authority is honored
for the user-defined class

UACC

Default UACC

The default universal access for the
user-defined class.

Max

Maximum length

The maximum length of resource and profile
names of the user-defined class.

MxE

Maximum length with
ENTITY

The backward compatible maximum profile
name length to be used with the ENTITY
keyword form of the RACROUTE macro.

Scl

SECLABELs required

Whether SECLABELs are required for profiles
in the user-defined class.

MAC

MAC checking

Which type of mandatory access control
(MAC) processing is required for the
user-defined class.

PrA

Profile definition
allowed

Whether profiles are permitted in the
user-defined class

GnA

GENERIC/GENCMD
status

Whether SETROPTS GENERIC and GENCMD
are permitted for the class
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Table 101. CDTINFO segment (CDT class) (continued)

Overview field

Detail field

Explanation

Racl

RACLIST status

Whether profiles in the user-defined class can
or cannot be SETROPTS RACLISTed, or are
required to be RACLISTed.

Genl GENLIST status Whether the user-defined class can be
GENLISTed
Sig Send ENF signal Whether an ENF signal must be sent when
the user-defined class is being RACLISTed,
NORACLISTed, or RACLIST REFRESHed.
Qu Generic scan limit The number of qualifiers at the start of the
(quals) profile name that cannot be generic.
Lwr Profile names case Whether profile names in the user-defined
sensitive class are kept as is or are converted to
uppercase.
AN#S Syntax 1st character The syntax rules for the first character of a
(raw) profile name in the user-defined class.
AN#S Syntax remainder The syntax rules for the remainder characters

(raw)

of a profile name in the user-defined class.

CFDEF segment (CFIELD class)

CFDEF segments can only be added at CFIELD profile creation time, and not later.
When adding a CFIELD profile, a CFDEF segment and a Custom field data type

are required.

Table 102. CFDEF segment (CFIELD class)

Overview field

Detail field

Explanation

RACF header

Custom field listing
header

The heading to display in the output for the
LISTUSER or LISTGRP command whenever the
CSDATA segment is listed.

Type Custom field type The data type of the custom field. Valid data
types are CHAR, NUM, FLAG, and HEX.

MaxL Custom field max Maximum length of the value supported in
length NUM-type custom fields.

MinVal Custom field min Minimum value supported in NUM-type custom
value fields.

MaxVal Custom field max Maximum value supported in NUM-type
value custom fields.

CF1 Custom field first char |Syntax value of first character of CHAR-type

fields. The default format prints a string such
as AN#S where the letters indicate which
character is permitted for a first character in
CHAR-type fields. Possible values are:

A for alphabetic
N for nationals
# for numerics

S for all other characters
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Table 102. CFDEF segment (CFIELD class) (continued)

Overview field

Detail field

Explanation

CFo

Custom field other
chars

Syntax value of non-first characters of
CHAR-type fields. The default format prints a
string such as AN#S where the letters indicate
which character is permitted for non-first
characters in CHAR-type fields. Possible values
are:

A for alphabetic

N for nationals

# for numerics

S for all other characters

Mix

Custom field mixed
chars

Indicates whether mixed case characters are
permitted in CHAR-type custom fields.

Help text

Custom field help text

Provides the help text for the custom field.

CERTDATA segment (DIGTCERT class)
The DIGTCERT CERTDATA segment contains digital certificate information.

Table 103. CERTDATA segment (DIGTCERT class)

Overview field

Detail field

Explanation

Profile key

Ring profile name

Profile key

#Cert n/a Number of certificates

Digital certificate | Digital certificate Label of the certificate

labels labels

User User Userid associated with the certificate

Tru Tru Whether the certificate is marked as trusted
Cert. sta Certificate startdate Certificate is valid from this date/time
Cert. end Certificate enddate Certificate is valid until this date/time
Subject's Subject's distinguished | The user for whom the certificate was issued
distinguished name

name

Issuer's Issuer's distinguished |Name of the issuer of the certificate
distinguished name

name

Serial number

Serial number

Serial number of the certificate

Key Type

Private Key Type

Type of private key

n/a

Private Key Size

Contains the size, in bits, of the private key

n/a

Certificate Iser

Contains the last eight bytes of the last
certificate that was signed with this key

n/a

Certificate AltName
email

The email addresses of the subject as found in
the subjectAltName extension of the certificate.

n/a

Certificate AltName
domain

The domain names of the subject as found in
the subjectAltName extension of the certificate.

n/a

Certificate AltName IP
addr

The IP addresses of the subject as found in the
subjectAltName extension of the certificate.

n/a

Certificate AltName
URI

The universal resource identifiers of the
subject as found in the subjectAltName
extension of the certificate.

164 Admin and Audit for RACF, Version 1.13.0: User Reference Manual




Table 103. CERTDATA segment (DIGTCERT class) (continued)

Overview field

Detail field

Explanation

n/a RACEF format The keyUsage extension of the certificate as
RACF would show it.

n/a X509 format The keyUsage extension of the certificate as
defined by the X.509 standard.

n/a Ringname A list of full names (userid and keyringname)

of the keyrings to which this digital certificate
is connected.

CERTDATA segment (DIGTRING class)
The DIGTRING CERTDATA segment contains key ring information.

Table 104. CERTDATA segment (DIGTRING class)

Overview field |Detail field Explanation

n/a Certificate Label The certificate label

n/a Usage The type of authorization the certificate is
used for within the ring

n/a Dflt Indicator whether the certificate is the default
certificate within the ring

n/a Certificate name The certificate name

DLFDATA segment (DLFCLASS class)
The DLFDATA segment is only valid for the DLFCLASS resource class. It specifies
information that controls DLF objects in profiles in the DLFCLASS.

Table 105. DLFDATA segment (DLFCLASS class)

Overview field

Detail field

Explanation

Ret

Retain flag byte

Retain flag byte

Jobs

Jobnames

The number of job names on the overview ,
and job names on the detail level.

EIM segment (LDAPBIND and FACILITY class)

The EIM segment is used to store Enterprise Identity Manager information. The
EIM segment is only valid for user IDs and the LDAPBIND and FACILITY
resource classes. The three Registry fields are only valid on the
IRR.PROXY.DEFAULTS profile in the FACILITY class.

Table 106. EIM segment (LDAPBIND and FACILITY class)

Overview field

Detail field

Explanation

EIM DomainDN

EIM Domain
Distinguished Name

The distinguished name of the EIM domain.

Options

EIM options

Options that control the EIM configuration.

Local Registry

Local RACEF registry
for EIM

Name of the local RACF registry in EIM
domains.

Kerberos
Registry

Kerberos registry for
EIM

Name of the Kerberos registry in the EIM
domain that the system uses.

X509 Registry

X509 registry for EIM

Name of the X509 registry in the EIM domain
that the system uses.
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ICSF segment (CSFKEYS, GCSFKEYS, XCSFKEY,and GXCSFKEY
class)

The ICSF segment is used to store Integrated Cryptographic Service Facility
attributes for the keys that are controlled by general resources profiles in classes
CSFKEYS, GCSFKEYS, XCSFKEY, and GXCSFKEY.

Table 107. ICSF segment

Overview field |Detail field Explanation
ASE Asym. key usage This field specifies whether the asymmetric
SECUREEXPORT key controlled by general resources profiles in

the ICSF related classes can be used to export
or import symmetric keys.

AHS Asym. key usage This field specifies whether the asymmetric
HANDSHAKE key controlled by general resources profiles in
the ICSF related classes can be used to protect
communication channels.

SKEx Symmetric key This field indicates whether the symmetric
exportable by keys covered by general resources profiles in
the ICSF related classes are permitted to be
exported.
SCW Symmetric Key CPACF | This field indicates whether the symmetric
wrap keys covered by general resource profiles in
the ICSF related classes are allowed to be
rewrapped.

Note: The key rewrapping operation requires
the key to exist in plain text outside of the
tamper-resistant hardware. If your site
requires that a particular encrypted key never
exists in plain text outside of
tamper-retamper-resistant, then
SYMCPACFWRAP=NO.

PKDSIbl PKDS labels This repeated group field specifies a list of the
ICSF key labels pertaining to public keys
which can be used to export the symmetric
keys covered by general resources profiles in
the ICSF related classes.

Klbl# # PKDS labels Count of PKDS labels.

Clbl Certificate labels This repeated group field specifies a list of
digital certificate labels that can be used to
export the symmetric keys controlled by
general resources profiles in the ICSF related
classes.

Clbl# # Certificate labels Count of certificate labels.

ICTX segment

The ICTX segment contains the configuration options that control the Identity
Context Extension (ICTX). It is only valid for specific profiles in the LDAPBIND
class.

Table 108. ICTX segment (LDAPBIND class)

Overview field |Detail field Explanation

EIM ICTX uses EIM to map | The ICTX identity cache uses Enterprise
Identity Mapping (EIM) services to find a
mapping to a z/OS user ID
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Table 108. ICTX segment (LDAPBIND class) (continued)

Overview field

Detail field

Explanation

Use

ICTX stores mapping

The ICTX identity cache stores an identity
mapping to a local z/OS user ID when
provided by the application

Req ICTX requires The ICTX identity cache requires identity
mapping mapping to a z/OS user ID
Time ICTX mapping timeout | The time (in seconds) the ICTX identity cache

stores an identity mapping

IDIDMAP Identity propagation mapping
The IDIDMAP display contains identity propagation mapping information.

Table 109. Identity propagation mapping - segment field descriptions

Overview field

Detail field

Explanation

#Maps

n/a

Number of identity mappings in the profile.

Profile key

Profile name

The profile name.

n/a Mapping label The labels for the identity mappings.

n/a Userid The userids to which the distributed identities are
mapped.

n/a Registry The registries for the distributed identities mapped.

KERB segment (REALM class)
The KERB segment is only valid for the REALM resource class. It specifies z/OS
SecureWay Server Network Authentication and Privacy Service information.

Table 110. KERB segment (REALM class) - Segment field descriptions

Overview field |Detail field Explanation
Kerberos name | Kerberos name Kerberos realm name.
MinTktLife Minimum ticket life Minimum ticket life granted for this realm in
seconds.
DefTktLife Default ticket life Default ticket life granted for this realm in
seconds.
MaxTktLife Maximum ticket life Maximum ticket life granted for this realm in
seconds.
Encryption Supported encryption |Types of encryption that can be used for this
types realm.
Chk Validate address in This field specifies whether the Kerberos
tickets server validates network addresses in
encrypted tickets as part of ticket validation
processing.

PROXY segment (LDAPBIND and FACILITY class)
The PROXY segment is only valid for the LDAPBIND and FACILITY classes. It is
used to store LDAP proxy server information.

Table 111. PROXY segment (LDAPBIND and FACILITY class) - Segment field descriptions

Overview field

Detail field

Explanation

LDAP host

LDAP host

Host of LDAP server to contact
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Table 111. PROXY segment (LDAPBIND and FACILITY class) - Segment field
descriptions (continued)

Overview field |Detail field Explanation
Bind name Bind distinguished Bind information for LDAP server being
name contacted

SESSION segment (APPCLU class)
The SESSION segment is only valid for the APPCLU resource class. This segment
is used to control the establishment of sessions between logical units under LU6.2.

In the detail view of the segment, the session entity names are listed, the numbers
of failures, and the session key (if the input is not an UNLOAD).

No information is shown from the SSIGNON segment (classes PTKTDATA and
KEYSMSTR) because this segment only contains an encryption key.

Table 112. SESSION segment (APPCLU class)

Overview field Detail field Explanation

ConvSecL Conversation security |Conversation security flags
flags

Loc Lockout flag Session flag byte

LastKeyChg Session key last Session key last change date
change date

KyInt Session key days to Session key days to expiration
expiry #

KyTry Invalid attempts # Invalid attempts

KyMax Failed tries before Invalid attempts before lockout
lockout #

#Sent n/a Number of session entities

n/a Session key (clear text) | Session key in clear text

n/a Hexadecimal session | Session key in hexadecimal
key

SSIGNON segment (PTKTDATA class)

The SSIGNON segment is only valid for the PTKTDATA class. It is used to store secured
signon keys. [Table 113|lists the fields available for this segment.

Table 113. SSIGNON segment (PTKDATA class)

Overview field Detail field Explanation

SIGVER SIGVER segment Indicates the start of the segment

SIGREQD Signature required Indicates whether the module must have a
signature. Value can be YES or NO.

SIGVER segment (General Resource class)

The SIGVER segment is only valid for the General Resource class. This segment
provides information about when a signature verification occurred and whether a
load was failed because signature verification failed.
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Table 114. SIGVER segment (General Resource class)

Overview field Detail field Explanation

SIGVER SIGVER segment Indicates the start of the segment

SIGREQD Signature required Indicates whether the module must have a
signature. Value can be YES or NO.

FAILLOAD Loader SIGVER The following values can be displayed.

response « ANYBAD

¢ BADSIGONLY
* Never

SIGAUDIT Signature auditing The value in this field indicates the conditions

condition

under which RACF records an SMF type 80
record with qualifier code 86. The following
conditions are possible.

* Bad signature

* Any failing signature
* Success

« All

* None

STDATA segment
The STDATA segment is only valid for the STARTED resource class. It is used to
control security for started tasks.

Table 115. STDATA segment (STARTED class)

Overview field

Detail field

Explanation

Proc.Jobname

Profile name

Procedure/jobname combination

Userid

Started task RACF
userid

RACEF userid to be used for started procedure

Group Started task RACF RACEF group to be used for started procedure
group

Trus Trusted - allow any, Trusted - all is authorized and logged
log all

Priv Privileged - allow any, |Privileged - all is authorized, do not log
nolog

Trac Trace - issue IRR812I | Trace

SVFMR segment (SYSMVIEW class)

The SVFMR segment is only valid for the SYSMVIEW resource class. This segment
defines profiles associated with a particular SystemView® for MVS application.

Table 116. SVFMR segment (SYSMVIEW class)

Overview field

Detail field

Explanation

SV script

Default logon scripts

Systemview default logon script

SV parms

SVFMR parameter list

Systemview parameter list
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TME segment

The TME segment specifies that information in the Tivoli Security Management
Application is to be added, changed, or deleted. TME role access specifications can
be present for all resource classes, the other fields can only be present for the

ROLE class.
Table 117. TME segment
Overview field Detail field Explanation
Roles TME role access TME role access
specifications specifications (count on
overview)
TME parent role TME parent role TME parent role
Child (count on overview) | TME child roles TME child roles
Grps (count on overview) TME grps Groups referring to this
ROLE
Rsres TME resource access TME resource access
specifications specifications

DIGTNMAP Certificate Filters

The DIGTNMAP BASE segment contains Certificate Filters information.

Table 118. DIGTNMAP Cetrtificate Filters

Overview field Detail field Explanation

n/a Certificate filter label List of labels describing the
digital certificate filters that
map to the key of this
profile.

n/a Target ID of certificate fltr | RACF userid that the digital
certificate filters described in
this profile map to

n/a Certificate filter is trusted The trusted status of the
digital certificate filters that
map to the key of this
profile.

Certificate filter name Certificate filter name Issuer and subject name
separated by ¢

Print format

Behind the Print format checkbox, a number of additional options can be chosen.
The options behind and below only apply if this one has been selected. The print
format is either tabular or form-oriented and can be selected by the Full detail form
checkbox. The tabular form sacrifices some detail in favor of a readable printout.
The print format can either use a print file width of at least 132, or forced into 79
columns through the Narrow print checkbox. The prints can be sorted in another
way than by profile name through the Sort differently checkbox.

If Sort differently is selected, a sort order panel opens for each segment type to be
included in the output data. If you specify both Print ACL and Print names, you

can specify access list sort order on the right half of the base segment sort order
panel. For example, for the base segment:
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Menu Options Info Commands Setup
zSecure Suite - RACF - Resource Sort Order
Command ===>
A11 profiles

Specify up to 3 fields to act as Select one field to act as
alternate base segment sort order access list sort order
Select with 1 or / and optionally 2, 3 Select with 1 or /

_ Profile name (default) _ Decreasing access

_ Member class _ Userid

_ Profile type _ Id in access Tist

_ Installation data

_ Owner

_ Notify

1 Creation date (descending)
Universal access (descending)
Warning mode

Application data

Retention period (descending)
Level (descending)

By audit priority (descending)

In the sort order panels, one can specify up to three sort keys by entering I, 2, or
3in front of the sort criteria. If you want to sort on just one column, it is also
possible to use a / instead of 1.

The following figure shows an example of wide tabular print output of general
resource profile base segments, sorted by descending creation date:

RACF class FACILITY - complex DINO 19Sep2000 18:34 page 1

Class FACILITY with owner SYSAUTH, sorted by creation

Profile key TW UACC Owner S/F SgF Created Notify Lv Pri InstData

IRR.RADMIN.LISTUSER NONE SYSAUTH R 16Sep00

IRR.RADMIN. * G NONE SYSAUTH R 16Sep00 0

$C2R.OPTION.RA.H READ SYSAUTH R 12Sep00 0

$C2R.OPTION.RA.H.3 READ SYSAUTH R 12Sep00 0

$C2R.OPTION.CH. ** G NONE SYSAUTH R 25Aug0o 0

$CNG.SCP.G.SYSAUTH. SYSPROG NONE SYSAUTH 10Jun0@ 0

BPX.DEFAULT.USER NONE SYSAUTH R R 8Mar00 0 UNIX DEFAULT.USER MUST BE DISCRETE
Appldata: C#UNIXU/C#UNIXG

IRR.DIGTCERT.ADD NONE SYSAUTH R R 3Mar00 0 ABILITY TO ADD A CERTIFICATE

The TW columns indicate Type and Warning status, respectively. For the meaning
of the other columns see|“Resource profile tabular display” on page 151 The
classes always start on a new page.

When Narrow print is checked, the output is almost the same, except that
installation data (if any) is on a separate line. This changes if Print ACL is also
selected, the output is shown with each access level on a separate line:

RACF class FACILITY Complex DINO 19Sep2000 18:38 page 1
Class FACILITY with owner SYSAUTH, sorted by creation
Profile key TW UACC Owner S/F SgF Created Notify Pri
IRR.RADMIN.LISTUSER NONE SYSAUTH R 16Sep00
IRR.RADMIN. * G NONE SYSAUTH R 16Sep00
$C2R.OPTION.RA.H READ SYSAUTH R 12Sep0@
Read: C##BMR2
$C2R.OPTION.RA.H.3 READ SYSAUTH R 12Sep00
None: C##BPK2
$C2R.OPTION.CH. ** G NONE SYSAUTH R 25Augo0
Read: C##A C##B C##BQA C##QA SYSPROG
None: C##BMR1
$CNG.SCP.G.SYSAUTH. SYSPROG NONE SYSAUTH 10Jun0@
Update:  ADMIN SYSPROG
BPX.DEFAULT.USER NONE SYSAUTH R R 8Mar00
Data: UNIX DEFAULT.USER MUST BE DISCRETE
Appldata: CRUNIXU/CRUNIXG
IRR.DIGTCERT.ADD NONE SYSAUTH R R 3Mar00
Data: ABILITY TO ADD A CERTIFICATE
Read: C##QARUN

When Full detail form is also selected, the profile forms are separated by dashed
lines. When Resolve to users has been selected, the access list is resolved to user IDs
(matrix). When Show segments and All has been selected, all segment information is
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included on the form as shown in the following example.

Class STARTED complex DINO 19Sep2000 18:50 BASE page 1
Class STARTED with owner SYSAUTH

Class STARTED

Profile name PORT8010.*

Type GENERIC

Owner SYSAUTH AUTHORIZATION GROUP
Safeguards Other permissions

User to notify of violation Allow all accesses WARNING No

Audit success access level Universal access authority NONE
Audit failures access level  READ Resource Tevel 0
Mandatory Access Control Statistics

Security Tabel ..o Creation date 24Jan2000

STDATA segment

Started task RACF userid C2RSRV#P Zsecur ADMIN WINDOWS C/RACF WIN SERVER P
Started task RACF group C##BOMVS

Privileged - allow any, nolog No

Trusted - allow any, log all No

Trace - issue IRR812I No

RA.S SETTINGS - SETROPTS and class settings

Menu option RA.S produces two reports, respectively showing the SETROPTS
settings and class information from both the SETROPTS settings and the class
descriptor table (CDT). They are designed to be a convenient way to change
SETROPTS settings and class attributes.

zSecure Display Selection 1 s elapsed, 0.6 s CPU

Command ===> Scroll===> CSR
Name Summary Records Title

_ SETROPTS 1 1 RACF SETROPTS system settings

_ RACFCLAS 195 195 RACF class settings
Bottom of Data

The SETROPTS detail display is identical to|’SETROPTS - RACF settings report”|

Class settings tabular display
The class settings display looks like this:

4 ] ] N
RACF class settings Line 1 of 195
Command ===> Scroll===> CSR
25 Apr 2005 00:07
Class Active Description
__ ACCTNUM Active TSO account numbers__ ACICSPCT Active CICS program control table
__ AIMS IMS application group names (AGN)
__ ALCSAUTH Supports the Airline Control System/MVS (ALCS/MVS) product
__ APPCLU  Active Verify ID of partner logical units during VTAM session estab
__ APPCPORT Active Controls which user IDs can access the system from a given L
__ APPCSERV Active Controls whether a program being run by user can act as a se
__ APPCSI Controls access to APPC side information files
__ APPCTP Controls the use of APPC transaction programs
__ APPL Active Controls access to applications Y

By scrolling to the right, additional fields can be displayed. The following fields of
interest are shown:
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Class
Name of the class in the class descriptor table (CDT).

Active
RACEF protection for this class is active (due to a SETROPTS CLASSACT
command).

Description
A short explanation of the purpose of the class.

Generic
Generic profile checking for this class is active (due to a SETROPTS GENERIC
command). This implies that generic command processing for this class is
active.

GenCmd
Generic profile command processing for this class is active due to a SETROPTS
GENCMD or a SETROPTS GENERIC command.

Audit
Command auditing for this class is active due to a SETROPTS AUDIT command.

Logopt
Auditing options for this class, due to a SETROPTS LOGOPTIONS command.
The LOGOPT values can be Always, Failure, Never, Profile (determined by the
logging options of the profile), and Success.

Global
Global Access Checking activity. This value is Undefined if Global Access
checking is not permitted. It is set if Global Access checking is active, and not
set if Global Access checking is inactive.

Raclist
This class has been RACLISTed which means that both generic and discrete
profiles for this class are loaded into storage that is shared between address
spaces. This processing occurs as a result of a SETROPTS RACLIST(class)
command.

Genlist
This class has been GENLISTed as a result of a SETROPTS GENLIST command.
A GENLISTed class specifies that all generic profiles for the class are retained
in-storage that is shared between address spaces.

Stats
Statistics are collected for this class (due to a SETROPTS STATISTICS
command).

Complex
The name of the complex examined.

System
The name of the system examined.

RC
The default return code for this class. This code is returned when no matching
profile can be found at a RACHECK. The result codes and their meanings are 0
(Grant access), 4 (Indeterminate: depends on resource manager) and 8 (Fail
access).

Oper
This column contains the text OPER if the OPERATIONS attribute applies to
this class. This means that all users with this attribute have access unless access
is specifically denied.
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Pos
This field contains the options set id, a number in the range 0 to 1023
identifying a set of SETROPTS options that govern the activity of this class and
all other classes having the same POSIT value. Whenever a SETROPTS
command is issued for any class with a specific POSIT value, it applies to all
classes with that same POSIT.

Grouping
For member classes, this field contains the name of the related grouping class.

Members
For grouping classes, this field contains the name of the related member class.

Where
This field indicates profile residency. The possible WHERE values and their
meanings are:

Genlist
Indicates profiles that have been GENLISTed as a result of a SETROPTS
GENLIST command, which means that all generic profiles are retained
in-storage shared between address spaces, but discrete profiles are not
resident.

NoGenl
SETROPTS GENLIST is not permitted for this class. SETROPTS RACLIST is
permitted but has not been specified.

NoList
SETROPTS RACLIST and SETROPTS GENLIST are not permitted for this
class, usually because the applications automatically issue the RACLIST
command.

NoRacl
SETROPTS RACLIST is not permitted for this class; SETROPTS GENLIST is,
but has not been specified.

Nowhere
Profiles not permitted in this class.

RaclGbO
The profiles are resident only because they have been RACLISTed by an
application via a RACROUTE macro with GLOBAL=YES specified.

Raclist
Profiles have been RACLISTed as a result of a SETROPTS RACLIST
command, which means that they reside in a data space or in (E)CSA.

RaclReq
Profiles must reside in-storage if class is active.

(blank)
Class has not been RACLISTed or GENLISTed, but it would be permitted.

RFR
This flag indicates whether the current class is included in the SAF router table.
See ['ROUTER: SAF Router Table” on page 1250.|If any No value occurs, there
is a mismatch, and RACROUTE requests for this class return an indeterminate result
(RC=4).

Max
This field contains the maximum length of profile names in this class. This
value is a number in the range 1 to 246.

174  Admin and Audit for RACF, Version 1.13.0: User Reference Manual



MXxE
Maximum length for use with the ENTITY keyword of the RACROUTE macro.

UACC
This column contains the default universal access for profiles created in this
class. This value is for setting the profile UACC during addition of a profile in
this class if no UACC is specified on the command. UACC can have any of the
following values: ALTER, CONTROL, UPDATE, READ, NONE, or ACEE. The
last indication means that RACF uses the default UACC of the ACEE for the
user.

User
The class is user-installed (as opposed to IBM-defined).

Id Generic class identifier. This is a number in the range 0 - 255 that is associated
with the class name in the Class Descriptor Table and also stored in the
CLASTYPE field of general resource profiles in the RACF database.

Org
The original order (entry number) of this class in the class descriptor table. The
first entry in the table has ORDER=1.

NoProf

Profiles cannot be defined in this class.
RaclReq

A RACLIST is required for this class.
DataSpc

RACLISTed profiles for this class have been stored in a dataspace.
SeclReq

A security label is required for profiles in this class.
RvrsMAC

Reverse mandatory access checking is required.
EqualMac

Equal mandatory access checking is required.
RaclGlblOnly

The class is RACLISTed due to RACROUTE GLOBAL=YES only.
RaclOK

A RACLIST is permitted for this class.
GenlOK

A GENLIST is permitted for this class.

Signal
An ENF signal must be sent when the class is being RACLISTed,
NORACLISTed, or RACLIST REFRESHed.

Qu

The number of qualifiers at the start of the profile name that cannot be generic.

Lowercase
The profile name can contain lowercase characters.

AN#S
This column occurs twice. The first one indicates whether the first character of
the profile name can be alphabetical (4), a national character (V), numerical (#)
or a special character (S). The second one applies to characters after the first
one.
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Same POSIT value
The classes that share the POSIT value with this class. Whenever a SETROPTS
command is issued for any class with a specific POSITvalue, it applies to all
classes with that value. This field lists all classes in the CDT, not only the active
ones.

Class settings detail display

Select any class on the class settings table display to see the detail view. Selection
can be done by putting the cursor on the first character of row selection field and
pressing ENTER, or by explicitly typing S there and pressing ENTER.

A detail display is shown in

4 ] ] N\
RACF class settings Line 1 of 39
Command ===> Scroll===> CSR

25 Apr 2005 00:07

Class Description
ACICSPCT CICS program control table
Class SETROPTS settings DINO DINO
Protection active Yes
Command auditing active Yes
Logoptions Profile_
GLOBAL (fast path) active No
Generics checked Yes Generics can be activated Yes
Generic commands allowed Yes
Profiles RACLISTed No Profiles may be RACLISTed No
Profiles GENLISTed No Profiles may be GENLISTed No
Statistics collected No
Profile syntax rules 1st rest Class properties
Alphabetic allowed Yes Yes Original order (class number) 40
National allowed Yes Yes Class identifier 37
Numeric allowed Yes Yes POSIT (options set id) 5
Special allowed Yes Yes Default UACC NONE
Maximum Tength 13 Generic scan limit (quals) 0
Maximum length with ENTITY 13 Installation-defined class No
Related grouping class BCICSPCT Profiles names case sensitive No
Related member class Default not-found RC 4
Class activity options Profile residency options
Profile definition forbidden No Profiles in dataspace No
OPERATIONS honored No RACLIST required No
Send ENF signal No RACLISTed by application only No
Mandatory access control properties
SECLABEL required No
Reverse MAC checking No
Equal MAC checking No
Same POSIT value
TCICSTRN GCICSTRN PCICSPSB QCICSPSB FCICSFCT HCICSFCT JCICSJCT KCICSJCT
DCICSDCT ECICSDCT SCICSTST UCICSTST MCICSPPT NCICSPPT BCICSPCT CCICSCMD
VCICSCMD

khhkkkhkhkkkhkhkkkhhkhkhkhkhkkhkhkhkhkhhkhkhhhkhhkkhikx Bottom of Data khkkhkkkkkhkhkkkhkhkkkhkhkkhhkhkhhhkkhhkkhhhkhhhkhkx /

Figure 109. Class SETROPTS settings - Detail display

Line commands on the class settings display

When you use the / line command to ask which line commands are permitted, the
following table is shown.
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Command |Meaning Explanation

C Copy class setting | Copy a static or dynamic class descriptor table (CDT)
entry. Commands to create a new CDT profile and
CDTINFO segment are generated. Optionally, the
following SETROPTS commands are generated:

* SETROPTS CLASSACT
* SETROPTS GENERIC

* SETROPTS RACLIST or SETROPTS GENLIST is
generated provided that the settings for the new
class allow for SETROPTS RACLIST or SETROPTS
GENLIST

Note: SETROPTS RACLIST and SETROPTS GENLIST
are mutually exclusive.

E Display event ‘Reporting on general resource events (EV.R)” on page|
logging p67]
P Display profiles ‘RA.R RESOURCE - General Resource profiles” on|
page 147
R Refresh class Generate a SETROPTS REFRESH command
S Show additional [‘S - Select” on page 72|
information

RA.H HELPDESK - One-panel help desk options

The menu option RA.H (HELPDESK) can be used to perform the most common
user administration tasks, and is especially designed for use by a decentralized or
centralized help desk. If your installer chose to follow the suggestions in the IBM
Security zSecure CARLa-Driven Components: Installation and Deployment Guide, it can
also be started directly from ISPF by typing CKGHELP. The menu is displayed in
- igure 110

Menu Options Info Commands Setup Startpanel h
zSecure Suite - Helpdesk
Option ===>
1 List List RACF profile information
2 Password Set a new password
3 Default Set the password to the user's default value
4 Previous Set the password to the previous value
5 Resume Resume a userid after too many password attempts
6 Disable Temporarily disable Togon for a userid
7 Enable Allow user to Togon after a Disable
8 Set default Define a default password for a userid
Userid . . . . .. (type userid and press enter)
New password . . . (type new password)
Verify password . . (type new password again)
Reason . . . . ..
\WOrkf1ow option . . 1 1. Request 2. Withdraw 3. Approve 4. Deny )

Figure 110. HELPDESK Menu

For a decentralized help desk, options 6 to 8 would typically be omitted from the
panel by setting the access level to NONE on SAF resources CKR.OPTION.RA.H options
6 through 8. The setup of the help panel contents can be done using XFACILIT
CKR.OPTION.RA.H profiles on a by-user or by-group basis.
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Most of the options shown on this panel are familiar to a RACF administrator; the
exception is the default password. The default password is an installation-defined
option added by Security zSecure ! An additional and inactive password is
required that can only be set by selected administrators. This user must have the
default password value. A larger group of administrators like the help desk can
apply the default password. In this way, the administrators can reset the user
password to a predetermined value, even if both the original and new passwords
are not known to them.

Enter the Userid you want to act on, select an option, and enter any additional
fields required for that option, then press ENTER.

The following options can be specified on the Help desk panel:

List
List RACF information about this user. For more information, see [“LIST” onl

page 1515|for details.

Password
Set a new password for the user. Type the new password twice in the
appropriate fields. The password must always be changed by the user at the
next logon.

Default
Set the user password to the default value. If none has been defined yet, you
are prompted for one.

Previous
Set the user password to the previous value.

Resume
Resume the user. This operation only succeeds if all CKGRACF schedules indicate
that the user can have access to the system.

Disable
Change the user schedule so that the user cannot logon. This change can be
accomplished by a hard revoke or soft revoke depending on the user authority.
If the user has READ access to SYSADMIN, then that schedule name is used
for a hard revoke. If the user has access to GRPADMIN but not SYSADMIN,
then the GRPADMIN schedule name is used for a soft revoke. Otherwise, a
default schedule accessible to the user is employed.

Enable
Change the schedule of the user so that he can logon as far as the help desk
user is concerned. Note however that both schedule names GRPADMIN and
SYSADMIN must agree before the user can actually work. That is, neither
soft-revokes or hard-revokes have been requested.

Set Default
This sets the default password of a user for use by a help desk. This option
should therefore not be available to that help desk.

The normal Request type for an administrator to use is REQUEST. If you are
unauthorized to REQUEST the action, your installation might permit you to ASK for
it. That is, add the action to the administrator queue for approval. If you specify
WITHDRAW, you are attempting to undo a previous ASK or REQUEST. If an action has
not been performed, you can DENY it to cancel the operation.

1. | Your local security policy might not permit the use of user fields in USER profiles. In this situation, default passwords are not
available.
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RA.Q QUICK ADMIN - Quick User Administration

The menu option RA.Q (QUICK ADMIN) can be used to perform the most
common user administration tasks, and is especially designed for use by
decentralized group administrators. If your installer chose to follow the
suggestions in the IBM Security zSecure CARLa-Driven Components: Installation and
Deployment Guide, it can also be started directly from ISPF by typing CKRQ. The

menu is displayed in

Menu Options Info Commands Setup StartPanel h
zSecure Suite - RACF - Quick admin
Option ===>
1 Password Set new password for user
2 Resume Make sure user can work
3 Display List user definition
4 Modi fy Change user definition
5 Connect Add group to a user
6 Add user Create new userid from scratch
7 Add user copy Create new userid Tike existing model
8 Phrase Set new password phrase for user
Userid . . . . . . .. (type userid and press enter)
New password . . . . . (type new password, option 1 only)
Verify password . . . . (type new password again, option 1 only)
\Froup ......... (type connect group, option 5 only) )

Figure 111. QUICK ADMIN Menu

Enter the Userid you want to act on, select an option, and enter any additional
fields required for that option, then press ENTER.

The following options can be specified on the panel:

Password
Set a new password for the user. Type the new password twice in the
appropriate fields. The password must always be changed by the user at the
next logon.

Resume
Resume the user in RACEF. This field does not affect any CKGRACF schedules.

Display
List RACF information about this user which includes the following basic
information:

* Identification: name, owner, default group, installation data.
* System access: Current revoke status and active status.
* Statistics: Creation date, last logon (connect) date, last use date.
* All the Connects with each the installation data for each group.
Modify
Change RACF information for this user. This command provides modifiable
fields for basic user information: User name, owner, default group, current

revoke status, and Connect list. In addition, this command lists each Connect
entry with a line command field for copying or deleting the entry.

Connect
Connect the user to the group. This command provides a fast way to create a
basic Connect that has USE authority and no other attributes.
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Add user
Create a new user. This option opens a data entry panel requesting a name for
the user ID (required), a default connect group (required), the owner, a new
password (twice), and optionally installation data and a password phrase.
When NLS options remove option RA.Q.8 Phrase from the RA.Q display, the
password phrase is also removed from this panel. See also the IBM Security
zSecure CARLa-Driven Components: Installation and Deployment Guide.

Add user copy
Create a new user almost exactly like an existing model user profile. This
option opens a data entry panel requesting a different name for the user ID
(required), the userid for the model user profile, the owner, a new password
(required, twice), and optionally different owner, default group, and installation
data.

Note: Protected user IDs cannot be created with this function. To create these
IDs, use the Protected option of the C (copy) line command available
from option RA.U.

Phrase
Set a new password phrase or clear the password phrase for the user.

RA.W Windows - zSecure Visual administration

Use the menu option RA.W for selecting users or groups that are marked for
deletion by zSecure Visual administrators. The option is only available when the
zSecure Visual product is installed and not disabled. The panel shown for this
function depends on the product combination and IFAPRDxx. That is, when only
zSecure Visual is installed the panel content is different than it is when both
zSecure Visual and zSecure Admin are both installed and active.

If your IBM Security zSecure Admin is installed and active, the RA.W function
shows the list of users or groups that are marked for deletion. You can selectively
confirm or cancel the delete operation for each of these users or groups. Without
the IBM Security zSecure Admin component, the RA.W function only generates the
commands to remove the users or groups. You can still edit the generated
commands before you run them.

When both zSecure Visual and zSecure Admin are installed, the following panel is
shown:

~
Menu Options Info Commands Setup StartPanel
zSecure Suite - RACF - Windows
Command ===>
This panel allows you to select users or groups that are marked for deletion
by zSecure Visual administrators
Show userids that are marked for deletion
Userid . . . . . . .. (user profile key or filter)
Show groups that are marked for deletion
Group . . . . . . ... (group profile key or filter)
o J

Figure 112. Visual selection panel with zSecure Admin

You can specify the following information on this panel:
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Userid
Enter the user ID you want to select. To select more than one user ID, you can
specify a filter using the following wildcard values: % to represent one character,
or * to represent one or more characters.

The specified value provides the search criteria for selecting user IDs marked
for deletion by zSecure Visual administrators. These user IDs are selected by the
following command: CKGSCHED=$DELETE.

Userid is mutually exclusive with the Group field.

Group
Enter the group you want to select. To select more than one user ID, you can
specify a filter using the following wildcard values: % to represent one character,
or * to represent one or more characters.

TThe specified value provides the search criteria for selecting groups marked for
deletion by zSecure Visual administrators. These groups are selected by the
following command: USRNM=CNGDELET.

Group is mutually exclusive with the Userid field.

After you specify the search criteria and press Enter, the panel shown in |Figure 113
opens to see the list of users or groups marked for deletion.

zSecure A1l users marked for deletion overview Line 1 of 4 h
Command ===> Scrol1===> PAGE
Type D in front of each user to delete 21 Jun 2005 11:04
User Complex Name Df1tGrp Owner RIRP SOA gC LCX Grp
__ C##QA001 DINO QA SUBJECT 001 C##QA___ C##QA___ X 2
__ C##QA002 DINO QA SUBJECT DUAL AUTH C##QA___ C##QA__ g X 2
__ C##QA003 DINO QA SUBJECT 003 C##QA___ C##QA___ X 1
__ C##QA004 DINO QA SUBJECT 004 C##QA___ C##QA___ RI__ _ X 1
BOTTOM OF DATA
- J

Figure 113. Visual users marked for deletion overview

For a description of the fields displayed, see ["User profile tabular display” on page

On this display, typing D in front of a user ID or group ID, depending on the
profile option you selected, opens a panel like the one described under option D in
[‘Line commands” on page 54 From that panel, you can generate the commands to
remove the user or group. You can also decline the removal of a user ID or group
ID by zooming in to the detail display using the S line command) and, on the
detail display, deleting the $DELETE schedule by typing D in front of it.

When only zSecure Visual is installed, the following panel is displayed:

Chapter 2. RACF Administration Guide 181



Menu Options Info Commands Setup StartPanel

zSecure Visual Server Admin - RACF - Windows
Command ===>

This panel permits you to select users or groups that are marked for deletion
by zSecure Visual administrators

Generate remove commands for userids that are marked for deletion
Userid . . . . . . .. C#MXCO2_  (user profile key or filter)

Generate remove commands for groups that are marked for deletion
Group . . . . . . ... (group profile key or filter)
Specify resources to delete

/ Data set and id-specific profiles

Only if previous option selected:

_ RACFVARS profiles and members

/ Data sets and their catalog entries

Incl. catalog entries without data sets

_ Incl. uncataloged data sets

Change USERID in Notify fields to (default is NONOTIFY)
\Pew Owner for non-dataset profiles (default is SYS1)

Figure 114. zSecure Visual selection panel without zSecure Admin

The following fields can be specified on the panel:

Userid
Enter the user ID you want to select. To select more than one user ID, you can
specify a filter using the following wildcard values: % to represent one character,
or * to represent one or more characters.

The specified value provides the search criteria for selecting user IDs marked
for deletion by zSecure Visual administrators. These user IDs are selected by the
following command: CKGSCHED=$DELETE.

Userid is mutually exclusive with the Group field.

Group
Enter the group you want to select. To select more than one user ID, you can
specify a filter using the following wildcard values: % to represent one character,
or * to represent one or more characters.

TThe specified value provides the search criteria for selecting groups marked for
deletion by zSecure Visual administrators. These groups are selected by the
following command: USRNM=CNGDELET.

Group is mutually exclusive with the Userid field.

Data set and id-specific profiles
Selecting this option generates RACF commands to delete any RACF dataset
profile which starts with the group ID or user ID. Profiles in other classes which
have the group ID or user ID in certain predefined qualifiers are also deleted. If
no matching profiles exist, then the delete command fails.

RACFVARS profiles and members
This option controls whether apparent occurrences of user IDs and group IDs in
the key or member list of profiles in this class should be considered meaningful,
and hence imply (partial) deletion.

Incl. catalog entries without data sets and Incl. uncataloged data sets
You can include or exclude catalog entries without data sets and uncataloged
data sets as required. If you receive any inconsistency warnings, investigate
them because they can indicate that residues remain, especially for VSAM
errors.
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Data sets and their catalog entries
This option controls if the data sets and catalog entries implied are deleted too.
The ones protected by a profile to be deleted, or unprotected but with an HLQ
matching a deleted id are implied.

Change USERID in Notify fields to
This option permits you to enter a USERID to get RACF notifications which
would have previously been sent to one of the USERIDS to be deleted.

New Owner for non-dataset profiles
If you delete a user ID or a group ID which was the RACF owner of any
profiles, the ownership of these profiles is changed based on the following rules:
 For group data sets, the ownership is changed to the high-level qualifier
(HLQ).
* For connect profiles, the ownership is changed to the group and owner
specified in this field.

If you do not specify an owner, ownership defaults to SYSI.

After pressing enter, REMOVE commands are generated for the user IDs or groups
selected. These are displayed in an ISPF EDIT session:

File Edit Edit_Settings Menu Utilities Compilers Test Help
EDIT C#MBMR4.C2R1EF2A.CKR2PASS Columns 00001 00072
Command ===> Scroll ===> PAGE
Press PF3, enter R at the cursor Tocation, press ENTER to run these commands
000001 suppress deldsd
000002 remove user=C#MCX02  /* TEST USER, NO TSO *
Bottom of Data

Figure 115. Visual CKR2PASS file

After verifying the commands, press PF3 to return to the results panel and enter an
R at the cursor location. The remove commands are run, and TSO commands are
generated to delete the users or groups. These are displayed in an ISPF EDIT
session:

File Edit Edit_Settings Menu Utilities Compilers Test Help h
EDIT C#MBMR4.C2R1EF2A.CKRCMD Columns 00001 00072
Command ===> Scroll ===> PAGE
Press PF3, enter R at the cursor Tocation, press ENTER to run these commands
000001 /* CKRCMD file CKR1CMD complex DINO generated 8 Feb 2005 10:27
000002 /* Commands generated by (RE)MOVE USER/GROUP =/
000003 remove C#MCX02 group (C#MCXDEL)
000004 remove CRMCX02 group (C#MCXGRP)
000005 raclink id(C#MCX02 ) undefine(DINO.C#MCX01)
000006 deluser C#MCX02 /* dfltgrp=C#MC */
Bottom of Data
- J

Figure 116. Visual CKRCMD file
Again, after verifying the commands, press PF3 to return to the results panel and

enter an R at the cursor location to run the TSO commands. The result of the
command execution is displayed in an ISPF BROWSE session.
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RA.1 ACCESS - Access Check

Use the RA.1 Access option to test the access of a user or group on a dataset or
general resource profile. For the DATASET class you can also specify a data set
name, to see the access level on the profile covering this data set.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Access Check
Command ===>
Id ...... .. C##BJTI_
Specify profile for Access Check
Class . . . . . . DATASET_  (DATASET or class)
Profile . . . .. SYS1.IPLPARM (EGN mask) )

Figure 117. Access check panel

This example queries what access the user ID C##BJTI has on the resource
SYS1.IPLPARM in the DATASET class. This query generates the CKGRACF command
shown on the confirmation panel. The confirmation panel shown inis
shown based on the Confirmation setting on the SETUP CONFIRM panel.

4 . . N
zSecure Suite - Confirm CKGRACF command

Command ===>

Confirm or edit the following CKGRACF command

ACCESS C##BJTI DATASET SYS1.IPLPARM

Command execution . 2 1. EXECUTE RACF command

2. EXECUTE CKGRACF command (allows use of Reason)
3. ASK administrator to execute CKGRACF command
4. REQUEST CKGRACF command for Tater execution

5

. WITHDRAW CKGRACF command

Reason . . . . . ..

\Fress ENTER to continue or END to cancel the CKGRACF command )

Figure 118. Access command confirmation panel

After pressing Enter, the command is run regardless of the SETUP CONFIRM
Action on command setting. The result of the command is shown in a browse
panel. In this example, a fully qualified data set name was used which results in a
panel showing the access to the profile covering this data set.
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Menu Utilities Compilers Help

BROWSE MYTSOID.C2R1EF2A.CKRTSPRT Line 00000000 Col 001 080
Command ===> Scroll ===> CSR
*k * Top of Data #***x *x * *k

CKGRACF  ACCESS C##BJTI DATASET SYS1.IPLPARM
CKG5821 00 C##BJTI has READ access to DATASET SYS1.IPLPARM
profile DATASET SYSI.*.**

Bottom of Data
o %

Figure 119. Access check output file

RA.2 QUEUED - Queued commands

Queued commands are CKGRACF commands that are either subject to
multiple-authority or are timed or temporary. CKGRACEF is the APF-authorized
component of IBM Security zSecure Admin. This function provides support for
managing the following command-related services:

¢ Group administration based on function-specific profiles.
* Manage the multiple-authority option.
* Delay execution of a command until a future date using timed commands.

* Request temporary commands. For example, create a command that reverses the
effects of a command at some later date.

Use Option RA.2 to find and review queued commands, and then act on them. If
your installation does not use these functions, you can skip this queued commands
topic.

Multiple Authority

The multiple-authority requirement of a CKGRACF command can be SINGLE, DUAL
or TRIPLE; if it is DUAL or TRIPLE, this means that after the initial REQUEST by
an authorized user, it is queued for approval by one or two other authorized users.

The multiple-authority requirement of such a command is determined by the
multiple-authority setting in the target profile or, if it contains none, the
installation-wide default.

Unauthorized users might be permitted to ASK for (as opposed to REQUEST) a
command by the installation. This always queues the command for approval.
(However, ASK is not supported for TRIPLE authority requests.)

The Approval Queue

The approval queue contains requests that are not yet fully authorized. When you
ASK or REQUEST a command, and it is queued for approval, the status asked (A) or
requested (R) is assigned. At this stage the requestor can WITHDRAW the command
which removes it from the approval queue and generates an audit trail entry. An
authorized user who has not yet authorized the command can APPROVE it.
Depending on the applicable multiple-authority setting, the command can now
either be fully authorized or require further authorization.

If the command is fully authorized, it is removed from the approval queue. If it is

a timed command specified to run at a future date, it is added to the execution
queue. An Immediate command is run and an audit trail entry is generated.
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If you APPROVE a command that has the multiple-authority setting, the command is
moved to the next approval stage. For example, if the command is a TRIPLE
authority command, the first approval is followed by a second approval request
(SR) stage, and then a third approval Request stage.

An authorized user who has not yet taken part in authorizing the command can
DENY it. If a command is denied, it is removed from the approval queue and an
audit trail entry is generated. If a command has been queued for approval, but no
action is taken within a reasonable time, the command expires. It is removed from
the approval queue and an audit trail entry is generated. To keep a request longer
than usual, an authorized user can HOLD it. Held commands then move to the
second held (SH) or complete held (CH) stage.

The Execution Queue

The execution queue contains timed commands that have been approved, but for
which the requested start date has not been reached yet. They have the status
pending (P).

A timed command is a command that contains an "AT date" qualifier. It can be
either permanent or temporary, depending whether it also contains a "FOR days" or
"UNTIL date" clause.

When the start date is reached, the command is removed from the queue and run,
and an audit trail entry is generated. If the command is a temporary one, a
permanent timed command is queued to the execution queue with the end date of
the original one as its start date to reverse its effect in time. Such a reverse has the
pending reverse (PR) status.

Reviewing queued commands
Selecting RA.2 Queued brings you to the panel shown in

Menu Options Info Commands Setup
zSecure Suite - RACF - Queued
Command ===>

Show only profiles that fit all of the following criteria:

Class name . . . . (class or filter)

Profile pattern . . SYSS.** (EGN mask)
Complex . . . . . . (complex name or filter)

Show only profiles with

1 1. Queued commands requiring action
2. Commands in the execution queue
3. Withdrawn, denied or expired commands
4. Any queued commands

Enter "/" to select option(s)
Show all queued commands within selected profiles

Figure 120. Queued commands selection panel

The Class name, Profile pattern, and Complex field can be specified to limit the
search for queued commands. You can specify a search filter using the generic
characters % and *. Use the next option to specify selection criteria for the queued
commands you are interested in. You can select using the following command type
criteria:

* Outstanding command requests.

* Commands authorized to run at future date.
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¢ Commands that have been denied.
* All queued commands, including those commands that have been denied.

Most of the selection criterion for commands also determines what commands are
shown for each selected profile. However, you can choose to see all the commands
within the selected profiles by selecting the option for all queued commands.

shows a sample display panel.

zSecure Admin PROFILE display Line 1 of 1
Command ===> Scroll===> (SR
16 Dec 1998 00:05
Class Profile key Expires LastReq LastChg
s_ USER C##QA048 NOMEN NESCIO 22Decll 15Decll 15Decll

*kkkkRKhh kR IRk khxkkkxrkxkkxxxxxkx BOTTOM OF DATA **kkkkkhkkhhhkrhhrkrhhhrkhhkrhhrds

Figure 121. Queued commands profile display

Each line lists the profile class, the profile key, the first date a queued command
expires, the latest date a command was requested, and the latest date a command
was changed including requests. For User profiles the user name is shown as well,
while for Group profiles the installation data is included. You can sort the display
on any column using the SORT command. For example, to sort commands based
on the date before which they must be acted upon, type SORT 'Expires' behind
the Command ==> prompt.

After a profile has been selected, the following detail panel is shown.

/zSecure Admin PROFILE display Line 1 of 8 h
Command ===> Scroll===> CSR
16 Dec 1998 00:05
Class Profile key Expires LastReq LastChg
USER C##QA048 NOMEN NESCIO 22Dec98 15Dec98 15Dec98

CKGRACF authority requirement
_ Authority setting DUAL set by C##QARUN at 15 Dec 1998 18:39

Commands requiring administrator action
_ Queued command (R): USER C##QA048 PWDEFAULT PASSWORD; request by C##QARUN at
Inactive commands
_ Queued command (E): USER C##QA048 SCHEDULE HELPDESK DISABLE (30Augl1998:31Aug2
Commands that have been executed
_ Queued command (CA): USER C##QA048 PWRESET; request by C##QARUN at 15 Dec 1998
BOTTOM OF DATA
& %

Figure 122. Queued commands detail display

The detail panel shows the multiple-authority requirement, if set, and the queued
commands. The status of the queued command is indicated between parentheses.

lists the possible status values for a queued command. Depending on the
command status, you have options to run different line commands. The following
table indicates which line commands are available based on the status value of the
queued command.

Table 119. Queued commands - status types

Abbreviation | Command status

(A) Asked
. This command is waiting to be approved or denied. The available line
commands are A, C, D, H, I, R, and S.

Chapter 2. RACF Administration Guide 187



Table 119. Queued commands - status types (continued)

Abbreviation

Command status

(CA)

Complete approve. This command has been approved and run. The actions
permitted are C, I, R, and S.

(CD)

Complete deny.
This command has been denied and cannot be run. The actions permitted
are C,I, R, and S.

(CH)

Complete hold
. The command is on hold. It can either be approved or denied. The actions
permitted are A, C, D, H, I, R, and S.

(E)

Expired
This. Command can no longer be completed. The actions permitted are C, I,
R, and S.

(P)

Pending
This. Command has been approved; it is now waiting for its execution date.
The actions permitted are C, D, I, R, and S.

(PR)

Pending reverse

. Command is the reverse of a temporary command that has been run. It is
waiting for its execution date-that is, the end date for the temporary
command. The actions permitted are C, I, R, and S.

R)

Requested.
Command is waiting to be approved or denied. The actions permitted are
A,C,D,H IR, andS.

(SA)

Second approve

. This command has been approved, but must be approved again (complete
approve) before being run. The actions permitted are A, C, D, H, I, R, and
S.

(SD)

Second deny
. This command has been denied, and the command cannot be run. The
actions permitted are C, I, R, and S.

(SH)

Second hold
. This command is on hold and can be approved to pass on to the complete
stage or denied. The actions permitted are A, C, D, H, I, R, and S.

W)

Withdrawn
. This command request has been withdrawn, and cannot be run. The
actions permitted are C, I, R, and S.

X)

Executed
. This command has been approved and run. The actions permitted are C, I,
R, and S.

The following action characters (line commands) can be used to work with the
queued commands.

Table 120. Queued commands - available line commands

Action Effect

character

A Approve a queued command.

C Display a filled-in REQUEST panel to request a new command.
D Deny or withdraw the queued command.

H Hold a queued command.

I Display an empty REQUEST panel to request a new command.
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Table 120. Queued commands - available line commands (continued)

Action Effect

character

R Create a copy of the queued command (repeat the request).
S Display the queued command in more detail.

When you run the C line command, a completed REQUEST panel is shown. The
panel shown depends on the type of queued command that is repeated. If the
queued command pertains to schedules, you get a dedicated panel. If it is a
PERMIT, CONNECT or REMOVE command, you get a general CKGRACF CMD
panel. Another panel is shown for requests related to passwords and soft-resumes.

When you issue the I line command on a group profile display, you are prompted
with a dedicated Connect/Remove panel. For a DATASET profile, the PERMIT panel
opens. For a user profile, you are prompted to specify whether you want to issue a
SCHEDULE command or a command related to passwords.

shows the Request a password panel.

~
Menu Options Info Commands Setup
zSecure Admin - Request a command
Command ===>
Us@miel 6 0 0 0 0 0 o ADGRANT _
Select action: Options
6 1. New password ==> ==> / Password expired
2. Interval => / Resume userid
3. DEFAULT password _ Ignore pw history
4. PREVIOUS password _ Bypass pw rules
5. RANDOM password _ Bypass pw exits
6. Resume only
7. Make Protected
\Request type . . . . _ A(sk), R(equest) or W(ithdraw) )

Figure 123. Request a command panel - password commands

Userid
The user you want to request a command for. Specify a valid user ID, without
filter patterns.

Select action
Choose one of the numbered actions.

1. New password
This option can be used to reset the password to a new value. When this
action is selected, you have to specify the new password twice.

2. Interval
This option can be used to set the password interval. Enter 0-254 for a
specific password interval or N for no interval. When no value is entered
the SETROPTS password interval setting is used.

3. DEFAULT password
This option can be used to set the password to a default value.

4. PREVIOUS password
This option can be used to set the password to the previous value.
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5. RANDOM password
This option can be used to set the password to a random value.

6. Resume only
This option can be used to resume the user ID.

7. Make Protected
This option can be used to make this user ID protected from revoke due to
too many password attempts.

Options
Each of these options can be selected by placing a '/' in front of them.

Password expired
Specifies that you want the user to change the password at the next login.

Resume userid
Specifies the user ID to be resumed. This option can be specified without
resetting the password.

Ignore pw history
This option can be used to disable the history check performed by CKGRACF
when a password is set.

Bypass pw rules
This option can be used to disable the password rule check performed by
CKGRACF when a password is set.

Bypass pw exits
This option can be used to disable the ICHPWX01 exit call from CKGRACF when
a password is set.

Request type
A CKGRACEF parameter for multiple-authority, normally set to REQUEST. In
some installations, end users might be permitted to ASK for permissions. A
request that is not authorized to be run immediately shows up in the
administrator approval queue for review. To retract a request in the
approval queue (either due to ASK or because of a DUAL or TRIPLE
authority requirement) specify WITHDRAW.

The Manage User schedules panel can be used to specify scheduled enabled or
disabled periods; to list all scheduled revoke/resume events; or to wipe scheduled
events. The panel is displayed in [Figure 124 on page 191] Use option 1 to list all
CKGRACF settings for the user 1D, including all scheduled events and the overall
schedule. Use the other options to add or wipe scheduled events. Use the MS line
command to work with scheduled events.
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Menu Options Info Commands Setup

zSecure - Manage User schedules

Option ===>

1 List List schedules for this userid

2 Enable Specify date(s) when user should be able to Togon

3 Disable Specify date(s) when user should not be able to log on
4 MWipe Remove scheduled events at specified date(s)

Userid . . . . . .. C##BSG1

Schedule . . . . ..

Start date . . . .. End date . . . . . .

Number of days

Enter reason below
- J
Figure 124. Manage User Schedules

Schedule
The schedule name. If you use any of the options 2 to 4, the schedule name is
required.

Start date
The start date, required for options 2 to 4. A date is specified in the format
01JAN1995.

End date
Optional end date. If specified, the scheduled enabled or disabled period
extends from the start date up to (and including) the end date. Cannot be
combined with 'Number of days'.

Number of days
Optional number of days an enabled/disabled period lasts. Cannot be
combined with 'End date'".

Reason
Optional reason for the scheduled action (options 2 and 3) or optional wipe
reason (option 4).

A queued command can contain both SCHEDULE and PASSWORD parameters. If
you repeat such an entry, both panels are presented. When you build a command
string for a single user, you cannot alter the Userid on the second panel if you
already specified a command on the first panel. To avoid confusion you are not
permitted to alter the Request type on the second panel in that case either.

shows the dedicated REQUEST CONNECT/REMOVE panel.

/ N

zSecure Suite - Request connect/remove
Command ===>

Specify Group and User:
Group ===> §YS1 Connect/Remove ===> CONNECT
Userid ==>

Request parameters:

Start date ===> End date ===
Number of days ===>
\Fequest type ===>R A(sk), R(equest) or W(ithdraw) Y

Figure 125. Request connect/remove panel
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Group
The group to connect to or remove from.

Connect/Remove
Indicates if the request is for connecting the user to the group or removing the
connection.

Userid
The user to connect or remove from the Group.

Start date
The start date, required for options 2 to 4. A date is specified in the format
01JAN1995.

End date
Optional end date. If specified, the scheduled enabled or disabled period
extends from the start date up to (and including) the end date. Cannot be
combined with 'Number of days'.

Number of days
Optional number of days an enabled/disabled period lasts. Cannot be
combined with 'End date'".

shows the dedicated REQUEST PERMIT panel.

4 ™

zSecure Suite - Request permit
Command ===>

Specify profile:

Class . . . . . .. DATASET
Profile . . . . . . 'C##BFK1.CNRACF%.CKRCMD'
Generic . . . . . . . (Yes for fully qualified generic, default No)

User or group on access list to process (specify new access or enter Delete):

User/group . . . . C##B
Access . . . . .. ALTER__ (Delete/None/Execute/Read/Update/Control/Alter)
Request parameters:
Start date . . . . 01JAN2005_ End date . . . . .
Number of days . . 30_
\Request type . . . R A(sk), R(equest) or W(ithdraw)

Figure 126. Request permit panel

Class
The class of the profile you want to grant a permit to or revoke a permit from.

Profile
The profile you want to grant a permit to or revoke a permit from.

Generic
If the profile is a fully qualified generic, which is a generic profile that contains
no generic characters, specify YES in this field. In all other cases, you can leave
this field blank.

User/group
Specify the user or group id to grant a permit to the profile to or take away a
permit to the profile from this field.

Access
Specify the desired level of access in this field. To remove an existing permit
rather than grant a new one, specify DELETE in this field.
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Start date
The start date, required for options 2 to 4. A date is specified in the format

01JAN1995.

End date
Optional end date. If specified, the scheduled enabled or disabled period

extends from the start date up to (and including) the end date. Cannot be
combined with 'Number of days'.

Number of days
Optional number of days an enabled/disabled period lasts. Cannot be

combined with 'End date'.

shows the generic REQUEST CMD panel.

4 N

zSecure Suite - Request a command
Command ===>
Command
AT 01JAN2002 UNTIL 02JAN2002 REASON('REMOVE FOR 1 DAY') REMOVE  C##BMR2 GRO(C#
#EHEER)
Request type ===>R (Ask/Request/Withdraw) )

Figure 127. Request a command panel

Apart from the Request type, specify the entire CKGRACF CMD. You can enter fairly
long commands; in a display of this width you can use in fact several lines, not
just one.

RA.3 Reports - Reports with profiles and resources

Option RA.3 Reports offers a number of special reports.
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Menu Options Info Commands Setup StartPanel
zSecure Suite - RACF - Reports
Option ===>
1 Profiles Any profiles fitting mask/qualifier with their data sets
2 Non redundant Data set profiles different from less specific profiles
3 Redundant A1l data set profiles, mark if non-redundant (as in 2)
4 Permit/scope User/group on access list, or access by any means
5 Out of group Group data sets accessible to users outside the group
6 Non default Data sets with more in access 1ist than 'owner has alter'
7 Match Find profiles that cover a data set or resource
8 Group tree Group tree display
9 USERDATA Display and action on profiles with USERDATA
A Tapevol Tapevol profile overview
B RACFvars RACF variable profiles
C APPL Application profiles
D JES/328X Jes/328X definitions and log data sets
E SDSF SDSF command and display authorities
F JES2 Access to JES2 resources
G Compare users  Compare access and/or connect
- J

Figure 128. RACF Reports menu

These reports come in different categories:

* Reports that combine data from several profiles and from profiles and resource
information are available from options RA.3.1 - RA.3.6, RA.3.D. For additional
information about these reports, see REPORT <reporttype> in
[“SELECT/LIST Fields,” on page 953

* Special function panels are available from options RA.3.7 through RA.3.9, and
RA.3.G.

¢ Class-specific profile query panels are available from options RA.3.A through
RA3.C.

* Application-specific overview panels are available from options RA.3.E and
RA.3.F.

Note: Reports of special interest for status auditing are available from option
AU.S. These reports include special reports on the protection of sensitive
data sets, APF-authorized programs, Program Access to Data Sets (PADS)
and STCs. For more information, see ["'STATUS AUDIT - RACF resource” on|
|page 316| and the overviews of the GLOBAL and STARTED classes described
in[“STATUS AUDIT - RACF control” on page 266

The line commands available from the RA.R menu option panels depend on the
ENTITY type (user, group, data set, or general resource profile). The commands
listed on a panel are the same line commands listed for the standard displays for
these entity types, except for reports that show combined data from multiple
profiles or from profiles and resources. On these reports, either the default line
command set as explained in [Table 18 on page 54|applies, or the specific options
are explained separately.

able 121] provides an overview of the RACF Report menu options with references
to more detailed information.

Table 121. RA.R Report menu options

Menu option Purpose

[“RA.3.1 Profiles - Reports on selected profiles in the DATASET and general
[Profiles with their data| |resource classes, along with their access list, UACC, and auditing
lsets” on page 196| requirements.
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Table 121. RA.R Report menu options (continued)

Menu option

Purpose

“RA.3.2 Non redundant]
- Data set profiles|
different from less|
specific profiles” on|

page 201|

Understand what data sets are protected and how they are
protected. The report filters out profiles that are considered
redundant because they provide the same access as the next
most specific profile, and then reports on the data sets for the
most specific remaining profiles.

[|'RA.3.3 Redundant -|
[[Finding and removing|
[[redundant profiles” on|

||Bage 205

Report on redundant profiles that are candidates for removal
because they provide the same access as another more specific
profile.

“RA.3.4 Permit/Scope
Report access of a user
|0r oroup’” on page 20

Overview of all resources a user or group has access to. The
access can be explicit access through a CONNECT or PERMIT, or
implicit access through the UACC.

[‘RA.3.5 OUT OF
|IGROUP - Group datal
lsets that can be accessed|
[from outside the group”|
|0n page 212|

Provides information about group data sets that have the
potential to be accessed by users or groups outside of the group.

[“RA.3.6 Non default -|
[Reporting nonstandard|
ldata set access lists” on
page 214]

Overview of profiles that have access control that does not
comply to the default access control specified in security policy.

[“RA.3.7 MATCH - Find|
|profiles that cover a
data set or resource” on|

|Eage 216|

Identify all profiles that can cover a specified data set or resource
name. RACF uses the most specific profile to protect a resource
or data set. However, you can use this display to see what other
profiles might also protect the resource.

[“RA.3.8 GROUP TREE -|
|Group tree display” on|

||Eage 217|

View all group profiles in a format indicating the group-tree
structure. You can use selection criteria to specify parts of the
group tree to select or exclude.

[['RA.3.9 USERDATA -]
[[User data management”|

|0r1 page 219|

Find and view installation-defined User fields and change the
userdata.

“RA.3.A TAPEVOL -
Tape Profile Overview”]

on page 222|

Shows information about TAPEVOL profiles that fit the selection
criteria. This report is a variant of the General Resource Profiles
panel geared towards the TAPEVOL class.

[“RA.3.B RACFVARS -|
[RACF variable profiles”|

|0r1 page 225.|

Shows information about RACF variables profiles that fit the
selection criteria that you specify.

“RA.3.C APPL —|

Application profiles” onl

page 227|

Shows a list of all RACF profiles in the APPL class. These profiles
control the access permissions to some applications like IMS™ or
CICS. On the resulting display panel, you can use action
characters to work with the profiles.

[“RA.3.D JES/328X -|
es /328X definitions and|
log data sets” on page]

2]

Work with JES/328X related dataset profiles and, optionally, list
the data sets they cover such as the JES/328X log data sets.

[“RA.3.E SDSF - SDSH|
lcommand and display|
[authorities” on page 22§

See an overview of all profiles that affect SDSF security. Line
commands are available to work with the profiles.

[“RA.3.F JES2 - Access to

ES2 resources” on page)

See an overview of all profiles that affect JES2 security. Line
commands are available to work with the profiles.
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Table 121. RA.R Report menu options (continued)

Menu option Purpose

“RA.3.G Compare users| | Compare user ID access in two different ways: Through permits
- Compare access| with an option to include group permits, or compare connects
land /or connect” on| for up to four user IDs.

||]:_>age 230]

RA.3.1 Profiles - Profiles with their data sets

The RA.3.1 Profiles menu option shows selected profiles in the DATASET and
general resource classes, along with their access list, UACC, and auditing
requirements. In this report, you can request the names of data sets covered by the
profile to be added. In contrast to the LD DSNS parameter in RACE, this report
also includes uncataloged data sets on disk, uncataloged migrated data sets, tape
data sets from a tape management catalog, the original data set names for
backed-up discrete profiles, and single-qualifier data set names. Because of the
cross referencing capability this REPORT PROFILES offers a different approach
from a standard profile view in RACF. However, some line commands available on
the standard RACF profile view are not supported from this zSecure profile view.

~

Menu Options Info Commands Setup
zSecure Suite - RACF - Reports Profiles
Command ===>

Show profiles that fit all of the following criteria:

Class name . . . . (class or filter)

Profile pattern . . SYS*.*x (EGN mask)
High level qual . . (qualifier or filter)

Complex . . . . . . (complex name or filter)

Enter "/" to select option(s)
/ Show data sets covered by each profile

_ Including data sets on scratch tapes
_Show general resources covered by each profile

Qutput in print format
Start each user or group on a new page

Figure 129. Report profiles selection panel

The following selection criteria are supported.

Table 122. Profile Report - available selection criteria

Selection criteria Description

Class name Limit to this class, or classes matching this filter

Profile pattern Limit to profiles matching this pattern.

High level qual Limit to profiles with this HLQ as modified by ICHCNX00 (if
present), or an HLQ matching this filter

Complex In a complex with this name, or a matching complex if a filter is
used.

The following options customize the output.
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Table 123. Profile report -

options for customizing output

Option

Description

Show data sets covered
by each profile

Include the data set names covered with each profile

Including data sets on
scratch tapes

Include even those data sets that can be overwritten at any time
because the tapes they are on are in scratch status. This option is
only meaningful if you asked for inclusion of data sets in the
first place.

Show general resources
covered by each profile

Include sensitive resources and a supported subset of other
general resources covered by the resource profile (zSecure Audit
only)

Output in print format

Generate output in a printable format instead of in an ISPF table

Start each user or
group on a new page

Issue a form feed whenever a new HLQ is started. This option is
only meaningful if you are generating output in print format.

A sample class selection display is shown in the following figure.

4 N\
zSecure Suite PROFILE OVERVIEW Line 1 of 6
Command ===> Scroll===> CSR
10 Feb 2011 00:05
Complex Profiles MaxUacc
TODAY 107 UPDATE
Class Profiles MaxUacc
__ APPCPORT 1 NONE
—APPL 1 NONE
s_ DATASET 99 UPDATE
_ JESINPUT 2 READ
~ SECLABEL 3 NONE
__ VTAMAPPL 1 NONE
KkkERRF KRR IR AR R Ik kxhkxkkxxxxxx BOTTOM OF DATA **kkkkkhkkhhhrhhrkrhhhrkhhkkrhhrds
J
Figure 130. Report profile overview
The following fields of interest are shown.
Table 124. Profile report class selection - fields of interest
Field Description
Complex The complex name (which database)
Profiles The number of profiles selected
MaxUacc The highest universal access found for any selected profile
Class The profile class
Profiles The number of profiles selected within the class
MaxUacc The highest universal access found for any profiles selected
within the class
A profile level display is shown in the following figure.
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e
zSecure Suite PROFILE OVERVIEW Line 1 of 135

Command ===> Scroll===> CSR
3 Mar 2001 00:07

Complex Profiles MaxUacc

TODAY 143 UPDATE

Class Profiles MaxUacc

DATASET 135 UPDATE

Profile name Volume UACC S/F Erase
_ SYSAPPL.*x NONE___ R NO___
__ SYSAPPL.CNRACF . *=* NONE__ R NO___
__ SYSAPPL.CNRACF.BACK1DAY . ** NONE__ R NO___
_ SYSAPPL.GTF.*=* NONE__ R NO___
_ SYSAPPL.OS%%%ETP. *x* NONE_ R NO___
— SYSMVIEW..** NONE___ R NO___
— SYSMVIEW.VIRIMO.SEFMLINK NONE___ U RNO___
_ SYSP.x.#x NONE___ R NO___
_ SYSP.**_HFS NONE___ U R NO___
S SYSP.CPAC.T.** NONE_ R NO__
_ SYSP.CPAC.T.LOADLIB NONE___ UR NO___
_ SYSP.C##.Pl.*.*x NONE_ R NO__
_ SYSP.C##.P1.SYSLOG. ** NONE___ R NO___

SYSP.DINQO*.%* NONE___ R R YES__

\—

Figure 131. Report profile level overview

The following fields of interest are shown.

Table 125. Profile Report - profile level class selection fields of interest

Field Description

Profile name The profile name

Volume Volume the profile applies to (if specific)
UACC The universal access level

Success Effective success audit level

Failure Effective failure audit level

Erase Erase-on-scratch setting

The line commands available here are L List, D Delete, C Copy and S Select. The
latter brings up a detail display as shown in the following figure.
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Vs
zSecure Suite PROFILE OVERVIEW

Line 1 of 35
Command ===> Scroll===> CSR
3 Mar 2001 00:07
Complex Profiles MaxUacc
TODAY 143 UPDATE
Class Profiles MaxUacc
DATASET 135 UPDATE
Profile name Volume UACC S/F Erase
SYSP.CPAC.T.** NONE R NO
Type Profile name Volume
GENERIC SYSP.CPAC.T.#**
nvsam SYSP.CPAC.T.DOCLIB SYSPOO
nvsam SYSP.CPAC.T.SCPPCENU MIGRAT
clustr SYSP.CPAC.T.SCPPEENU SYSPO1
migcl SYSP.CPAC.T.SCPPEENU MIGRAT
clustr SYSP.CPAC.T.SCPPHENU SYSPO1
migcl SYSP.CPAC.T.SCPPHENU MIGRAT
nvsam SYSP.CPAC.T.SCPPLOAD MIGRAT
nvsam SYSP.CPAC.T.SCPPMENU MIGRAT
nvsam SYSP.CPAC.T.SCPPPENU MIGRAT
nvsam SYSP.CPAC.T.SCPPSENU SYSPOO
nvsam SYSP.CPAC.T.SCPPTENU MIGRAT
clustr SYSP.CPAC.T.SCPPVENU SYSPO1
migcl SYSP.CPAC.T.SCPPVENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.LOADLIB MIGRAT
nvsam SYSP.CPAC.T.ST010232.L0G MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPAENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPBENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPCENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPEENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPHENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPLOAD MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPMENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPOENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPPENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPSENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPTENU MIGRAT
nvsam SYSP.CPAC.T.ST010232.SCPPUENU MIGRAT
nvsam SYSP.CPAC.T.VB.SCPPCENU MIGRAT
Full profile name
SYSP.CPAC.T.**
Id Access Via Name Data
_ SYSAUTH OWNER AUTHORIZATION G
_ C##BER2 ALTER ERIC TWAIN
_ STRTASK UPDATE DIV STARTED TASK USR
\- SYSPROG ALTER SYSTEM PROGRAMM )

Figure 132. Report profile detail display

The following fields of interest are shown.

Table 126. Profile Report - detail display fields of interest

Field Description

Type Shows the profile type for profiles (the first line). For other resources,

shows the type of data set or resource. For the resources (the other lines),

the type of data set or resource. Available types are listed in|Table 127 o

Profile name

The profile name, followed by the names of the data sets or resources
covered (if requested).

Volume

The volume the profile applies to/the data set resides on.

Full profile
name

The full profile name up to 246 characters.

Id

Userid or group ID that has access on this profile.

Access

The access level.
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Table 126. Profile Report - detail display fields of interest (continued)

Field

Description

Via

Condition under which access applied (for a conditional entry): class and
profile name, or blank.

Name

For a user ID in the Id column the user name is shown here.

Data

Installation data for the user or group.

The data set types that can be shown are listed in the following table.

Table 127. Profile Report - Data set types

Data set type

Description

nvsam

Non-VSAM disk data set, migrated if the volume status is MIGRAT for HSM
or ABR, or archived if the volume is ARCIVE for DMS. This information is
obtained from the VTOC for data sets on disk, the HSM MCDS and the
ABR ACF for migrated data sets, and the DMSFILES data set for archived
data sets. The information is not derived from the catalog entries.

clustr

VSAM cluster (catalog entry). The volume listed is the volume of the
catalog. The source for the cluster names can be one of the following: a
catalog, an HSM MCDS, ABR ACF, DMS DMSFILES data set, or VVDS.

bkpclu

Backup of a VSAM cluster. Normally, this is only listed below a
backed-up discrete profile (for example, a discrete profile with a
system-generated name). The source for the cluster name is either the
HSM BCDS or a DMS DMSFILES data set.

index

Index component of a VSAM cluster residing on the indicated DASD
volume.

data

Data component of a VSAM cluster residing on the indicated DASD
volume.

aixix

Index component of a VSAM alternate index residing on the indicated
DASD volume.

aixda

Data component of a VSAM alternate index residing on the indicated
DASD volume.

migcl

Migrated or archived VSAM cluster. This is listed below a cluster entry
instead of the components. The volume is equal to MIGRAT or ARCIVE.

clust

Backup of VSAM cluster. This is listed below a bkpclu entry instead of
the components. The volume is equal to MIGRAT or ARCIVE.

8ag

Base name of a GDG (Generation Data Group), obtained from a catalog.

cnntap

Cataloged, non-managed tape file, on a non-managed volume.

unntap

Uncataloged, non-managed tape file, on a non-managed volume. The
source for such an entry is probably the TVTOC of a TAPEVOL profile.

cmmtap

Cataloged, managed tape file on a managed, nonscratch tape volume.

ummtap

Uncataloged, managed tape file on a managed, nonscratch tape volume.

cnmtap

Cataloged, non-managed file on a managed, non-scratch volume. This
means that the catalog entry conflicts with the tape management
information.

unmtap

Uncataloged, non-managed file on a managed, non-scratch volume. The
source for such an entry is probably the TVTOC of a TAPEVOL profile.

cnstap

Cataloged, non-managed file, on a managed volume in scratch status.

unstap

Uncataloged, non-managed file, on a managed volume in scratch status.
The source for such an entry is probably the TVTOC of a TAPEVOL profile.

200 Admin and Audit for RACF, Version 1.13.0: User Reference Manual




Table 127. Profile Report - Data set types (continued)

Data set type Description

secvol Secondary volume of a multi-volume data set.

sensr-r General resource (not a data set) that is sensitive if read access is
permitted.

sens-w General resource profile that is sensitive if update access is permitted.

sens-a General resource (not a data set) that is sensitive if alter access is
permitted.

priv General resource (not a data set) that gives the user some privilege.

In print format, the report looks like the report shown in the following figure.

BROWSE - C##BJT2.C2R1EF2A.REPORT

LINE COoL 001 132

COMMAND ===>

SCROLL ===> CSR

zSecure Admin PROFILE OVERVIEW complex TODAY

Type

Profile name
SYSPLUOL

zSecure Admin PROFILE OVERVIEW complex TODAY

Type

zSecur

Type

GENERI
nvsam
nvsam
nvsam
nvsam
nvsam
nvsam
nvsam
nvsam
gdg

Profile name
SYSPLUOL

e Admin PROFILE OVERVIEW complex TODAY

Profile name

C SYSAPPL.=**
SYSAPPL.CNRACF1.UNLOAD
SYSAPPL.C2R32AE.UNLOAD
SYSAPPL.CNRACF4.UNLOAD
SYSAPPL.EPR.SMFDUMPW.GO153V00
SYSAPPL.EPR.SMFDUMPW.GO154V00
SYSAPPL.EPR.SMFDUMPW.GO155V00
SYSAPPL.EPR.SMFDUMPW.GO156V00
SYSAPPL.EPR.SMFDUMPW.GO157V00
SYSAPPL. SMFDUMPW

class APPL

Top of Data

class APPCPORT 3 Nov 2011 00:07

Volume Id Access When
C##BMR1  OWNER
STRTASK  READ

3 Nov 2011 00:07

Volume Id Access When
C##BMR1  OWNER
STRTASK  READ

class DATASET 3 Nov 2011 00:07

Volume Id Access When
SYSPROG  OWNER

TSTUS1 C##BSUPP READ

TSTUS1 C##A READ

TSTUS1 SYSAPPL ALTER

EPRPAG SYSPROG ALTER

EPRPAG

EPRPAG

EPRPAG

EPRPAG

Figure 133. Report profile print format

Notes:
Listing the data sets covered requires a CKFREEZE file, and furthermore that
VSAM data sets are not listed if no catalog dump was included.

For advanced users: if you want to write your own REPORT_PROFILES query,
the data sets covered can be included by means of the REPORT DATASETS
command; to include data sets on scratch tapes as well, also add the SCRATCH

1.

keyword.

UACC
NONE

UACC
NONE

UACC
NONE

page 1

Success Failure Erase
READ NO

page 2

Success Failure Erase
READ NO

page 3

Success Failure Erase
READ NO

RA.3.2 Non redundant - Data set profiles different from less
specific profiles

The RA.3.2 Non redundant menu option is designed to help you understand what
data sets are protected and how they are protected. The report filters out profiles

that are considered redundant because they provide the same access as the next

most specific profile. The report includes he data sets for the most specific
remaining profiles. The criteria for determining whether profiles are redundant are
explained in [“RA.3.3 Redundant - Finding and removing redundant profiles” on|

|Eage 205.|
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Info Commands Setup

Command ===>

Show profiles that fit all of the following criteria:
Profile pattern . .
High level qual . . C##BJTI_
Complex . . . . . .

(qualifier or EGN mask; reduces time)
(complex name or filter)

Enter "/" to select option(s)
/ Show datasets covered by each profile
Including datasets on scratch tapes

Qutput in print format
Start each user or group on a new page

zSecure Suite - RACF - Reports Non redundant

(EGN mask)

Figure 134. Report Non redundant selection panel

The following selection criteria are supported.

Table 128. Non-Redundant Profile Report - selection criteria

Selection Criteria Description

Profile pattern

Limit to profiles matching this pattern.

High level qual

Limit to profiles with this HLQ as modified by ICHCNXO00 (if
present), or an HLQ matching this filter

Complex

In a complex with this name, or a matching complex if a filter is
used.

The following options customize the output.

Table 129. Non-Redundant Profile Report - custom output options

Option

Description

Show data sets covered
by each profile

Include the data set names covered with each profile

Including data sets on
scratch tapes

Include even those data sets that can be overwritten at any time
because the tapes they are on are in scratch status. This option is
only meaningful if you asked for inclusion of data sets in the
first place.

Output in print format

Generate output in a printable format instead of in an ISPF table

Start each user or
group on a new page

Issue a form feed whenever a new HLQ is started. This option is
only meaningful if you are generating output in print format.

A sample display is shown in

Non-redundant dataset profiles Line 1 of 1
Command ===> Scroll===> CSR
10 Feb 2011 14:56

Complex Timestamp Profiles

DEFAULT 10 Feb 2011 14:56 1

Qual Profiles

C##BJTI 1

Type Volume Profile name First reason
s_ GENERIC C##BJITI . ** No generic
U BOTTOM OF DATA

Figure 135. Report NONREDUNDANT profile level display
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In this example, the only profile in the query results for the HLQ specified of
interest is C##BJT1.**, which is non-redundant because a more generic profile does
not exist to take over its role.

The following fields of interest are shown.

Table 130. Non-redundant Profile Report - field descriptions

Field Description

Complex |The name of the complex

Timestamp | The date and time to which the information pertains

Profiles The total number of profiles selected

Qual The first qualifier of this set of profiles (after ICHCNX00 processing)
Profiles The number of profiles selected with that HLQ

Type The profile type

Volume The volume the profile pertains to (if volume-specific)

Profile The profile name

name

First Indicates why this profile is selected. See .

reason

UACC The Universal Access of the profile

S/F The effective success and failure audit levels (separated by a blank).
Era The Erase-on-scratch settings of the profile

able 131] lists the reasons that a profile can be considered non-redundant.

Table 131. Non-redundant Profile Report - reasons for profile selection

Reason for
selection

Description

- candidate -

This is a generic profile or entry in the global access table that was the
most specific matching generic for one of the profiles considered
non-redundant.

- redundant -

This field is only present if you requested REPORT REDUNDANT. It
marks all profiles that were considered redundant.

Access

The access level of a user or group in the access list of this profile was
different from the access level in the access list of the candidate profile
for the same identity (user or group), and it was not overruled anyway
by an entry in the global access table. The entry is one of the entries
marked with an arrow.

Audit

The audit requirements are different from the candidate generic profile.

Erase

The erase-on-scratch requirement is different from that of the candidate
generic profile. These profile requirements are not considered if the
ERASE(ALL) or NOERASE global options are active.

Extra group

The access list of this profile contains a group that is not present on the
access list of the candidate generic profile. It is one of the entries
marked with an arrow.

Missing group

The access list of this profile does not contain a group that is present in
the access list of the candidate generic profile. You must look up the
candidate profile access list to see which group. No arrow is present.

Chapter 2. RACF Administration Guide 203



Table 131. Non-redundant Profile Report - reasons for profile selection (continued)

Reason for
selection

Description

Missing user

The access list of this profile does not contain a user ID that is present
in the access list of the candidate generic profile. That user ID is also
not given the same access through a Connect. You must review the
candidate profile access list to see which group has the missing user ID.
No arrow is present.

No generic

There is no matching generic to serve as candidate.

Undefined id

There is an extra user or group present in the access list that is not
present in the access list of the candidate generic profile. However, the
user or group was not defined.

Used as model

The profile is used as a model on a USER or GROUP profile and hence
not redundant.

User no connect

Might also be called Extra User. A user ID is present in the access list
that is not present in the access list of the candidate profile. Nor does
that user have a connection to any of the groups present in the access
list of the candidate generic profile. The user ID is indicated by an entry
marked with an arrow.

User privileged

A user ID is present in the access list that is given more access than the
equivalent entry in the access list of the candidate profile, which is
either the user ID or the connect group giving the highest access. The
user ID is indicated by an entry marked with an arrow. You have to
look at the candidate profile access list to find the access level involved.

User restricted

A user ID is present in the access list that is given less access than the
equivalent entry in the access list of the candidate profile, either the
user ID or the connect group giving the highest access. The user ID is
indicated by one of the entries marked with an arrow. You must review
the candidate profile access list to find the access level involved.

Universal access

UACC is different from the candidate profile UACC.

A detail display is shown in

Command ===>

Type Volume
migcl MIGRAT
clustr SYS102
migcl MIGRAT
nvsam MIGRAT
nvsam MIGRAT
nvsam MIGRAT
nvsam MIGRAT
nvsam SM3005
Complex UACC

Vs
Non-redundant dataset profiles Line 115 of 130

Scroll1===> (CSR
10 Feb 2011 14:56
Profile name First reason
C##BJTI.TESTARES.VSAM.CLUSTER3
C##BJTI.TESTARES.VSAM.CLUSTERS
C##BJTI.TESTARES.VSAM.CLUSTERS
C##BJTI.TESTIN
C##BJTI.TESTIN2
C##BJTI.TESTTLMS.CKFREEZE
C##BJTI.UTOOLS.ESDTLS
C##BJTI.WRB09058.CKFREEZE
S/F Erase Owner

DEFAULT NONE__ R NO_  C##BJTI_
Dif Id Access Via Name Data
C##BJTI  OWNER JOYCE TIMBER
C##BJTI  QUALOWN JOYCE TIMBER
C##AINT ALTER Zsecur GROUP ADMIN
C##BJT2 ALTER JOYCE TIMBER
C##B READ PERSONNEL

-

BOTTOM OF DATA

Figure 136. Report NONREDUNDANT detail display

The following fields of interest are shown.

204 Admin and Audit for RACF, Version 1.13.0: User Reference Manual




Table 132. Non-redundant Profile Report - detail display fields

Field Description

Type For the profile (the first line), the profile type. For the data sets (the other
lines), the type of data set; see the table in[‘RA.3.1 Profiles - Profiles with|
[their data sets” on page 196

Volume The volume the profile applies to/the data set resides on.

Profile name The profile name, followed by the names of the data sets covered (if
requested).

Complex The complex name

UACC The universal access level

S/F The effective success and failure audit levels (separated by a blank).

Erase Erase-on-scratch setting

Owner The profile owner

Dif Indicates whether this access list entry makes a difference. This column
contains an arrow if the access ID is listed for another reason other than
being redundant.

Id Userid or group ID that has access on this profile

Access The access level

Via Condition under which access applied (for a conditional entry), or blank

Name For a user ID in the Id column the user name is shown here

Data Installation data for the user or group

Figure 137| provides an example of the output in print format.

NON-REDUNDANT

Type

GENERIC CH#BITI. %%
nvsam
nvsam
nvsam
nvsam
nvsam
nvsam

Volume Profile name Id

MIGRAT C##BJTI.ASMIDF.CMDLOG
MIGRAT C##BJTI.AUDION.CNTL
SM3003 C##BJTI.CERT

ETPSMS C##BJTI.CNFCOLL.TRS

DATASET PROFILES complex DEFAULT qualifier C##BJTI 10 Feb 2011 00:05
Success Failure Era First reason

READ No generic

access program UACC
OWNER NONE
QUALOWN

ALTER

ALTER

READ

C##BJTI
C##BJTI
C##AINT
C##BJT2
C##B

ETPSMS C##BJTI.CNFCOLL.XM
SM3001 C##BJTI.CNFTEST.CKFREEZE

Figure 137. Report NONREDUNDANT print format

RA.3.3 Redundant - Finding and removing redundant profiles

Use the RA.3.3 Redundant menu option for reporting on the access list of dataset
profiles to identify redundant profiles that can be removed. The report includes
data set profiles in the following categories:

* Profiles not covered by a less specific generic profile.

* Profiles covered by a less specific generic profile where the WARNING AUDIT, or
ERASE (if active globally) settings are different.

* Profiles where the access list is different so they cannot be considered similar.

Access is considered similar if the access list contains the group to which the
dataset belongs with a lower level than present in GLOBAL DATASET member
&RACGPID.* (no EGN), &RACGPID.** or &RACGPID.*.** (EGN). Access is also
considered similar if a user ID is present on the discrete profile access list with
an access that is also granted through one of the groups to which the user ID is

connected.

Redundant profiles are identified with a - redundant -.
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A sample display is shown in For additional information about the

report and how to interpret it, press F1 on the panel for help.

Redundancy analysis of dataset profiles Line 1 of 3 h
Command ===> Scroll1===> CSR
10 Feb 2011 15 55
Complex Timestamp Profiles Non-redundant
DEFAULT 10 Feb 2011 15:55 3 1
Qual Profiles Non-redundant
C##BJTI 3 1
Type Volume Profile name First reason
__ GENERIC C##BJTI . x* - candidate -
__ GENERIC CH#BITI.*x No generic
__ GENERIC C##BJTI.RE.DUN.DANT.** - redundant -
BOTTOM OF DATA
- J

Figure 138. Report REDUNDANT profile level display

This panel shows two separate profiles, but counts three. The middle entry
C##BJTI.**, which is the same as the one shown in [Figure 134 on page 202 is not
redundant because it is a top-level profile (No generic). The last entry shows the
other, redundant, profile C##BJTI.RE.DUN.DANT.**. The first entry shows that
C##BJTI.** is a -candidate- profile, which means that this profile might take over
the role from one or more profiles flagged redundant if they were removed.

If the administration product zSecure Admin is installed and not disabled (that is,
not only zSecure Audit for ACF2), then the selection panel for this option provides
an extra output option Remove redundant profiles that means no report is to be
generated at all, but instead the REMOVE REDUNDANT function is to be performed.
This function generates the RACF commands to remove all profiles marked as
redundant in the analysis.

This REMOVE REDUNDANT function is designed specifically to aid in the conversion
from ADSP to generic profiles. When you use this function, it automatically
generates commands to delete discrete profiles that provide equivalent access to the
access provided by the combination of the most specific matching generic data set
profile and the most specific matching global access table entry (if present).

If you use Automatic Backup and Recovery (ABR) with the PROFKEEP option, be aware that on
restore of a non-VSAM data set that must be recreated, the ABR function requests a default
discrete profile to be created through ADSP if its RACF indicated bit was set on migration. In
addition, this RACF indicated bit is only available on the migration tapes which currently
are not checked. Instead, it is assumed that an existing discrete profile applies. If a data set
is already allocated, ABR prevents the restore unless the RACF indicated bits match.
Therefore, if you are converting from ADSP to generic profiles, consider the implications
regarding ABR and take them into consideration when you are reviewing the remove profile
commands generated by the REMOVE REDUNDANT function.

For a profile to be considered redundant, three profile properties are checked:
1. Access requirements (access list, conditional access list, and universal access).
2. Audit requirements (failure audit level, success audit level).

3. Erase-on-scratch requirement.

The first two items are simply compared to those of the most specific matching
generic profile, called the candidate profile. They must be equal before the profile is
considered redundant. However, the erase-on-scratch requirement is not checked if
the system wide option ERASE(ALL) or NOERASE is active.
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The access requirement comparison is more complicated. Simplest is the universal
access (UACC) comparison. For a profile to be considered redundant, its UACC
must either be equal to that of the candidate profile, or less than ALTER and at the
same time less than or equal to the most specific matching entry of the Global
Access Table (that is, a member of the DATASET profile in class GLOBAL).

The access list and conditional access list comparison takes into account group
membership of user IDs in the list. That is, a user ID in the conditional list of a
redundant profile might be missing from the conditional access list of the
candidate profile only, if one of the connect groups is present with the same access
(and the same program name), and no connect groups are present with a higher
access (and the same program name).

The redundancy check does not take all fields into account. For example, the
RESOWNER and NOTIFY fields, security categories, levels, and labels are not checked.

For advanced users who want to provide extra selection criteria in the preamble or
specify a modified query of type REPORT_REDUNDANCY or REMOVE REDUNDANT: Do not
exclude profiles from the USER, GROUP, or GLOBAL classes. These classes might be
needed for determining whether profiles are redundant. For example, when
excluding a certain HLQ, specify EXCLUDE QUAL=id CLASS=DATASET!

RA.3.4 Permit/Scope - Report access of a user or group

The RA.3.4 PERMIT/SCOPE menu option provides an overview of all resources a
user or group has access to. The access can be explicit access granted through a
connect or permit, or implicit access granted through the UACC.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - User Scope/permit
Command ===>
Id .. ... ... C##BJTI_ C##BJT2_
Specify type of authorization
1 1. Direct permit to the Id (Id on access list)
2. Direct permit or Connect (Id or Connect Group on access list)
3. Scope (access or administrative authority by any means)
Report options
Minimum access to show Specify output options
8 1. Execute 2. Read _ Show resources covered by profile
3. Update 4. Control _ Including datasets on scratch tapes
5. Alter 6. Admin _ Output in print format
7. Owner 8. Show all _ Start each Id on a new page
Select profiles to include. Blank profile field(s) to include missing profiles
Dataset HLQ . . . . = (qualifier or filter, * for all, blank for none)
Dataset profile . . (EGN mask)
Other class . . . . * (class or filter, = for all, blank for none)
Other profile . . . (EGN mask) )

Figure 139. Report Scope/Permit selection panel

The following selection criteria and output options are available.
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Table 133. User Scope/Permit Report - selection criteria and custom output options

Selection Criteria or
Output Option

Description

Id

Up to six user or group IDs for which you want this function
performed

Specify type of
authorization

Specify the access type you want to include in the report or
display: 1 for a PERMIT to the Id, 2 for access via PERMIT or
CONNECT, or 3 for access by any means.

Minimum access to
show

The minimum access level for inclusion in the report

Show resources
covered by each profile

Include the resource names covered by each profile.

Including data sets on
scratch tapes

Include even those data sets that can be overwritten at any time
because the tapes they are on are in scratch status. This option is
only meaningful if you asked for inclusion of data sets in the
first place.

Output in print format

Generate output in a printable format instead of in an ISPF table

Start each Id on a new
page

Start each separate report on a new page. This option is only
meaningful if you are generating output in print format.

Dataset HLQ

Limit the DATASET class to profiles with this HLQ as modified
by ICHCNX00 (if present), or an HLQ matching this filter.

Dataset profile

The EGN mask that a profile in the DATASET class must match to
be included in the report.

Other class

Mask for the selection of General Resource classes

Other profile

The EGN mask that a profile in a General Resource class must
match to be included in the report.

provides a sample of the Report Permit Overview panel.

zSecure Admin REPORT PERMIT - Explicit access

Command ===>

1 s elapsed, 0.3 s CPU
Scroll===> CSR
10 Feb 2011 17 00

Complex Scope of Profiles HighAcc

s_ DEFAULT C##BJTI
__ DEFAULT C##BJT2

48 ALTER
33 ALTER

* * *

BOTTOM OF DATA * * * *

Figure 140. Report Permit overview

The following fields of interest are shown.

Table 134. User Scope Permit Report - explicit access fields

Field Description

Complex The complex name.

Scope of The IDs the report was requested for.

Profiles The number of profiles found for this id.

HighAcc The highest access the id has on any of the profiles.

This selection level is skipped if you requested the report for only one ID.
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shows a sample of the Report Permit Class Selection panel.

/;Secure Admin REPORT PERMIT - Explicit access Line 1 of 2
Command ===> Scroll===> CSR
10 Feb 2011 17:00
Complex Scope of Profiles HighAcc
DEFAULT C##BJTI 48 ALTER
Class Profiles HighAcc
s_ DATASET 45 ALTER
_ FACILITY 3 READ

BOTTOM OF DATA
- J

Figure 141. Report Permit class selection display

On this level the classes are listed with the number of profiles selected in them and
the highest access of the ID on any of those profiles.

/zSecure Admin REPORT PERMIT - Explicit access Line 1 of 11 h
Command ===> Scroll1===> CSR
10 Feb 2011 17:00
Complex Scope of Profiles HighAcc
DEFAULT C##BJTI 16 ALTER
Class Profiles HighAcc
DATASET 13 ALTER
Class Profile name Access Via
__ DATASET C##A.D.CNFJTI.** ALTER  C##BJTI
_ DATASET C##A.D.CNRJITI.** ALTER  C##BJTI
__ DATASET C##A.D.CNRNEW.SC2RSAMP UPDATE C##BJTI
_ DATASET  C##A.D.CNRNEW*.*x UPDATE C##BJTI
_ DATASET C##A.D.HLLJITI.** ALTER  C##BJTI
__ DATASET C##A.L.** READ C##BJTI
_ DATASET C##A.P.SMPMCS.CNTL READ C##BJTI
__ DATASET C##BJT2.** ALTER  C##BJTIL
__ DATASET C##BMCO.** READ C##BJTI
s_ DATASET SYSAPPL.CNRACF. = READ C##BJTI
_ DATASET SYSAPPL.CNRACF.BACKIDAY .= READ C##BJTI
*kkkkKRF KRR KRR IRk kR h*kkkxhkxkkxxxxxkx BOTTOM OF DATA **kkkkkhkkhhhkrhhrkrkhhhrkhhkrhhrds /

Figure 142. Report Permit profile display

The following information is provided on the profile level of the report.

e List of profiles

* Access level

* Access list id through which this access is granted. For conditional access, the
information also reports when the access is granted

If the data sets covered by each profile are to be shown, they are listed on the
detail display.

The only line commands available on this panel are S Select and D Delete.
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/zSecure Admin REPORT PERMIT - Explicit access Line 1 of 3 h
Command ===> Scroll===> CSR
10 Feb 2011 17:00
Class Profile name Access Via When
DATASET  SYSAPPL.CNRACF.** READ C##BJTI
Type Profile name Volume

GENERIC SYSAPPL.CNRACF.**

Full Profile name Volume
SYSAPPL.CNRACF . **

Access Via When

READ__ C##BJTI_

BOTTOM OF DATA
- v

Figure 143. Report Permit detail display

The detail display shows the same information available on the record level
display. However, you can also see the full profile name, up to 246 characters and
modify the access allowed value.

The philosophy of the REPORT SCOPE function is to show the profiles, and
optionally the resources to which the user or group directly or indirectly has access.
Indirect access is the ability to modify a profile to give oneself direct access. The
report includes access through the following group attributes: SPECIAL, OPERATIONS,
and AUDITOR. To prevent inadvertent listing of all or almost all profiles in the
system, access through the system-wide special, operations, and auditor attributes
are not included. The report does include information about the following access
types:

* Access through universal access and warning mode of profiles.

* Access through the global access table.
* Access through missing profiles.

* Access through discrete/generic DATASET profiles mismatches (in a
NOPROTECTALL environment).

Because the SCOPE function includes so many different access types, it tends to
produce a large quantity of output. To generate more manageable output, use the
selection criteria described in [Table 133 on page 208 In addition to the selection
criteria, the SCOPE function also provides the follow-up panel shown in
with options to exclude information for selected access methods.

210 Admin and Audit for RACF, Version 1.13.0: User Reference Manual



Menu Options Info Commands Setup

zSecure Suite - RACF - User Permit

o
o
3
3
[
=3
[=%
1l
Il
Il
A

i@ 60000000 C##BJTI  C##BJT2

Enter "/" to exclude access granted because of
Universal Access
Access to all RACF defined users
Global Access Table
Profiles in Warning mode allow ALTER to resource
Resource is not protected
User is group auditor, can review any profile in scope
User is group operations, can access resources in scope
User is group special, can modify any profile in scope
User is owner of profile
User can change password or password phrase of profile owner
User is group special, can connect to any group in scope
User can change his own user profile
_ User has Devolved Authorities to RACMAP resources and digital certificates
/ User has Devolved Authorities over profile
- CLAUTH class authorization or connect CREATE/CONNECT/JOIN authority )
Figure 144. Report Scope suppress panel

In the example above CKGOWNR access, permitted by CKGRACF authority has been

suppressed. [Figure 145|provides a sample report in print format.

USER AUTHORIZATION FOR ID C##BJTI JOYCE TIMBER DEFAULT 10 Feb 1999 00:05
Class Type Profile name Volume Access Via When
APPCTP  GENERIC *+* READ - UACC -
CONSOLE SDSF ALTER - WARN -
DATASET GLOBAL  &RACUID.*.*x ALTER - UACC -
DATASET  GENERIC ANF.x.#% READ - UACC -
DATASET  GENERIC ANF.SANFLOAD READ - UACC -
DATASET  GENERIC AQP.*.** READ - UACC -
DATASET = GENERIC API.x % READ - UACC -
DATASET  GENERIC ASMA.x.*x READ - UACC -
DATASET  GENERIC ASMA.V1R2MO.SASMMOD1 READ - UACC -

Figure 145. Report SCOPE print format

The Via column shows the user ID or group in the access list entry that gave the
access indicated. The value can also be any of the following:

-AUDIT-
-GLOBAL-
-RACMAP-
-RACDCT-
-SCP. G-
-SCP. ID-
-SCP. U-
- UACC -
-UNPROT-
- WARN -
- OPER -

For more information, see the ["VIA” on page 124(| field description in
REPORT_SCOPE NEWLIST.

The SCP values indicate access through the CKGRACF authorized component of
Security zSecure; through a CKG.SCP.U..., CKG.SCP.G..., and CKG.SCP.ID... profile
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respectively.- AUDIT - and - OPER - stand for group auditor and group operations
access, respectively. In restricted mode, - n/a - is shown for an id that has access
via the access list.

The column Access can show other access authorities than the conventional NONE,
READ, UPDATE, CONTROL, and ALTER. These access authorities are documented with the
ACCESS parameter of the REPORT command in [“/REPORT” on page 875

For advanced users
If you design your own query using the REPORT_SCOPE type, you can use the
SUPPRESS REASON=Tist command to suppress access reasons. See also
[‘SUPPRESS” on page 932] The following reasons can be suppressed:

* ALTER-M to suppress accesses that would be granted because users are
permitted to modify certain fields of their own user profile (‘alter myself')

* CKGOWNR for CKGRACF-access
* CKGRACDCERT for access given through IRR.DIGTCERT.** FACILITY profiles
* CKGRACMAP for access given through IRR.RACMAP.x* FACILITY profiles

* CREATE to suppress administrative access granted through CREATE authority
on a connect and class authorization (CLAUTH) on a user.

* GLOBAL for global access table

* GRPAUDIT for propagation and consideration of group-audit authority
* GRPOPER for propagation and consideration of group-operations authority
* GRPSPEC for propagation and consideration of group-special authority
* ID(*) for access through the ID * on an access list

* NOPROFILE for unprotected data sets

* OWNER for owned profiles

* PWDCHANGE for propagation of group-special authority

* SELFCONNECT for propagation of group-ownership authority

* UACC for universal access

* WARN for warning mode profiles

RA.3.5 OUT OF GROUP - Group data sets that can be
accessed from outside the group

The RA.3.5 OUT OF GROUP menu option shows permits on group data sets to
users or groups outside that group. The group is taken to be the first qualifier of
the dsname, optionally changed by ICHCNX00 or ICHNCVOO. The report shows a group
data set profiles that have a UACC other than NONE, or an OWNER or access list
entry for a user outside the group or another group.

The report can be used by sites that have a simple RACF group structure with
both user and data set profiles, to get a small report of profiles with a
non-standard access list, as opposed to a complete list of all profiles. This is
especially useful in all-discrete environments, where most of the profiles typically
have a default layout.

The same selection panel as for REPORT PROFILES is used. A sample display is
shown in [Figure 146 on page 213]

212  Admin and Audit for RACF, Version 1.13.0: User Reference Manual



Dataset profiles with permits outside group Line 1 of 13
Command ===> Scroll===> (SR
10 Feb 1999 18:05
Complex Timestamp Profiles
DEFAULT 10 Feb 1999 18:05 13
Qual Profiles
C##B 13
Type Volume Profile name First reason
s_ GENERIC CH##B.** Other group
__ GENERIC C##B.ILM. %= Other group
__ GENERIC C##B.Q.** Other group
_ GENERIC CH##B.T.** Other group
__ GENERIC C##B.T.CNROLD. ** Other group
_ GENERIC C##B.T.CAR300T.** Other group
__ GENERIC C##B.T.HLLOLD.** Other group
__ GENERIC C##B.T.KEEP#ALL.** Other group
__ GENERIC C##B.T.KEEP#ALL.CNGLOAD Other group
__ GENERIC C##B.T.RC*.** Other group
__ GENERIC C##B.T.RC941124.VSAMCOPY. SMF Other group
__ GENERIC C##B.T.VSAMMVT . ** Other group
__ GENERIC C##B. X.** Other group
BOTTOM OF DATA
- J
Figure 146. Report Permits outside group overview
On this display the profiles are listed that have 'foreign permissions'.
A detail display is shown in the following figure.
. . . . . N
Dataset profiles with permits outside group Line 1 of 9
Command ===> Scroll===> CSR
10 Feb 1999 18:09
Type Volume Profile name First reason
GENERIC C##B.** Other group
Complex UACC
DEFAULT NONE___
Out Id Access Via Name Data
C##B OWNER PERSONNEL
C##B QUALOWN PERSONNEL
-> SYSPROG ALTER SYSTEM PROGRAMMING
C##B READ PERSONNEL
-> C##A ALTER MANAGEMENT
* *% BOTTOM OF DATA *#*x * * Hkx
N J

Figure 147. Report Permits outside group detail display

The First reason column indicates the first reason why a profile was included in
the report. There can be more reasons, but only one is spelled out. However, all
access list entries referring outside the data set 1st-qualifier group are marked with
an arrow. The reasons that can be present are:

Universal access

UACC is unequal to NONE, giving access outside the
group.

User not in

group

A user in the access list or OWNER field is not connected
to the data set first qualifier group. If it is a user in the
access list, the user is one of the entries marked with an
arrow.

Other group

A group in the access list or OWNER field was present
different from the data set first qualifier group. If the group
is part of the access list, it is one of the entries marked
with an arrow.
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Note to advanced users: be careful with excluding profiles in classes other than
DATASET in REPORT_OUTOFGROUP queries for reasons similar as outlined for
REPORT_REDUNDANCY.

RA.3.6 Non default - Reporting nonstandard data set access
lists

Use option RA.3.6 to select all profiles that could cover the data set or resource
name specified. RACF uses the most specific profile to protect a resource or data
set. However, you can use this display to see what other profiles could also protect
the resource. This can be useful to determine if the current profile is required

This report uses the same layout as the one described in the previous section.

A report of access granted outside the data set first qualifier group is not usable if
your site distinguishes the grouping of data sets (resources, objects) and the
grouping of users (subjects). RACF groups are used for both of these purposes.
This distinction is called the concept of data set groups:

Data set groups are normal RACF groups, but without any connected user.
This contrasts with user groups:

User groups are normal RACF groups with users, but without any group data set
profile (and hence, in a PROTECTALL environment, without any data sets).

The rest of the groups might be called common groups:

Common groups are normal RACF groups, containing both user profiles and group
data set profiles.

Access to the data sets in a data set group is regulated by a generic profile. In this
generic profile, the user group that currently owns the data sets is listed in the
Access list with ALTER authority, as well as in the OWNER field. These settings
provide users with group-authority in the user group so that they have control
over the owned data set group. This authority is based on a connection to a user
group and does not require any connections to the data set group. It also makes it
a lot easier to transfer ownership of groups of data sets from one owner (a user
group) to another owner (another user group). Only the ownership of the data set
group needs to be changed, not all data set profiles for the data set group.

The NONDEFAULT report has been designed to support these kinds of data set
profiles as default or standard in addition to those profiles containing only the data
set first-level qualifier in the access list.

For group data sets, this lists 'out-of-group’ access as discussed in the previous
section, as well as 'out-of-group’ access where the 1st qualifier is another group
than the OWNER. However, user IDs in the access list are not checked for
connects, but always marked as non-default, unless they are equal to either the
OWNER or the 1st qualifier (an explicit PERMIT command must have been used
to create this situation, and in this sense they are non-default).

In addition, user data set profiles are listed where other people than the owner are
in the access list or in the OWNER field (or UACC not equal to NONE).
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If your security standards differ from the standards implied here, you might prefer
to see a different interpretation of the default settings and your comments on this
aspect would be welcomed (direct those to the address shown on the back of the

front page of this manual).

A sample report in print format is shown in the following figure.

NON-DEFAULT DATASET PERMITS complex DEFAULT qualifier C##B 10 Feb 1999 00:05

Type Volume Dataset name
GENERIC C##B.*x

GENERIC CH##B.ILM.*x

First reason UACC Id access program Name
Not owner or group NONE C##B OWNER
C##B QUALOWN
-> SYSPROG  ALTER
-> C##B READ
-> C##A ALTER
Group access NONE C##AINT  OWNER Zsecur GROUP
C##B QUALOWN
-> C##B READ
-> C##A ALTER
C##AINT ALTER

Figure 148. Report Non-default dataset permits print format

The column First reason indicates why a profile was included in the report. The
report only includes one reason. Although there might be more than one reason,
only one is reported. However, all access list entries present that are considered

non-default are marked with

an arrow. The reasons that can be present are:

Reason

Description

Conditional access

An entry in the conditional access list is always considered
non-default.

Group access

The first qualifier for the owning group or data set must be
in the access list of a group data set profile to be
considered default. In addition, the access must be either
ALTER or UPDATE. ALTER is the preferred way, especially
in a generic profile environment with PROTECTALL active,
since data set creation is otherwise impossible. However,
the RACF default set by the GRPACC attribute is UPDATE,
therefore this is considered default, too. The entry is
marked with an arrow unless it is missing from the access
list.

Missing access

To be considered default, access must be granted either to
the first qualifier identity or to the owner, either implicitly
if the first qualifier is a user ID or explicitly through an
access list entry.

More than 1 group

For an access list to be considered the default, it can
contain only one group. That group must be either the first
qualifier group or the owning group. Other groups are
marked with an arrow.

Not owner or group

An identity in the access list is only considered default if it
is the owner, or if it is a group and equal to the first
qualifier. An undefined identity is never considered
default. The identity is one of the entries marked with an
arrow.

Owner access not ALTER

To be considered default, the identity owning the profile
must have ALTER access to his data.

Owner not in group

The owner of a group data set profile is a user without
connect to the group.

Note: The notion of data set groups presupposes that
ownership is a user group, not a user.

Universal access

UACC is unequal to NONE, giving access outside the
group.
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Reason Description

User not owner The data set name starts with a user ID. To be considered
default, the data set profile owner must be that user ID.

RA.3.7 MATCH - Find profiles that cover a data set or resource

Use option RA.3.7 to select all profiles that could cover the data set or resource
name specified. RACF uses the most specific profile to protect a resource or data
set. However, you can use this display to see what other profiles could also protect
the resource. This can be useful to determine if the current profile is required.

~
Menu Options Info Commands Setup
zSecure Suite - Match profile
Command ===>
Show dataset profiles that would cover the following dataset:
Data set name . . . . . sysappl.cnracf.unload
Show profiles that would cover the following general resource name:
Resource class .
Resource name . . . . .
Show members and profiles that would cover the following member resource:
Member class . . . . .
Resource name . . . . .
Display options used (change with "Setup View" or "Setup Confirm"):
\?ccess list SORT - action commands EXECUTE - confirm level ALL )

Figure 149. Profile match selection panel

In the samples shown, all profiles that can protect the data set
SYSAPPL.CNRACEUNLOAD are selected. In this example, a data set name was
specified, not a profile key.

The overview panel in the following figure shows the profiles that can match the
data set. The profiles are sorted from specific to less specific. If the first profile is
deleted, the second applies, and so on.

zSecure Suite Profile match 1 s elapsed, 0.4 s CPU
Command ===> Scroll===> CSR
matching dataset SYSAPPL.CNRACF.UNLOAD 3 Mar 2001 00:07

Profile key T Complex UACC Owner S/F
__ SYSAPPL.CNRACF . #*x* G TODAY NONE___ SYSPROG_ _ R
__ SYSAPPL.** G TODAY NONE___ SYSPROG_ _ R
B X L * BOTTOM OF DATA **%x*%% *hkhkhkhkhrhdxkhkhhkhxhk* *

Figure 150. Profile match overview display

By typing an S in front of a profile, the detail display, including the access list, is
displayed. A sample detail display is included in the following figure..
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zSecure Suite Profile match Line 1 of 26
Command ===> Scroll===> CSR
matching dataset SYSAPPL.CNRACF.UNLOAD 3 Mar 2001 00:07
Profile key T Complex UACC Owner S/F
SYSAPPL.CNRACF . ** G TODAY NONE SYSPROG R
User Access ACL id When Name InstData
_ -group- READ___ C##GRACF PROGRAM_ CNARACF___ PADS LIVE
_ -group- READ__ C##GRACF PROGRAM_ CNRACF PADS LIVE
_ -group- ALTER__ SYSAPPL APPLICATIO
_ -group- ALTER__ SYSPROG SYSTEM PRO
_ C##BJTI READ___ C##BJTI JOYCE TIMBERLINE
_ C##BJT2 READ___ C##BJT2 JOYCE TIMBERLINE
_ C##BNAT READ___ C##BNAT NICK THOMSON
_ C##BNA2 READ___ C##BNA2 NICK THOMSON
\- C##AUDIT READ___ C##AUDIT C/EPRISE AGENT C/EPRISE A )

Figure 151. Profile match detail display

The fields on the display panels are like the fields on a normal DATASET or
RESOURCE display panel. However, the default sort order, the positioning of
certain fields, and the amount of information included are different.

RA.3.8 GROUP TREE - Group tree display

Option RA.3.8 provides an overview of the group structure of the system in a tree
format. When you select this option, the Reports Group tree panel opens so you
can specify selection criteria to select or exclude parts of the group structure.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Reports Group tree
Command ===> _ start panel
Show structured group tree display:
Group id . . . . . (group profile key or filter)
Start at . . . .. CH#QA* (group or filter, show only groups below)
Scope of . . . . . (group special, show only groups in scope)
Exclude . . . . . . (group or filter)
Complex . . . . . . (complex name or filter)
Enter "/" to include data in output
/ Installation data
/ Users/Subgroups
Enter "/" to select option
Output in print format
'Start at' is only permitted with an unload as data source, not a Tive database )

Figure 152. Report Group tree selection panel

The following selection criteria are supported:
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Table 135. Group Tree Display - selection criteria

Selection criteria

Description

Group id Group name or filter. Only matching groups are displayed

Start at Only groups in the subtree with this group at the top is
displayed. This type of selection is only supported for an
UNLOAD.

Scope of Show only groups in the scope of this user ID (meant for group
special users)

Exclude Group name or filter. Matching groups are not displayed

Complex Name of complex name to show group tree for, or filter

In addition, the installation data of the groups shown can be included if desired,
and (in display format only) the users connected to the groups, and the groups'
subgroups can be shown on a detail display.

A sample group tree display is shown in the following figure.

Command ===>

Ve
zSecure Suite GROUP TREE DISPLAY

Line 1 of 30
Scroll===> CSR

Complex Groups
TODAY 30
Group structure
o C##QA
s C##BQAHW
C##BQAHU
C##BQAH2
C##BQALU
C##BQAMC
C##QA#HI
C##QAT#1
C##QDFPG
C##QMWEG
C##QUNIX
C##QA133
C##QA134
C##QA135
C##QA136

\—

3 Mar 2001 00:07

Lvl Subgrp Connct SupGroup Owner X

5 7 236 C##Q C##Q

6 2 1 C##QA C##BWTK X
7 0 0 C##BQAHW C##BQAHW

7 0 1 C##BQAHW C##BWTK X
6 0 1 C##QA C##QA

6 0 12 C##QA C##QA

6 0 0 C##QA C##QA

6 0 0 C##QA R##SLIN X
6 1 0 C##QA C##QA

7 0 0 C##QDFPG C##QDFPG

6 0 0 C##QA C##QA

5 0 0 C##Q C##Q

5 0 0 C##Q C##Q

5 0 0 C##Q C##Q

5 0 0 C##Q C##Q

Figure 153. Report Group tree display

The following fields of interest are shown.

Table 136. Group Tree display fields

Field Description
Complex The complex name
Groups The number of groups selected

Group structure

The groups, indented according to their depth in the group tree

Lvl

The group depth in the group tree

Subgrp The number of subgroups for the group.

Connct The number of connected users

SupGroup The superior group for the group.

Owner The owner for the group.

X Indicates whether the superior group and owner are different.
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Table 136. Group Tree display fields (continued)

Field Description
Group The group name (inclusion optional)
Installation data The group installation data (inclusion optional)

When 'Users/Subgroups' has been selected, a detail display is available as shown
in the following figure.

/;Secure Admin GROUP TREE DISPLAY Line 1 of 24 h
Command ===> Scrol1===> CSR
8 Feb 1999 00:05
Group structure Lvl Subgrp Connct SupGroup Owner X
C##BQAHW 6 2 2 C##QA C##BWTK X
User Auth R SOA AG Uacc Name InstData
_ C##BWTK_ JOIN___ _ S__ _G ALTER__ WIGHT KENDALL
_ C##BBB1_ JOIN___ _ S__ _G ALTER__ BERNIE BAILEY
SubGroup
_ C##BQAH2
_ C##BQAHU
BOTTOM OF DATA

N J
Figure 154. Report Group tree detail display

For a further explanation, see the standard detail display for a group query (“RA.G
IGROUP - Group information” on page 117).

RA.3.9 USERDATA - User data management

Use option RA.3.9 to find and view installation-defined User fields and change the
userdata. When you select this option, the USERDATA selection panel shown in
the following figure opens so you can specify the selection criteria to locate
profiles.

Menu Options Info Commands Setup

zSecure Suite - RACF - USERDATA selection
Command ===>

Specify selection criteria for USERDATA:
GlESS o 6 0 0 0 0 ©
Profile . . . . . .
Complex . . . . . .

Entry name . . . . PHONE
Entry flag . . . . __  (hexadecimal number, no filter)
Entry value . . . .

010*

A1l fields but you can use the Entry flag field for either an exact match or a filter.

Figure 155. USERDATA selection panel

In the preceding example, we query for PHONE entries of which the contents
starts with 010.

The following selection criteria are supported.
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Table 137. USERDATA - selection criteria

Field Description

Class The profile class, or filter.

Profile The profile name, or filter.

Complex The complex name, or filter.

Entry name The name of the USERDATA entry, or a filter.
Entry flag The USERDATA flag byte (hex).

Entry value The value of the USERDATA entry, or filter.

This panel is not the intended interface to work with CKGRACF USERDATA entries.
Therefore, entry names that start with CKG are suppressed unless you explicitly
specify an Entry name starting with CKG.

The result of a query is a panel as shown in the following figure.

/zSecure Admin Display Selection 1 s elapsed, 0.3 s CPU
Command ===> Scroll===> CSR
Name Summary Records Title
_ USERS 2 2 USERDATA values in user profiles
_ GROUPS 1 1 USERDATA values in group profiles
_ DATASET 1 1 USERDATA values in dataset profiles
_ RESOURCE 1 1 USERDATA values in general resource profiles
BOTTOM OF DATA

-

Figure 156. USERDATA overview

After selecting the results for USER profiles the following panel is shown.

USERDATA values in user profiles Line 1 of 2
Command ===> Scroll===> (CSR
2 Nov 2001 00:05
User Name EntryNam F1 Value
s_ C##BGUS GUS BAINES <more>
___ C##BMCO MATT CONNORS PHONE 00 01042703

BOTTOM OF DATA

Figure 157. USERDATA profile display

The other displays are similar in layout, but show the profile name under Group
or Profile key instead of User, and have no Name field.

The following fields of interest are shown.

Table 138. USERDATA detail display

Field Description

User The profile name

Name For users the programmer name
EntryNam The USERDATA entry name

F1 The USERDATA flag byte (hex)
Value The USERDATA entry value
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If there is only one (selected) USERDATA entry, it is shown on the profile display.
If there are several entries, the listing shows the value <more>. The additional
values are listed on the detail display panel. You can start the USERDATA
management functions on the profile display with the MU line command.
However, when you use this method, no entry information is passed to the
command, and you have to enter the information manually. Therefore, for most
management functions, it is easier to use the detail display.

A detail display is shown in the following figure.

4 . N
USERDATA values in user
Command ===> Scroll===> (SR
8 Feb 1999 00:05
User Name EntryNam F1 Value
C##BGUS GUS BAINES <more>

EntryNam F1 Value
r PHONE 00 0107823
_ PHONE 00 0102343
BOTTOM OF DATA

- J
Figure 158. USERDATA values in user panel - detail display

The D Delete line command displays the following panel. You can optionally
specify a reason when deleting an entry which consists of the name and value pair.
For the D command, Reason is the only modifiable field.

4 ] N
Security zSecure - Delete USERDATA
Option ===>
Class « v v v v v . . USER
Profile . . . . . . . "ibmuser'c
Entry name . . . . . PHONE___
Entry flag . . . . . 00
Entry value . . . . . 0107823
Reason
2 %

Figure 159. Delete USERDATA panel

The R Recreate line command creates another copy of the entry. The recreate
option can be used to add another entry only if the command confirmation setting
is turned on.

The I Insert, C Copy, and S Modify line commands bring up a panel to manage
the userdata. The C and S commands result in a panel that provides all the values
from the userdata entry. For the I command, only the Class and Profile data from
the entry is included on the panel.
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4 N

Security zSecure - Add USERDATA
Option ===>
Class . v « v « o . . USER
Profile . . . . . . . "ibmuser'c
Entry name . . . . . PHONE__
Entry flag . . . . . 00
Entry value . . . . . 0107823
Reason
2 %

Figure 160. Add USERDATA panel

At the top the class and name of the profile you are working with is shown.

RA.3.A TAPEVOL - Tape Profile Overview

Option RA.3.A opens the Reports Tapevol panel, a variant of the General Resource
Profiles panel that applies to the TAPEVOL class.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Reports Tapevol
Command ===> _ start panel
Show tape profiles that fit all of the following criteria:
Volume . . . . . . (tape volser or filter)
Owned by . . . .. (group or userid, or filter)
Complex . . . . . . (complex name or filter)
/ Specify more selection criteria and output options
Display options used (change with "Setup View" or "Setup Confirm"):
\fser/grp info Y, action commands EXECUTE, confirm level ALL )

Figure 161. TAPEVOL simple query panel

The simple query panel is shown in the preceding figure. The advanced selection
panel is shown in the following figure.
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Menu Options Info Commands Setup

zSecure Suite - RACF - Reports Tapevol
Command ===> _ start panel

Show tape profiles that fit all of the following criteria:

Volume . . . . .. (tape volser or filter)

Owned by . . . .. (group or userid, or filter)
Complex . . . . . . (complex name or filter)

Id on access Tlist . (*, group or userid, or filter)

Enter "/" to specify inclusion criteria
/ Generic / Single data set / Warning mode

/ Discrete / Multiple data set / Nowarning
/ Tape data set / Automatic profile
/ No tape data set / No automatic profile
"/" to Timit "/" to select option UACC at least
Queued commands _ Show volser first _ 1. Execute 4. Control

2. Read 5. Alter

3. Update 6. Ignore UACC
& %

Figure 162. TAPEVOL advanced selection panel

The Enter "/" to specify inclusion criteria contains option pairs that are checked by
default: Both generic and discrete profiles are shown based on the selection criteria
specified on the Reports Tapevol panel. If you select options in the "/" to limit
group, the selection is limited to only those profiles that possess the characteristics
selected.

The following selection criteria are supported.

Table 139. Tapevol report - selection criteria

Selection criteria Description

Volume Tape volume occurring in the profile key or in the volume list.

Owned by Profiles owned by the user or group you specified.

Complex In a complex with this name, or a matching complex if a filter is
used.

Id on access list User or group on the access list (access that a user has through a
group is not supported in this selection)

Generic Show generic profiles.

Discrete Show discrete profiles.

Single data set Show profiles with single data set attribute.

Multiple data set Show profiles without the single data set attribute.

Warning mode Show profiles in Warning mode.

No Warning Show profiles not in Warning mode.

Tape data set Show profiles with tape data sets.

No tape data set Show profiles without tape data sets.

Automatic profile Show profiles with automatic attribute.

No automatic profile Show profiles without the automatic attribute.

Queued commands Show only groups that have one or more commands in the

command queue.

UACC at least Show any UACC that grants access greater than or equal to the
specified value.
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If you select the output option Show volser first, an overview of all volume serial
names is presented first. Then, the profile data is listed per volume serial. If you
do not select this option, the volume serial overview is not included.

A sample TAPEVOL profile display is shown in the following figure.

/zSecure Admin TAPE OVERVIEW Line 1 of 20
Command ===> Scroll===> (SR
A11 tape profiles 9 Feb 1999 00:05

Profile Complex T UACC Owner Wrn #Vols Perms Conds SecLabel
__ CBM* TODAY G NONE___ SYSAUTH_ 0 4 0
__ CNMASE  TODAY NONE___ SYSAUTH_ __ 2 4 0
_ CNv=* TODAY G NONE___ SYSAUTH_ 0 4 0
_ CPX* TODAY G NONE___ SYSAUTH_ 0 4 0
__ CR2%%1  TODAY G NONE___ SYSAUTH_ _ 0 5 0
__ CR2* TODAY G NONE___ SYSAUTH_ _ 0 6 0
_ CS2* TODAY G NONE___ SYSAUTH_ _ 0 5 0
_ C4Ix TODAY G NONE___ SYSAUTH_ 0 4 0
_ C9%%%C  TODAY G NONE___ SYSAUTH_ 0 3 0
_ C9%%% TODAY G NONE___ SYSAUTH_ _ 0 3 0
__GUUSe1  TODAY NONE___ C##BGUS_ 2 1 0
s_ HSMHSM  TODAY NONE___ SYSPROG_ 106 3 0
__ PRTL=* TODAY G NONE___ SYSAUTH_ 0 3 0
__ PTFT+  TODAY G NONE___ SYSAUTH_ _ 0 2 0
__ QATAPE  TODAY READ___ C##QARUN _ 1 3 0
__ QATAP2  TODAY NONE___ C##QARUN _ 1 3 0
—_ QATAPx  TODAY G READ___ C##QARUN _ 0 4 0
003767  TODAY NONE___ SYSAUTH_ 1 4 0
__51665*  TODAY G NONE___ SYSAUTH_ _ 0 2 0
_ 520R* TODAY G NONE___ SYSAUTH_ 0 2 0

BOTTOM OF DATA

Figure 163. TAPEVOL profile display

The following fields of interest are shown.

Table 140. Tapevol report panel - Show volser first output fields

Field Description

Profile The profile name

Complex The complex name

T The profile type: blank for discretes, or G for generics
UACC Universal access level

Owner The owner of the profile

Wrn Warning attribute

#Vols The number of volumes covered by the profile
Perms The number of access list entries

Conds The number of conditional access list entries
SecLabel Security label

A detail display is shown in the following figure.
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/;Secure Admin TAPE OVERVIEW Line 1 of 119 h
Command ===> Scroll===> (SR
A11 tape profiles 9 Feb 1999 00:05
Profile Complex Type UACC Owner Wrn #Vols Perms Conds SecLabel
HSMHSM  TODAY NONE SYSPROG 106 3 0
User Access ACL id When Name InstData
_ -group- ALTER__ STGADMIN STORAGE AD
— -group- ALTER__ SYSPROG_ SYSTEM PRO
_ DFHSM  ALTER__ DFHSM___
Volume
_ HSMHSM
_ 9BCK27
_ 9BCX24
9BCL23
\Z %

Figure 164. TAPEVOL detail display

Refer to [“Access list display modes - reference material” on page 30| about alternate
access list display formats.

RA.3.B RACFVARS - RACF variable profiles

Option RA.3.B shows the RACF Variable Profiles panel to select all RACFVARS
profiles that fit the criteria listed.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Reports RACFvars
Command ===> _ start panel
Show RACFVARS profiles that fit all of the following criteria:
Variable name . . . (with leading &)
Member values . . . (Tist of values)
Owned by . . . .. (group or userid, or filter)
Complex . . . . . . (complex name or filter)
/  Specify more selection criteria and output options
Display options used (change with "Setup View" or "Setup Confirm"):
user/grp info Y, action commands EXECUTE, confirm level ALL )

Figure 165. RACFVARS simple query panel

The simple query panel is shown in the preceding figure. The advanced selection
panel is shown in the following figure.
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Command ===>

Variable name . . .
Member values . . .

Menu Options Info

Show RACFVARS profiles that fit all of the following criteria:

Commands  Setup
zSecure Suite - RACF - Reports RACFvars

_ start panel

(with leading &)
(1ist of values)

Owned by . . . ..
Complex . . . . . .
Id on access list .

Show member names

~ Sort member list

\Z

Enter "/" to specify output option(s)
View by duplicate entries

Show profiles that use Variable name
Qutput in print format

(group or userid, or filter)
(complex name or filter)
(*, group or userid, or filter)

Figure 166. RACFVARS advanced selection panel

The following selection criteria are supported.

Selection criteria

Description

Variable name

Variable name matching the pattern.

Member values

Text strings that can appear anywhere in the member name. A
pattern match is not supported (instead, a substring scan is
always performed). If a list of values is specified, profiles are
selected that contain any of the specified member names.

Owned by Lists the OWNER you specified. The owner can be a user or
group.
Complex In a complex with this name, or a matching complex if a filter is

used.

Id on access list

User or group on the access list (access that a user has through a
group is not supported in this selection).

The following output options are available.

Table 141. RACF Variable Profile report - output options

Output option

Description

Show member names

Generate a display showing member names first, and show
profiles that contain this member second.

View by duplicate
entries

Generate a display showing only member names that appear in
more than one RACFVARS profile.

Sort member list

Sort the member list. RACF determines matches by the unsorted
member list, but always displays a sorted member list.

Show profiles that use
Variable name

Include an extra display with profiles referring to a specific
Variable name (requires the Variable name field to be filled in).

Output in print format

Generate output in printable format instead of in an ISPF table.

A sample RACFVARS overview panel is shown in the following figure.
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/;Secure Admin RACFVARS profile Tist 1 s elapsed, 0.2 s CPU h
Command ===> Scroll===> CSR
A11 RACF variables 13 Jul 2005 00:07
Profile Complex Members UACC Owner Wrn ID(*) InstData
_ &CH#A DEFAULT 2 NONE___ R##PROB_
__ &C##AROB DEFAULT 3 NONE___ C##AROB_
_ &C##A1  DEFAULT 3 NONE___ R##PROB_ _
s_ &C##A2  DEFAULT 3 NONE___ R##PROB_
_ &C##NODE DEFAULT 26 NONE___ SYSPROG_
__ &LONGNAM DEFAULT 1 READ___ R##PROB_ _ MAXIMUM LENGTH VARIAB
__ &RACLNDE DEFAULT 26 NONE___ SYSPROG_ _
87999999 DEFAULT 1 NONE___ C##BGUS_ _
Bottom of Data
- J

Figure 167. RACFVARS overview display

A sample detail display is shown in the following figure.

/;Secure Admin RACFVARS profile list Line 1 of 6 h
Command ===> Scroll===> CSR
A11 RACF variables 13 Jul 2005 00:07
Profile Complex Members UACC Owner Wrn ID(*) InstData
&C##A2  DEFAULT 3 NONE R##PROB
User Access ACL id When Name InstData
_ R##PROB ALTER__ R##PROB_ RONNIE OBLIQUE
_ R##PRO2 ALTER__ R##PRO2_ RONNIE OBLIQUE
Members
_ C##A
_ C##AINT
_ C##ASCH
* *k Bottom of Data *= * *
o %

Figure 168. RACFVARS detail display

RA.3.C APPL - Application profiles

Option RA.3.C generates a specially formatted overview of the profiles in the
APPL class. Use the selection panel to specify whether you want the output in
print format rather than as an ISPF table.

From the ISPF panel, you can specify action commands in the input entry field for
each profile to work with the profile. To see a list of available actions, type / in an
entry field, then press Enter for a list of the available commands.

A sample display is shown in

zSecure Admin Application profile overview 0 s elapsed, 0.2 s CPU h
Command ===> Scroll1===> CSR
2 Feb 1999 15:25
Complex Class Profile key Type Owner UACC InstData
__ DINO APPL #CNM SYSAUTH_ NONE___ NETVIEW
__DINO APPL A21GTWOP SYSAUTH_ NONE___
__ DINO APPL A21RCPS1 SYSAUTH_ NONE___
__DINO APPL A21RUUFT SYSAUTH_ NONE___
__ DINO APPL CNMO1 SYSAUTH_ NONE___ NETVIEW
__DINO APPL DINOLUO1 C##BMR1_ NONE___
__DINO APPL ETPXLUO1 C##BMR1_ NONE___
__ DINO APPL NETVIEW SYSAUTH_ NONE___ NETVIEW
__DINO APPL SYSPLUO1 C##BMR1_ NONE___
BOTTOM OF DATA ##%*x *k *
o J

Figure 169. Application profiles overview

The detail display lists the access list entries.
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RA.3.D JES/328X - Jes/328X definitions and log data sets

Option RA.3.D is a REPORT PROFILES variant designed to display JES328X queue
authorities. The authority to issue JES328X commands or view the message log for
specific printers is derived from the authority to either UPDATE or READ a log
dataset existing for that remote terminal.

~
Menu Options Info Commands Setup
zSecure Suite - RACF - Reports - JES/328X
Command ===>
Data set pattern . . SYS1.JSXLOG.** (EGN mask)
Enter "/" to select option(s)
/ Include data sets in display
_ Output in print format
J
Figure 170. JES/328X selection panel
The following selection criteria and output options are supported.
Table 142. JES/328 definitions and log data sets - selection criteria and output options
Selection criteria or
Output option Description
Data set pattern EGN specification of which DATASET profiles and data sets to
show. This is set in the SETUP INSTALLATION application.
Include data sets in Indicates if the data sets covered by the profiles are to be
display included in the report
Output in print format |Generate output in print format instead of an ISPF display
A sample display is shown in the following figure.
. N\
Profiles used by JES/328X 1 s elapsed, 0.6 s CPU
Command ===> Scroll===> CSR
11 Feb 1999 09:40
Complex Class Profiles
RC223 DATASET 4
Profile key Volume UACC S/F Era
SYS1.JSXLOG. *. % READ__ R NO_
~ SYS1.JSXLOG.RMT1 NONE__ R NO_
~ SYS1.JSXLOG.RMT147 READ__ R NO_
SYS1.JSXLOG.RMT148 NONE__ R NO_
* * * BOTTOM OF DATA #ww+ Re— *
- /

Figure 171. JES/328X detail display

The detail display also shows the same additional fields as the detail display of the
PROFILES report. Because this is a REPORT PROFILES variant the line commands
available are different from standard profile displays. See ['RA.3.1 Profiles - Profileq
fwith their data sets” on page 196

RA.3.E SDSF - SDSF command and display authorities

Option RA.3.E generates an overview of all profiles that affect SDSF security. Use
the selection panel to specify whether you want the output in print format rather
than as an ISPF table.

A sample overview display is shown in following figure.
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zSecure Admin Display Selection 1 s elapsed, 0.4 s CPU

Command ===> Scroll===> CSR

Name Summary Records Title
_ GLOBAL 0 0 zSecure Admin SDSF control profiles
_ SDSF 33 33 zSecure Admin SDSF control of commands and inp
_ GSDSF 1 1 zSecure Admin SDSF grouping control of command
_ OPERCMDS 41 41 zSecure Admin SDSF control of MVS and JES2 com

BOTTOM OF DATA

N J

Figure 172. SDSF resources overview display

Resources from four classes are shown:

Table 143. SDSF Security resource classes

Resource Description

GLOBAL Global access checking table entries for class SDSF
SDSF Profiles protecting SDSF resources

GSDSF Resource group profiles protecting SDSF resources
OPERCMDS Profiles protecting operator commands

A profile display is shown in the following figure.

zSecure Admin SDSF control of commands and input fields Line 1 of 43 h
Command ===> Scroll===> CSR
15 Jul 2005 00:07
Complex Class Profile key T Owner W UACC ID(*)

___ TODAY SDSF  ** G SYS1__ NONE___

___ TODAY SDSF  GROUP.=* G SYSI__ NONE___ READ

__ TODAY SDSF  ISFATTR.=*.PRTY G SYSPROG_ _ NONE___

~_ TODAY  SDSF ISFATTR.** G SYST__ NONE___
\— TODAY SDSF  ISFATTR.JOB.PRTDEST SYSAUTH_ _ UPDATE_ )

Figure 173. SDSF profile display

On the detail display for SDSF, GSDSF and OPERCMDS the ACL entries are
shown. For GSDSF and GLOBAL the member list is shown.

This option is a variant of RA.R, so see[“RA.R RESOURCE - General Resource|
[profiles” on page 147 for the available line commands.

RA.3.F JES2 - Access to JES2 resources

Option RA.3.F generates an overview of profiles that affect JES2 security. Use the
selection panel to specify whether you want the output in print format rather than
as an ISPF table.

A sample display is shown in the following figure.
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/;Secure Admin Display Selection 1 s elapsed, 0.5 s CPU h
Command ===> Scroll===> CS
Name Summary Records Title
_ GLOBAL 2 2 zSecure Admin JES control profiles
_ JESINPUT 3 3 zSecure Admin JES input sources for job submis
_ FACILITY 2 2 zSecure Admin JES RACF validation of /*SIGNON
_ JESJOBS 1 1 zSecure Admin JES submit and cancel control
_ JESSPOOL 43 43 zSecure Admin JES sysin/sysout dataset access
_ NODES 12 12 zSecure Admin JES validation of inbound data c
_ WRITER 1 1 zSecure Admin JES outbound data control
_ PROPCNTL 0 0 zSecure Admin JES userid propagation control
_ SURROGAT 45 45 zSecure Admin JES surrogate submit control
* * BOTTOM OF DATA * * *
- J

Figure 174. JES2 resources overview display

Resources from these classes are shown:

Table 144. Display selection - class resources

Resource Description

GLOBAL Global access checking for JES control
profiles

JESINPUT JES input sources for job submission control

FACILITY JES RACEF validation of /*SIGNON and
SNA LOGON

JESJOBS JES submit and cancel control

JESSPOOL JES sysin/sysout dataset access control

NODES JES validation of inbound data control

WRITER JES outbound data control

PROPCNTL JES userid propagation control

SURROGAT JES surrogate submit control

This option is a variant of RA.R.

RA.3.G Compare users - Compare access and/or connect

Use this option to do the following comparisons:
* Compare access through permits with an option to include group permits.
* Compare connects for up to four userids

When you select RA.3.G, the following panel opens:

~N
Menu Options Info Commands Setup
zSecure Suite - RACF - Reports - Compare
Command ===>
Enter up to 4 userids to compare access and/or connects
Userid . . . . SECADM1_ SECADM2_
Select report(s)
Compare access through user-specific permits
_ Include group permits
Compare connects
J

Figure 175. Compare selection panel
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able 145 lists the available selection criteria and output options

Table 145. Compare selection - selection criteria

Selection criteria

Description

Userid

Enter up to 4 user IDs to compare. Masks are not permitted.

Compare access
through user-specific
permits

Compare access through an explicit permit for the user IDs
entered.

Include group permits

This option is only effective when Compare access through
user-specific permits is selected as well. The generated report
also displays access through group connects.

Compare connects

Compare the group connects for the user IDs entered.

shows the panel that is displayed when all options are selected:

zSecure Suite Display Selection

Command ===>

Line 1 of 2
Scroll===> CSR_

Name
_ PERMIT 31
_ CONNECT 17

Summary Records Title
3420 Compare PERMITs for users, including group permits
17 Compare CONNECTs for users

Bottom of Data *

Figure 176. PERMIT/CONNECT summary panel

Selecting the PERMIT entry opens the overview panel shown in

\—

Compare PERMITs for users, including group permits Line 1 of 31
Command ===> Scroll===> CSR_
Enter S in front of a class for more info 10 Feb 2006 09:51
Class Profiles SECADM1 SECADM2
__ APPCLU 2 ALTER  NONE
__ APPL 3 READ READ
__ CONSOLE 3 ALTER  NONE
__ CSFKEYS 1 READ NONE
_ CSFSERV 1 READ NONE
__ DASDVOL 2 ALTER  NONE
__ DATASET 1471 ALTER  ALTER
__ DLFCLASS 1 ALTER  NONE
__ EJBROLE 1 READ READ
__ FACILITY 326 ALTER  ALTER
__ FIELD 22 ALTER  READ
__ GCICSTRN 5 ALTER  NONE
___ IBMOPC 3 READ READ
__ JESSPOOL 39 ALTER  ALTER
__ NETCMDS 2 UPDATE NONE
__ NETSPAN 1 UPDATE NONE
__ OPERCMDS 54 ALTER  UPDATE
__ PROGRAM 13 ALTER  ALTER
__ RACFVARS 2 ALTER  NONE
RRSFDATA 8 ALTER  READ

Figure 177. PERMIT class overview panel

In [Figure 178 on page 232 you see the RACF class, the number of profiles within
this class that have permits for any of the user IDs specified in the selection criteria

and the highest access within this class for these user IDs.

[Figure 178 on page 232 When you select a class entry, the profiles within this class

are displayed as shown in [Figure 178 on page 232,
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Compare PERMITs for users, including group permits Line 1 of 2
Command ===> Scroll===> CSR_
Enter S in front of a class for more info 10 Feb 2006 09:51
Class Profiles SECADM1 SECADM2
APPCLU 2 ALTER  NONE
Profile key SECADM1 SECADM2
__ NLCRMMO4.APR2001.NLCRMMO4.R#MVS522 ALTER  NONE
_ NLCRMMO4.RRSFCRM4 .NLCRMMO4 . R#MVS522 ALTER  NONE
Bottom of Data
o J

Figure 178. PERMIT profile overview panel

You can select a profile for more details about the access:

Compare PERMITs for users, including gro